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1 Reason for Contribution

Section 3 below raises a number of consistency review comments for TS SvcCntProtection. 
2 Summary of Contribution

Section 3 below raises a number of consistency review comments for TS SG SvcCntProtection. 
3 Detailed Proposal

Siemens raises the following comments against OMA-TS-BCAST_SvcCntProtection-V1_0-20060412-D:
	ID
	Open Date
	Edit
	Section
	Description
	Status

	1. 01
	2006.05.23
	Y
	3.3
	Source: Siemens
Comment: abbreviations missing

Proposed resolution: add missing abbr., e.g.
 TKM, MBMS, BSDA, BSM,BDS, NAF, BSF, SK, U(SIM), (R-)UIM, RK
	OPEN

	2. 02
	2006.05.23
	Y
	4.1
	Source: Siemens
Comment: bullet service protection 

Sub-bullet 1: “to achieve this over broadcast channel”

Sub-bullet 2: “A USIM/(R )UIM/Smartcard based solution for managing the rights.  This is referred to as the "Smartcartd Profile" (defined in Definition section).”

Sub-bullet 5: does this refer to Ismacryp?

Paragraph x after the bullet list: 

“Service protection may include message authentication / integrity protection and replay attack.”
Proposed resolution: 

1: to achieve this over the broadcast channel
2: This is referred to as the "Smartcard Profile" (SC-Profile).

5: clarify and add text if needed

X: Service protection may include message authentication / integrity protection and protection against replay attacks

	OPEN

	3. 
	2006.05.23
	Y
	4.1
	Source: Siemens

Comment: bullet service protection as well as bullet content protection: text includes double parts in a sentence : “may be recorded either encrypted or unencrypted” is the recording of unencrypted content really allowed?
Proposed resolution: check text
	OPEN

	4. 
	2006.05.23
	Y
	4.1
	Source: Siemens

Comment: add a table that summarizes that “An OMA BCAST terminal MAY implement Service Protection and MAY implement Content Protection.” To make text more readable
Proposed resolution: 
BCAST Terminal

Service Protection

Optional

Content Protection

Optional


	OPEN

	5. 
	2006.05.23
	Y
	4.1
	Source: Siemens

Comment: make text more readable

Proposed resolution: move table 1 above the introductionary sentence “For BCAST Terminals with Content Protection:” change text “Table 1 and Table 2 summarise the possible scenarios:” appropriate
	OPEN

	6. 
	2006.05.23
	Y
	4.2
	Source: Siemens

Comment: text includes always the phrase “in this document” and a few typos
Proposed resolution: check text, in particular if the phrase can be deleted
Set this text in brackets:

“Devices with access to the interactive channel do not need to implement those extensions for broadcast-only devices, as they typically do registration and Rights Object acquisition over the interactive channel only.”

Maybe delete / add: 

• Among the various rights management alternatives, OMA DRM v2.0 is the one which makes OMA BCAST a part of the same value chain which will be used for selling content and services in the cellular world. 
	OPEN

	7. 
	2006.05.23
	Y
	4.3
	Source: Siemens

Comment: text added to include headline, reference to figure is twice in text
Proposed resolution: 
4.3 Overview of Operation for Streaming of Content

4.3.1 The Four Layer Model
Streaming can be done with content coming either from a live source or from a file. For streamed content, protection can be done using service protection or content protection. Both protection mechanisms use the Four Layer model.


	OPEN

	8. 
	2006.05.23
	Y
	4.3 Figure 1 and text below
	Source: Siemens

Comment: abbreviations missing in figure, further text to be improved
Proposed resolution: add abbreviations in figure, e.g. STKM and LTKM, DK(REK) or SC-key (REK)

CR to improve text
	OPEN

	9. 
	2006.05.23
	Y
	4.3
	Source: Siemens

Comment:
Check whether to use Short Term Key Message or message
Proposed resolution: 

Check for consistency or possibly use STKM instead
	OPEN

	10. 
	2006.05.23
	Y
	4.3.1
	Source: Siemens

Comment: check text 

“• Using GBA mechanisms. An overview of operation is given in Sections ‎6 and ‎7.”

Proposed resolution: references okay ? really overview to GBA in 6 and 7?
	OPEN

	11. 
	24-05- 2006
	Y
	4.5
	Source: Siemens

From: OMA-BCAST-2006-0xxx
Comment:
“DVB CBMS” is not the name of a BDS.

Proposed resolution:

Replace by “IPC over DVB-H”.


	OPEN

	12. 
	2006.05.23
	Y
	4.5 Figure 2
	Source: Siemens

Comment: references in figure 2 not correct
Proposed resolution: check references
	OPEN

	13. 
	2006.05.23
	Y
	4.5.1
	Source: Siemens

Comment: “The key used for Layer 1 is called Subscriber Management Key (SMK).  Using the shared secret key that reside in the USIM/(R )UIM, a Subscriber Management Key (SMK) is established between the USIM/(R )UIM or the terminal (depending on the key management implementation) and the service provider . SMK is a user-specific key that is used to protect the Long Term Key Messages (LTKM).”
Proposed resolution: correct “The key used for Layer 1 is called Subscriber Management Key (SMK).  Using the SK that resides in the USIM/(R )UIM, a Subscriber Management Key (SMK) is established between the USIM/(R )UIM or the terminal (depending on the key management implementation) and the service provider . SMK is a user-specific key that is used to protect the Long Term Key Messages (LTKM).” 

add afterwards a clarification sentence, why different key management implementations. In particular explain the GBA approach.
	OPEN

	14. 
	2006.05.23
	Y
	4.5.1
	Source: Siemens

Comment: “Depending on the service configuration, a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, respectively for pay per view or subscription customers.  PEK or SEK SHALL be stored within the (R-)UIM if security is based on RK, the USIM for GBA_U implementation, and on the terminal for GBA_ME implementation.”

Proposed resolution: Depending on the service configuration, a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, respectively for pay per view or subscription customers.  PEK or SEK SHALL be stored within the (R-)UIM if security is based on RK, within the USIM for GBA_U implementation, or on the terminal for GBA_ME implementation.
	OPEN

	15. 
	2006.05.23
	Y
	all
	Source: Siemens

Comment: SIM and U-SIM are in parallel usage

Proposed resolution: decide for one and check document
	OPEN

	16. 
	2006.05.23
	Y
	4.5.1 Tabelle 3
	Source: Siemens

Comment: 
· key layer 0 is not used in text afterwards and it is strange to use it while talking about the 4-key layer model

· add a row for message abbreviations (layer 2 - LTKM, layer 3 - STKM)

· storage location in layer 1 and layer 2 rows: “and Terminal” should be “or Terminal”

· layer 3, row key hierarchy: unclear statement: “Encrypted with SEK or PEK or derived from SEK or PEK and sent over the BCAST channel”
· what about TBK
Proposed resolution: to be discussed
	OPEN

	17. 
	2006.05.23
	Y
	4.5.1 text below table 3
	Source: Siemens

Comment:  

· re use – change to re-use
· what is meant by Smartcard profile specifications

· delete or add TBDs

· correct references 6.1 should be 4.5.2 etc.
Proposed resolution: check and correct
	OPEN

	18. 
	2006.05.23
	Y
	4.5.2.1
	Source: Siemens

Comment: text below figure 3 compare with text below figure 4.

Check TBDs
Proposed resolution: 
	OPEN

	19. 
	2006.05.23
	Y
	4.5.2.2
	Source: Siemens

Comment: change title of figure 4 in non-capitalized lettes

Proposed resolution: 
	OPEN

	20. 
	24-05- 2006
	YY
	4.5.2.2
	Source: Siemens

From: OMA-BCAST-2006-0xxx
Comment:
The BDS targeted by BCAST is IPDC over DVB-H, not DVB-H. 

Proposed resolution:

Replace “DVB-H network” by “IPDC over DVB-H” in the following original text:

In a mixed or hybrid scenario (e.g: DVB-H network + cellular interaction channel) a pure broadcast BDS is complemented with an additional interaction channel given by a cellular network.
and replace “e.g. DVB-H” by “e.g. IPDC over DVB-H” in the following original text:

· Broadcast Service Discovery: As for cellular BDS above BUT available over the broadcast BDS (e.g. DVB-H). 

· Authentication and Registration: As for cellular BDS above i.e. via the cellular interaction channel.

· LTKM Delivery: As for cellular BDS above i.e. via the cellular interaction channel 

· STKM Delivery: As for cellular BDS above BUT STKMs may be delivered over the broadcast only BDS (e.g: DVB-H) or via the cellular interaction channel.

· Access to Protected Content: As for cellular BDS above BUT available over the broadcast BDS (e.g. DVB-H).

	OPEN

	21. 
	2006.05.23
	Y
	5.1 
	Source: Siemens
Comment: text missing
Proposed resolution:
	OPEN

	22. 
	2006.05.23
	Y
	5.2
	Source: Siemens

Comment: “layer 0” is unclear in usage

Proposed resolution: it is sufficient to call this section “Key provisioning” only
	OPEN

	23. 
	2006.05.23
	Y
	5.3
	Source: Siemens

Comment: title is registration but text talks mainly about BC domains

Proposed resolution: clarify
	OPEN

	24. 
	2006.05.23
	Y
	5.3.1.1
	Source: Siemens

Comment: text is doubled: For service domain join/leave operations, it almost follows the current 4-layer key hierarchy model in the OMA BCAST AD, but only the definition of Layer 1 is extended to include terminal registration and domain management. – see end of section 5.3.1.2
Proposed resolution: 
	OPEN

	25. 
	2006.05.23
	Y
	5.3.1.2 
	Source: Siemens

Comment: text should be shifted: “There are two possible types of broadcast domains.  In one type, all terminals that subscribe to a service or a service bundle share a common group key.  Service encryption keys (SEK) or Program encryption keys (PEK) then would be encrypted using this common group key.  We call this type of broadcast domains a service domain.  Terminals in a service domain can share content and services with any other terminal in the same service domain, subject to permissions specified by content or service providers.  The advantage of service domains is that communicating changes in SEK consumes very little bandwidth.”
Proposed resolution: use text as intro to 5.3.1; shift above 5.3.1.1
	OPEN

	26. 
	2006.05.23
	Y
	5.3.1.2
	Source: Siemens

Comment: double-text : Another possible type of broadcast domains is a collection of terminals that are defined, limited, and managed by an authorizing entity, such as a rights issuer.  We call this type of broadcast domains a device domain.   

Proposed resolution: make consistent with 5.3.1.1
	OPEN

	27. 
	2006.05.23
	Y
	5.3.2.1 
	Source: Siemens

Comment: 
· use bullets for referencing case 1-3, delete in beginning 
· “For device domains, three additional use cases” 
Proposed resolution: 
	OPEN

	28. 
	2006.05.23
	Y
	5.4.1 
	Source: Siemens

Comment: text mismatches : ”to be defined later"
Also check SHOULD and MAY usage
Proposed resolution: 
	OPEN

	29. 
	2006.05.23
	Y
	5.5
	Source: Siemens
Comment:
Figure title to be added
Proposed resolution:
	OPEN

	30. 
	2006.05.23
	Y
	5.5.2
	Source: Siemens

Comment: constant value for TKM_ALGO_DCF is missing
Proposed resolution:  discuss and add
	OPEN

	31. 
	2006.05.23
	Y
	5
	Source: Siemens

Comment:  several sections (5.6 – 5.9) with TBDs, need to be filled

Proposed resolution: 
	OPEN

	32. 
	2006.05.23
	Y
	6.1
	Source: Siemens

Comment:  introduction of layer 0 is confusing in MHO

Proposed resolution:  only write : key provisioning
	OPEN

	33. 
	2006.05.23
	Y
	6
	Source: Siemens

Comment: some TBDs, consistency after restructuring needs to be checked, check for harmonisation with SRTP, IPSec, ISMACryp
Proposed resolution: check doc according to this issue and provide CR if needed
	OPEN

	34. 
	2006.05.23
	Y
	all
	Source: Siemens

Comment: IPSec or IPsec – should be consistent in whole doc.
Proposed resolution: editorial, check needed
	OPEN

	35. 
	2006.05.23
	Y
	6.5
	Source: Siemens

Comment: references in 6.5.2.1to be checked, only one subsection 6.5.2.1
Proposed resolution: 
	OPEN

	36. 
	2006.05.23
	Y
	6.4.1.1
	Source: Siemens

Comment: delivery of TEKs using MIKEY, consistent usage of MSK: As it can be seen from the table above both the program encryption key (PEK) and service encryption keys (SEKs) map to the same MBMS key. The differentiation of these keys at the short term key delivery layer is done using the key lifetime and the renewal period. MBMS implementations can set the lifetime of an MSK to the life time of a particular pay-per-view event in order to achieve the same result as having a separate PEK. Please note that if both the PEK and the SEK is used for a channel then two separate MSKs are required with different lifetimes.

Proposed resolution: check for consistency “map to the same MBMS key” and “two separate MSKs are required”
	OPEN

	37. 
	2006.05.23
	Y
	6.7
	Source: Siemens
Comment: “can only be understood by a BCAST server”, what about harmonization with other bearers; see text
step 10: Request the MSK from the MBMS NAF Server, concatenating KeyDomainID, MSK ID, MTK ID lower limit and MTK ID upper limit. The concatenation of MTK ID lower limit and MTK ID upper limit is BCAST specific, i.e. will only work when contacting a BCAST Rights Issuer (see note below for further details)

note: The MSK request in step 10 above is specific to a BCAST client and can only be understood by a BCAST server. Hence the Service Provider must ensure the RightsIssuerURL allows the Server to know the request is from a BCAST client.

Proposed resolution: check harmonization with other bearers
	OPEN

	38. 
	2006.05.23
	Y
	6.7.1.1
	Source: Siemens

Comment: only subsection
Proposed resolution: 
	OPEN

	39. 
	2006.05.23
	Y
	7.1
	Source: Siemens

Comment: layer 0 is unclear in 4-key layer model 

Proposed resolution: delete layer 0 in headline
	OPEN

	40. 
	24-05- 2006
	N
	10.2.1

Table 15
	Source: Siemens

From: OMA-BCAST-2006-0xxx
Comment:
Table 15 of TS SvcCntProt lists four kmstype values:

oma-bcast-drm-pki

oma-bcast-gba-mbms

oma-bcast-gba-bcmcs
oma-bcast-prov-bcmcs

Section 5.1.2.4 in TS SG list six values for kmstype: oma-bcast-drm-pki
oma-bcast-gba_u-mbms
oma-bcast-gba_me-mbms
oma-bcast-gba_u-bcmcs
oma-bcast-gba_me-bcmcs
oma-bcast-prov-bcmcs

Section 6.3.2.1 of TS DVB Adaptation contains the following sentence: “In addition, KMS are signaled through parameter “kmstype” that supports four values of string type”

This comment will also be raised against TS SG and TS DVB Adaptation.

Proposed resolution:

This contradiction must be resolved.


	OPEN

	41. 
	24-05- 2006
	N
	10.2.5
	Source: Siemens

From: OMA-BCAST-2006-0xxx
Comment:
The SDP examples 1 and 2 have the following flaws:

· audio and video should use even ports. The next odd port is used by convention  by the associated RTCP SR flow

· the port 49171 is used twice: by the RTCP SR flow for the audio and by the stkm stream

The SDP example 3 has the following flaws:

· the two audio streams are running on the same port (49170)

· the port 49171 is used multiple times: by the RTCP SR flow for the audio and by two stkm streams.

The SDP example 4 has the following flaws:

· video should use even ports. The next odd port is used by convention  by the associated RTCP SR flow

· the port 49171 is used twice: by the RTCP SR flow for the audio and by the stkm stream

Proposed resolution:

This must be corrected.


	OPEN

	42. 
	2006.05.23
	Y
	11
	Source: Siemens

Comment: This section explains how different keys are mapped between the DRM profile and the Smartcard profile. It also explains how a protected data stream can be shared using both DRM and Smartcard profiles.

Proposed resolution: This section explains how different keys are mapped between the DRM profile and the Smartcard profile. It also explains how a protected data stream can be shared between different operators using both DRM and Smartcard profiles.


	OPEN

	43. 
	2006.05.23
	Y
	11.1
	Source: Siemens

Comment: reference to 6.4.11 ?
Proposed resolution: 
	OPEN

	44. 
	2006.05.23
	Y
	11.3
	Source: Siemens

Comment: added introductionary part and some restructuring of text in subsections (11.3.1 and 11.3.2)  would make text clearer, also add 11.3.3 to discuss the advantages and disadvantages for the proposed solutions
Proposed resolution: provideCR on restructuring text
	OPEN

	45. 
	2006.05.23
	Y
	11.3
	Source: Siemens

Comment: consistent usage of MSK_ID or MSK ID etc.
Proposed resolution: check needed
	OPEN

	46. 
	2006.05.23
	Y
	12
	Source: Siemens

Comment: several changes to be discussed, in particular in 11.4 but also some editorial things above

- with the RI server (see Section ‎13.2.1? for the Smartcard profile).
- The HTTPS session MUST? be based on mutual authentication
- If the BCAST_Client_ID does not match the ID indicated by the client certificate, or if the ID reflects a device that has been revoked, or if the identification failed, or if the HTTPS session failed, then the RI server MUST? close the connection without providing the requested TBK and while returning a “Forbidden” error instead.

- figure 17 – arrow missing?
Proposed resolution: provide CR with proposal; consistency with MBMS needs to be checked
	OPEN

	47. 
	2006.05.23
	Y
	13
	Source: Siemens
Comment: consistent usage BCAST Client ID or BCAST_Client_ID

Proposed resolution: to be checked
	OPEN

	48. 
	24-05- 2006
	Y
	17.3
	Source: Siemens

From: OMA-BCAST-2006-0xxx
Comment:
The BDS targeted by BCAST is IPDC over DVB-H, not DVB-H. 

Proposed resolution:

Replace “DVB-H” by “IPDC over DVB-H” in the section heading of 17.3


	OPEN


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The raised comments should be resolved.
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