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1 Reason for Change

Agreed CR OMA-BCAST-0422R04-CR-SG_Blackout_Service_Reception_Areas makes the case that blackout requirement is reflected in the BCAST RD, in the form of HLFR-02, HLFR-03, SD-10, SD-17 and FILE-07.  Indeed, the SG Technical Specification under review (OMA-TS-BCAST_ServiceGuide-V1_0_0-20060324-D) contains a “Polarity” attribute to indicate whether the associated target area is intended for reception or blackout of the service or content item.  There is no current support for blackout as is mandated by the BCAST RD in the Service and Content Protection Technical Specification under review.  This support needs to be added to the Service and Content Protection Technical Specification.

Also see Motorola contribution OMA-BCAST-2006-0537-Additional-Motorola-comment-on-SPCP.
2 Impact on Backward Compatibility

The corresponding technical CR should use existing protocol extensions such that the changes are fully backwards compatible.

3 Impact on Other Specifications

N/A.  
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask BCAST Group to agree the CR to be added to the latest Service and Content Protection Specification.

6 Detailed Change Proposal
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5.5.1  Descriptors for access_criteria_descriptor_loop

	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	8xlength
	bit string


The access criteria descriptor loop is an extension mechanism to allow the addition of new access criteria in the future versions of this specification. The device SHALL ignore access criteria descriptors that it doesn’t support.

A single access criteria descriptor can carry one or more access criteria.

The following access criteria descriptors have been defined:

parental_rating – is the parental rating of the programme.  The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 1: parental_rating Access Criteria Descriptor

	parental_rating descriptor
	Length
	Type

	rating_type
	7
	uimsbf

	country_code_flag
	1
	uimsbf

	rating_value
	8
	uimsbf

	if (country_code_flag == KSM_FLAG_TRUE) {
	
	

	
number_of_country_codes
	8
	uimsbf

	
for (i = 0; i < number_of_country_codes; i++) {
	
	

	

country_code
	16
	uimsbf

	
}
	
	

	}
	
	


The optional list of country_code specifies that the rating is for a specific list of one or more countries, which is analogous to the MPEG-7 definition of the ParentalGuidanceType.  Each country code is a 2-character value that must be compliant with ISO-3166.

The rating_type with values 0 through 8 specifies one of the content rating systems that are defined by MPEG-7 and rating value is an integer with the meaning that is dependent on the rating_type.  The rating values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  Rating type 9 is for the parental rating for the German system.

	rating_type
	Name
	Description
	rating_value

	0
	N/A
	ETSI EN 300 468 for the parental_rating_descriptor in DVB systems
	Minimum allowable age.

	1
	JapaneseAdmCommMotionPictureCodeEthicsParentalRatingCS
	Japanese Motion Picture Parental Rating
	1=PG12
2=R-15
3=R-18
4=None

	2
	ICRAParentalRatingCS
	Internet Content Rating Association Parental Rating
	1=Level4
2=Level3
3=Level2

	3
	MPAAParentalRatingCS
	MPAA Parental Rating
	1=G
2=PG
3=PG-13
4=R
5=NC-17
6=NR

	4
	ICRAParentalRatingNudityCS
	Internet Content Rating Association Parental Rating for Nudity
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	5
	RIAAParentalRatingCS
	RIAA Parental Rating
	1=Parental advisory
2=None

	6
	ICRAParentalRatingSexCS
	Internet Content Rating Association Parental Rating for Sex
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	7
	MPAAParentalRatingTVCS
	MPAA Parental Rating for TV
	1=TVY
2=TVY7
3=TVG
4=TVPG
5=TV14
6=TVMA
7=None

	8
	ICRAParentalRatingViolence
	
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	9
	GermanyFSK
	German Freiwillige Selbstkontrolle der Filmwirtschaft Rating System
	1=0 (Freigegeben ohne Altersbeschränkung)
2=6 (Freigegeben ab 6 Jahren)
3=12 (Freigegeben ab 12 Jahren)
4=16 (Freigegeben ab 16 Jahren)
5=18 (Keine Jugendfreigabe)


location_based_restriction – location-based restrictions on the rendering of content based on [3GPP GAD].  The descriptor tag for this descriptor is 2.  The value for this descriptor is encoded as follows:

Table 5: location_based_restriction Access Criteria Descriptor

	location_based_restriction descriptor
	Length
	Type

	interpretation
	1
	uimsbf

	override
	1
	uimsbf

	reserved_for_future_use
	6
	bslbf

	type_of_shape
	4
	uimsbf

	if (type_of_shape == ‘0001’) {
	
	

	    reserved_for_future_use
	4
	bslbf

	    latitude1
	24
	bslbf

	    longitude1
	24
	bslbf

	    reserved_for_future_use
	1
	bslbf

	    uncertainty_code
	7
	uimsbf

	}
	
	

	if (type_of_shape == ‘0101’) {
	
	

	    number_of_points
	4
	bslbf

	    for (i=0; i < number_of_points; i++) {
	
	

	        latitude2
	24
	bslbf

	        longitude2
	24
	bslbf

	    }
	
	

	}
	
	


interpretation ( flag specifying how the restriction is interpreted.  If set to 0 (“normal”), a terminal residing within the defined area may not render the associated media streams.  If set to 1 (“spotbeam”), a terminal located outside of the defined area may not render the associated media streams.

override ( flag specifying whether the location-based restriction may be ignored by a properly authorized terminal.  If set to 0, the restriction must be obeyed.  If set to 1, the restriction may be ignored if the terminal is able to obtain the necessary entitlements (e.g., PPV Rights Object for the corresponding Program Key).

The override option allows the service provider to signal to the terminal that it may render restricted content regardless of its physical location, as long as the terminal has been pre-authorized to do so.  This could also be used to notify unauthorized terminals of the ability to purchase rights to circumvent the restriction.

type_of_shape ( 4-bit value specifying the type of shape conveyed by the descriptor (per 03GPP GAD]).  Two shapes are possible, an “ellipsoid point with uncertainty circle” (‘0000’) and a “polygon” (‘0101’).

latitude1 ( 24-bit value representing the coordinate latitude of a point on an ellipsoid.
longitude1 ( 24-bit value representing the coordinate longitude of a point on an ellipsoid.

uncertainty_code ( 7-bit value (K) representing the radius about an ellipsoid point. 

number_of_points ( 4-bit value representing the number of points of a polygon which circumscribes the defined geographical area.  number_of_points must be greater than or equal to three.
latitude2 – 24-bit value representing the coordinate latitude of a point on a polygon.

longitude2 – 24-bi value representing the coordinate longitude of a point on a polygon.
10.2  Protection Signalling in SDP

10.2.1  Description

SDP information is used to specify streaming sessions according to [RFC2327].

Additional information is required to identify parameters relative to key management: STKM streams, KMS versions, etc. These are defined below and SHALL be used to describe encrypted media streams and key streams (STKM and LTKM).  Note that, in the case of MBMS, such information can be signalled in the MBMS security description as per [3GPP TS 26.346].

The table below defines the <field values> to be used for signal protection information.  These parameters shall be used for the signalling of media, short-term key message (STKM) and long-term key message (LTKM) streams. Their usage for the different streams will be explained in the following sections. A media stream may be protected one or more STKM streams. Some other optional and stream specific parameters are introduced in the relevant sections.

Table 2: Protection Signalling in SDP

	Field name
	Type
	Purpose

	Kmstype
	String
	Identifies the Key Management system (KMS) used

(see Table 3 for supported KMSs)

	bcastversion
	Decimal x.y
	Identifies the BCAST version x.y

	serviceprovider
	String
	Identifies the service provider i.e. the name of the provider using the key stream

(see Table 6 for examples)

	
	
	

	streamid
	Decimal (integer)
	Unique non-zero integer identifying a particular stream. Numbers are limited to a particular SDP session i.e. no global numbering is required.

Used to indicate which media stream is protected by which STKM stream.

	blackout-retune
	Decimal (integer)
	This attribute applies to the whole SDP session and is not repeated for each individual media stream.

The parameter is an SDP session ID for an alternate service.  Receivers that are in a blacked out geographical region are automatically retuned to this alternate service.

	Codec
	String
	Identifies the codec


The tables below shows the corresponding <field values> for the <field names>:

Table 3: kmstype values

	Value (String)
	Semantics

	oma-bcast-drm-pki
	OMA DRM PKI KMS using ROAP and Broadcast Extensions. These are  defined in [DRMDRM-v2.0] and [XBS DRM extensions-v1.0]

	oma-bcast-gba-mbms
	OMA SKI KMS using GBA 3GPP MBMS adaptations. These are defined in [BDS Adaptation MBMS-v1.0]

	oma-bcast-gba-bcmcs
	OMA SKI KMS using GBA 3GPP2 BCMCS adaptations. These are defined in [BDS Adaptation BCMCS-v1.0]

	oma-bcast-prov-bcmcs
	OMA SKI KMS using provisioned 3GPP2 BCMCS adaptations. These are defined in [BDS Adaptation BCMCS-v1.0] 


Table 4: bcastversion values

	Value (Decimal x.y)
	Semantics

	1.0
	Current version in this specification is 1.0


Table 6: serviceprovider values

	Value (String)
	Semantics

	<provider name>
	<provider name> is the name of the provider selling access to the SDP stream using the specified key stream, e.g. Pay4TV, DiscountBcast, MajorMediaGroup.


Table 6: streamid values

	Value (Decimal)
	Semantics

	1, 2, 3, etc.
	Each stream declared in the SDP will be uniquely numbered. Only non-zero positive integers are acceptable. While it is recommended that streams are numbered in increasing order, this is NOT mandatory. Duplicate streamids SHALL be ignored, i.e. only the first one SHALL be used.


Table 7: codec values

	codec Value
	Semantics

	<codec mime-type>
	<codec mime-type> without <> indicates the codec.


Table 20: blackout-retune values
	Value (Decimal)
	Semantics

	1, 2, 3, etc.
	This parameter is a copy of the SDP session identifier exactly as it appears as a parameter on the o= line describing the alternative service to which receivers tune in during a blackout.  For example, if the o= describing the alternative service is as follows:

o=BCAST 2890844526 2890842807 IN IP4 126.16.64.4
Then the service that may be blacked out at different times would have an attribute:

a=blackout-retune:2890844526



Encryption signalling for streams

While the above parameters give details on what streams are encrypted using the encryptedstreamid parameter for declared keystreams, the actual data streams (audio, video, etc.) streams SHALL also be indicated as being encrypted by using the following notation:

enc-generic

The actual codec is indicated using:

a=codec:<codec mime-type>

where <codec mime-type> identifies the type of stream e.g. h.264,mpeg-4, etc.
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