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1 Reason for Change

This CR adds clarifications, editorials corrections to the OMA-BCAST-2006-563 CR (tentatively approved during the OMA DRMBCAST conf call). In addition, 2 new PPV security policies and modify the message structure to permit to update in any case the purse.

2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST-SvcCntProtection-V1_0-20060412-D and the OMA-BCAST-2006-562R03.

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal

6.3 Layer 2: Long Term Key Message - LTKM

Once registration to a given MBMS User Service has been completed or once the service key lifetime has expired and the key is no longer valid, the required MBMS Service Key can be requested as described in Section 6.3.2.2 SEK/PEK request procedures of [TS 33.246]. This occurs when:

· The UE has just registered to an MBMS User Service, and needs to initiate the delivery of the SEK/PEK.

· The UE has missed a key update procedure e.g. due to being out of coverage and request the SEK/PEK.

· Or due to a BM-SC solicited pull procedure.

The SEK/PEK Request message SHALL be formatted in accordance to section 11.6.1 of [3GPP TS 26.346]

The authentication of the messages is ensured via HTTP DIGEST (cf. RFC 2617).

The figure below shows the MIKEY message format used to deliver LTKMs in BCAST. It corresponds to the MIKEY message as defined by [3GPP TS 33.246] together with a BCAST extension payload.

	Common HDR

	EXT MBMS

	EXT BCAST

	TS

	MIKEY RAND

	IDi

	IDr

	{SP}

	KEMAC


Figure 1 – The Logical Structure of the MIKEY Message used to deliver SEKs / PEKs. The use of brackets is according to, cf. section 1.3 of RFC 3830 (MIKEY)

For the (U)SIM Smartcard Profile using MBMS key management, the following BCAST parameters SHALL be inserted in the MBMS MIKEY extension message:

Table 1: BCAST fields in BCAST MIKEY message for LTKM

	BCAST Field
	MIKEY field
	MIKEY field location

	SEK / PEK ID
	MSK ID
	MBMS EXT

	SEK / PEK
	MSK
	KEMAC


All fields in the BCAST MIKEY message SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for BCAST parameters.

The MBMS extension payload is defined in [3GPP TS 33.246] and reproduced below for convenience:

	Key Domain ID

	Key Type ID sub-payload (MSKID)


Figure 2 – MBMS Extension Payload used with MIKEY MSK Message
Editor: please insert this new paragraph in section 6.3

6.3.x.x SEK/PEK BCAST Verification message structure

If the V-bit in the MIKEY common header is equal to 1 in a LTKM message, the (U)SIM shall send a verification message as a response. If an OMA General Extension payload is present, the verification message shall consist of the following fields: HDR || OMA BCAST EXT || TS || IDr || V otherwise the [3GPP TS 33.246] specification applies. 
If the security_policy_ext_flag, the V-bit in the MIKEY common header and the purse_flag are equal to 1, the OMA BCAST EXT Payload shall be inserted with the remaining token purse value after processing the purse update in the token_value field of the OMA BCAST EXT Payload in the verification message as a response.
In this mode, if the cost_value field included in the OMA BCAST EXT is set to zero, then the cost in the internal token purse associated with the SEK/PEK shall not be reset and the OMA BCAST EXT Payload shall be inserted with the current cost of the internal token purse of the associated SEK/PEK/MUK in the cost_value field in the OMA BCAST EXT Payload in the verification message as a response.
Reporting token consumption: 

Sending a LTKM message to the (U)SIM with the security_policy_ext_flag, the purse_flag,  the purse_mode and the flag V-bit set to 1, the token_value and the cost_value set to zero and no KEMAC permits to retrieve without change the remaining tokens in the internal purse and the cost value of the associated SEK/PEK/MUK.
Note that the MAC included in the verification payload, shall be computed over both the initiator's and the responder's ID as well as the OMA BCAST extension payload and the timestamp in addition to be computed over the response message as defined in RFC 3830 [9]. The key used in the MAC computation is the MUK.

	Common HDR

	OMA BCAST EXT

	TS

	Idr

	V


Figure 3: The logical structure of the SEK/PEK BCAST Verification message


The terminal shall forward the SEK/PEK BCAST verification messages received from the (U)SIM to the BM-SC.

Editor: please insert this new paragraph in section 6.3

6.3.x.x OMA BCAST MIKEY  LTKM  processing:
MIKEY anti-replay processing or validity data check SHALL NOT be performed by the OMA Bcast terminal.
When the OMA BCAST LTKM message arrives at the terminal, it is transported to the (U)SIM for processing. If the message does not include an OMA BCAST EXT payload, the (U)SIM performs the MBMS security procedure (MSK Update Mode) as described in [3GPP TS 31.102] specification otherwise, the following procedure applies:
First, the (U)SIM performs the message validation with the MUK ID as described in [3GPP TS 31.102]. 
After a successful message validation, the (U)SIM checks the OMA BCAST EXT payload:

If the security_policy_ext is set to 0x00 or 0x01, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext. and the “cost_value” (cost in token of decrypting a TEK), if purse data presents (purse_flag set to 1), it then updates the internal token purse associated with the SEK/PEK key group ID with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext is set to 0x02 or 0x03, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext and the “cost_value” (cost in token of decrypting a TEK), if purse data presents (purse_flag set to 1), it then updates the internal user purse associated with the MUK with the “token_value” according to the received “purse_mode” value.
If the security_policy_ext is set to 0x06, the (U)SIM shall decrease by (“cost_value”) x (“number_replay”) the internal token purse associated with the SEK/PEK key group ID. If the internal token purse cannot be decreased by (“cost_value”) x (“number_replay”), the (U)SIM returns the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS,…),otherwise, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext. and set up a SEK/PEK internal replay counter to (“number_replay”). If purse data presents (purse_flag set to 1), it then updates the internal purse associated with the SEK/PEK with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext is set to 0x07, the (U)SIM shall decrease by (“cost_value”) x (“number_replay”) the internal user token purse associated with the MUK. If the internal user token purse cannot be decreased by (“cost_value”) x (“number_replay”), the (U)SIM shall report the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS,…), otherwise, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext. and set up a SEK/PEK internal replay counter to (“number_replay”). If purse data presents (purse_flag set to 1), it then updates the internal user purse associated with the MUK with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext is set to 0x08, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext., the “number_replay” and the “cost_value”. If purse data presents (purse_flag set to 1), it then updates the internal purse associated with the SEK/PEK with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext is set to 0x09, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext., the “number_replay” and the “cost_value”. If purse data presents (purse_flag set to 1), it then updates the internal user purse associated with the MUK with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext value indicates support for replay protection (security_policy_ext equals to 0x00  or 0x02 or 0x04), the (U)SIM shall set up the internal anti-replay counter used to detect STKM replay to “TS low”
NOTE:  the Key Validity Data subfield in the KEMAC payload in the OMA BCAST MIKEY message defines the Key Validity interval for SEK/PEK in terms of TIMESTAMP interval:

From (32-bits): 
Lower limit of Timestamp (“TS low”) 

To (32bits):
Upper limit of Timestamp (“TS high”) 

In this mode, to avoid security failures during the validity data and anti replay verifications, the Timestamp field (TS) in STKM message associated with a key group shall not be reset during the key group life. (e.g. with a TEK update period equals to 10seconds, the key group life is 136 years)


NOTE:
The policy of replacing Key Domain records when no more empty records are available in EFMSK is (U)SIM specific. (e.g. delete Groups from visited Key Domains first). When SEK/PEK is set up with an OMA BCAST policy extension it will be possible to store a variable number (e.g. typically 2) of SEK/PEK per Key Domain ID/Key Group ID pair in the EFMSK. 
Finally, if the V-bit in the HDR field of the received OMA BCAST LTKM message is set then the (U)SIM shall produce a OMA BCAST LTKM Verification Message. In this case the command response is the OMA BCAST LTKM verification message.
Editor: please renumbering of this paragraph in section 6.3

6.3.x.x OMA BCAST MIKEY Extension for LTKM

The following MIKEY extension can be used when MIKEY is used for the delivery of encrypted SEKs or PEKs in an LTKM. The principle is the same as for the STKM extension described in section Editor: please insert link to section 6.4.1.1.

OMA BCAST MIKEY Extension Header for LTKM:

This extension header uses the Generic Extension Header feature defined in Section 6.15 of the current IETF [RFC3830] specification.  The following fields of the Generic Extension Header as defined in MIKEY shall contain the following:

Next Payload (8 bits): This field MUST be populated as defined in MIKEY. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA General Extension Payload” and is assigned the value of TBD. 

[Editor’s Note:depends on progress of IETF draft]
Length (16-bits): This field MUST be populated as defined in MIKEY. No change is required.

Data (Variable Length): This field will contain the fields that are defined in the LTKM messages. The field is named as Long Term Key Management Data, i.e. LTKM Data

Long Key Management Data:

The LTKM message format below MAY be used for the (U)SIM Smartcard Profile using MBMS key management to indicate the number of times the SEK/PEK can be used. As this extends MBMS key management this is OPTIONAL for the smartcard to implement.

	Long_Term_Key_Message_Extension

_Description
	Length
	Type

	Long_term_key_message_extension() {
	
	

	

	
	

	

protocol_version
	4
	uimsbf

	

security_policy_ext_flag
	1
	bslbf

	


	
	

	

reserved_for_future_use
	3
	uimsbf

	if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	4
	uimsbf

	

purse_flag
	1
	bslbf

	

reserved_for_future_use
	3
	uimsbf

	


	
	

	

cost_value
	16
	uimsbf

	         if (security_policy_extension == 0x06 || 0x07)  {
	
	

	

        number_replay
	8
	uimsbf

	

        }
	
	

	         if (purse_flag == LTK_FLAG_TRUE) {
	
	

	
     
        purse_mode
	1
	bslbf

	

        token_value
	31
	uimsbf

	     

       }
	
	

	

}
	
	

	}
	
	


Coding and Semantics of Attributes:

protocol_version – indicates the protocol version of this key stream message.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. The value of the protocol_version of this message is set to 0x1 (i.e. the original format). 

Note: If set to 0x1 the format specified in this version of the specification is used. If set to anything else than 0x1, then the format is beyond the scope of this version of the specification.

security_policy_ext_flag (1bit): This field indicates whether or not a security extension payload is transported in this LTKM. 0 indicates no security extension payload is present and the MBMS security policy applies, 1 indicates a security extension payload is present and the security policy associated with the security_policy_extension applies. 



If the security_policy_ext is used to set up a Long Term Key Material, the counter in TS field in STKM messages is used to detect replay attacks and validity data check while the TEK ID field of the EXT payload is used to detect the resending of the same TEK keys otherwise, the 3GPP MBMS [3GPP TS 33.246] applies.






1. 

2. 

3. 
 
reserved_for_future_use – reserved for future use. These bits SHALL be ignored.
security_policy_extension (4 bits): This field indicates the security policy extension.

	Value
	Description

	0x00
	SEK/PEK Pay Per Time with  replay protection
In this Pay per time mode, the (U)SIM uses purse associated with the SEK/PEK and the replay protection verification is enabled.







	0x01
	SEK/PEK Pay Per Time without replay protection
In this Pay per time mode, the (U)SIM uses purse associated with the SEK/PEK and the replay protection verification is disabled. The (U)SIM does not perform  anti-replay verification.  

	0x02
	User Pay Per Time with replay protection 

In this Pay per time mode, the (U)SIM uses purse associated with the user (MUK) and the replay protection verification is enabled.







	0x03
	User Pay Per Time without replay protection
In this Pay per time mode, the (U)SIM uses purse associated with the user (MUK) and the replay protection verification is disabled and the (U)SIM does not perform  anti-replay verification.

	0x04
	Pay Per View with replay protection
This mode is similar to the MBMS mode of operation but with the OMA BAST anti-replay protection and validity data format. No internal token purse and the fields “token_value” and “cost_value” in the OMA BCAST Extension payload of LTKM message shall not be processed. In this mode, the replay protection verification is enabled.  

	0x05
	Pay Per View without replay protection 

This mode is similar to the MBMS mode of operation but with the OMA BAST validity data format and the replay verification is disabled. In this mode, the (U)SIM does not perform  anti-replay verification and the subscriber can pay and watch several time the same content.No internal token purse and the fields “token_value” and “cost_value” in the OMA BCAST Extension payload of LTKM message shall not be processed.  

	0x06
	SEK/PEK Pay Per View with replay content allowed

In this Pay per view mode, the (U)SIM decreases the purse associated with the SEK/PEK at the reception of the right (LTKM). 






	0x07
	User Pay Per View with replay content allowed 

In this Pay per view mode, the (U)SIM decreases the purse associated with the user (MUK) at the reception of the right (LTKM reception).




 

	0x08
	SEK/PEK Pay Per View with replay content allowed

In this Pay per view mode, the (U)SIM decreases by the cost of one replay the purse associated with the SEK/PEK when the freshness failure is detected.

	0x09
	User Pay Per View with replay content allowed

In this Pay per view mode, the (U)SIM decreases by the cost of one replay the purse associated with the MUK when the freshness failure is detected.

	0x0A …0x0D
	Reserved for future standardization.

	0x0E …0x0F
	Reserved for proprietary implementation


Cost_value (16bits): 

If the security_policy_ext is set to 0x00 or 0x01 or 0x02 or 0x03, this field indicates the number of tokens per TEK decrypted by the (U)SIM. If the security_policy_ext is set to 0x06 or 0x07,this field indicates the number of tokens per replay otherwise this value is not used.
Number-replay (8bit): If the security_policy_ext is set to 0x06 or 0x07, this field indicates the number of maximum replay allowed in Pay per view mode otherwise this value is not used.
purse_flag (1bit): This field indicates whether or not a purse extension is transported in this LTKM. 0 indicates no purse data is present, 1 indicates purse data is present and the (U)SIM shall performs the update of the purse. 

purse__mode (1bit): this field indicates the purse update mode.

	Value
	Description

	0x00
	Set mode

In this mode, the internal token purse shall be set to (“token_value”).

	0x01
	Purse mode

In this mode, the (“token_value”) is added to the internal token purse.


token_value (31 bits): This field indicates the number of tokens.

Constant Values

LTK_FLAG_FALSE
0

LTK_FLAG_TRUE
1
Editor: please insert this new paragraph in section 6.4

6.4.x.x OMA BCAST  STKM  processing:
When the OMA BCAST STKM message arrives at the terminal, the terminal shall not perform MIKEY anti-replay processing or validity data check. The terminal performs the resending check according to 3GPP MBMS [3GPP TS 33.246] by comparing the TEKid field in the Extension payload received in the STKM with the current TEKs id buffered in the terminal. If the TEK ID extracted from the Extension payload is less than or equal to the current TEK ID, the message shall not be sent to the (U)SIM otherwise, the following procedure applies:

The (U)SIM receives the OMA BCAST MIKEY STKM message containing a TEK and a Salt key (if Salt key is available). First, the (U)SIM retrieves the SEK/PEK with the Key Domain ID and the SEK/PEK ID given by the Extension payload of the OMA BCAST MIKEY message and performs the message validation as described in[3GPP TS 31.102] specification. After a successful message validation, the (U)SIM checks the security_policy_ext stored of the SEK/PEK used to authenticate the STKM. 

No security_policy_ext stored of the SEK/PEK used to authenticate the STKM indicates a pure MBMS key (Key set up with a LTKM received without OMA BCAST EXT payload), the [3GPP TS 31.102] specification applies otherwise the following procedure applies:
First, the (U)SIM performs a validity data check by comparing the received Timestamp field (TS) in the OMA BCAST STKM message with the stored key validity data (in the form of Timestamp interval “TS low” and “TS high”) stored with the SEK/PEK. If the received Timestamp field is lower than the stored Timestamp sub-field “TS low” or is greater than the stored Timestamp sub-field “TS high”, then the (U)SIM returns the status word '6985' (Conditions of use not satisfied).
If the security_policy_ext value indicates support for replay protection (e.g. security_policy_ext equals to 0x00  or 0x02 or 0x04), the (U)SIM shall compare the received Timestamp field with the internal stored anti replay value associated with the corresponding SEK/PEK. Note that there is one internal anti-replay counter per SEK/PEK that support replay protection for STKM delivery. If the received Timestamp field is equal or lower than the internal stored anti replay value, then the (U)SIM returns the status word '9865' (Key freshness failure).
Note: Less than or equal is to be taken in the meaning of RFC1982. If the less than or equal relation is undefined in the sense of RFC1982, the message should be considered as being replayed and shall be discarded.

If the type indicates a SEK/PEK set up with a security_policy_ext equals to 0x00 or 0x01 or 0x02 or 0x03, then the internal token purse associated with the SEK/PEK key group shall be decreased by the stored cost value received in the OMA BCAST LTKM message. Then, the (U)SIM returns the decrypted TEK and Salt key (if Salt key is available).

If the type indicates a SEK/PEK set up with a security_policy_ext equals to 0x04 or 0x05 then, the (U)SIM returns the decrypted TEK and Salt key (if Salt key is available).

If the type indicates a SEK/PEK set up with a security_policy_ext equals to 0x06 or 0x07 and the internal replay counter is not equal to zero and an anti-replay verification failure is detected by the (U)SIM, the internal replay counter shall be decreased by one and the internal stored anti-replay counter associated with the given SEK/PEK key group ID used during the Timestamp Payload check is set to the lower limit of the SEK/PEK key validity data payload. Then, the (U)SIM returns the decrypted TEK and Salt key (if Salt key is available). The (U)SIM should delete the SEK/PEK associated with the internal replay counter when the internal replay counter equals to zero and a freshness failure is detected.
If the security_policy_ext is set to 0x08 and the internal replay counter is not equal to zero and an anti-replay verification failure is detected by the (U)SIM, it shall decrease by the internal stored cost value, the internal token purse associated with the SEK/PEK. The internal replay counter shall be decreased by one and the internal stored anti-replay counter associated with the given SEK/PEK key group ID used during the Timestamp Payload check is set to the lower limit of the SEK/PEK key validity data payload. Then, the (U)SIM returns the decrypted TEK and Salt key (if Salt key is available). The (U)SIM should delete the SEK/PEK associated with the internal replay counter when the internal replay counter equals to zero and a freshness failure is detected. 

If the security_policy_ext is set to 0x09 and the internal replay counter is not equal to zero and an anti-replay verification failure is detected by the (U)SIM, it shall decrease by the internal stored cost value, the internal user token purse associated with the MUK. the internal replay counter shall be decreased by one and the internal stored anti-replay counter associated with the given SEK/PEK key group ID used during the Timestamp Payload check is set to the lower limit of the SEK/PEK key validity data payload. Then, the (U)SIM returns the decrypted TEK and Salt key (if Salt key is available). The (U)SIM should delete the SEK/PEK associated with the internal replay counter when the internal replay counter equals to zero and a freshness failure is detected. 

If the (U)SIM detects that the internal token purse or the internal replay counter is invalid or equals zero or cannot be decreased by the SEK/PEK cost in token or other OMA BCAST specific errors, then (U)SIM abandons the function. The status word '91xx'  is returned to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS,…). The terminal fetch the pending proactive command, performs it and sends to the (U)SIM the response of the proactive command execution.

If the V-bit in the OMA BCAST STKM message is equal to 1, the (U)SIM shall not send a verification message as a response. 

6.4.1.1 OMA BCAST MIKEY Extensions for STKM

MIKEY defined by IETF [RFC3830] is used by 3GPP MBMS specifications to deliver Traffic Encryption Keys to the terminals. In cases where the BCAST terminal is compliant to 3GPP MBMS security specifications [3GPP TS 33.246] then the terminal MUST also support the additional OMA extensions defined in this section. 

In cases where MIKEY is used to deliver the encrypted Traffic Encryption Keys (TEKs) to the terminal, a MIKEY extension is required to encapsulate some of the OMA BCAST specific information to the BCAST terminal. The encoding of this information MUST be same as defined in the STKM messages (Please see section Error! Reference source not found.).  This will ensure that both MIKEY and STKM encapsulation of TEKs can provide similar OMA BCAST functionality without the need to use a single STKM encapsulation mechanism.

In addition support for MIKEY encapsulation allows the use of existing 3GPP smartcard implementations without the need for any changes. MIKEY extensions defined in this section MUST only be parsed by the BCAST Terminal. MIKEY implementations in existing 3GPP MBMS smartcards will ignore the OMA Extensions as these extensions are not currently supported by 3GPP MBMS [3GPP TS 33.246]. No processing is required by the smartcards regarding the OMA extensions of MIKEY.

Please note that in case of 3GPP MBMS all TEK/SEK processing is done in the smartcard. Therefore encrypted TEKs are encapsulated in the main body of the MIKEY and not in the OMA BCAST extensions. The relevant mappings of MBMS key names and OMA BCAST key names are given later in this section. 
5.2.1.1 Rights Management using the Smartcard Profile

If the OMA General Extension payload is not present, the SEK/PEK in Smartcard Profile is based on an implicit "play once" right, no rights exist for content as per DRM. However, in case of MBMS, the server-side implementation can allow e.g. unlimited access to keys for a given time period or for a given number of times. In all cases, USIM-based Terminals are forced to request a new SEK/PEK for every access to content. In case of OMA General Extension payload is present in the LTKM, the rights management follows the rules of the security_policy_ext value. (e.g. SEK/PEK Pay per Time, User Pay per View,..)

If broadcast streams are protected and need content protection rights, this is signaled via ProtectionType in the ESG and via the protection_after_reception values in the STKM message. For the Smartcard profile, this means there SHALL be mutual terminal-server authentication and there SHALL be a secure authenticated channel as described above and there SHALL be the standard smartcard-server authentication (SectionError! Reference source not found.), before the delivery of key material.

Hence the following steps SHOULD be followed when requesting key material for content protected streams:

1. Identify the Rights Issuer URI and Key ID

2. Initiate mutual terminal-server authentication (see Section Error! Reference source not found.)

3. Initiate mutual smartcard-server authentication (see Section Error! Reference source not found.)

4. Establish / enable the secure authenticated channel between the smartcard and terminal (see Section Error! Reference source not found.)

5. Request the appropriate SEK or PEK (see Section Error! Reference source not found.)

6.7 Recording

6.7.1.1 Content Protection of recorded material using the USIM

The smartcard profile mechanisms for service protection using the (U)SIM can be used as described briefly for content protection. Unless indicated otherwise standard MBMS mechanisms are used.

1. Read the first MIKEY message from the key track and send it to the (U)SIM if using GBA_U via the Secure Authenticated Channel between the terminal and smartcard as defined in [ETSI SCP reference and 3GPP TS 33.110] or move to step 6
2. If the TEK is returned then decrypt the encrypted content

3. Repeat 1 to 2 until the end of the file or until the TEK is not returned (this is indicated by a failure message sent by the USIM)

4. If the TEK is not returned then go to 5.

5. Identify the MBMS Service Protection Description via the RightsIssuerURL in the OMADRMCommon HeadersBox. Obtain the appropriate information regarding the MBMS NAF Server for the service and the MBMS User Service ID and KeyDomainID.

6. Identify the SEK/PEK from the recorded MIKEY key track

7. Identify the Timestamp field (TS) from the current MIKEY message in the key track

8. Identify the Timestamp (TS) from the last MIKEY message in the key track

9. Mutually authenticate with the Rights Issuer (MBMS NAF Server) and establish an HTTPS tunnel as described in Section TBD
10. Request the SEK/PEK from the MBMS NAF Server, concatenating KeyDomainID, SEK/PEK ID, TS lower limit and TS upper limit. The concatenation of TS lower limit and TS upper limit is BCAST specific, i.e. will only work when contacting a BCAST Rights Issuer (see note below for further details)

11. Receive the LTKM with the requested SEK/PEK from the MBMS NAF Server

12. Read the first STKM from the key track and send it to the (U)SIM if using GBA_U.

13. Receive the TEK and decrypt the encrypted content 

14. Read the next MIKEY message from the key track and send it to the USIM if using GBA_U

15. Receive the TEK and decrypt the encrypted content

16. Repeat 14 to 15 until the end of the file

The following must be noted when using the above mechanism:

· The SEK/PEK request in step 10 above is specific to a BCAST client and can only be understood by a BCAST server. Hence the Service Provider must ensure the RightsIssuerURL allows the Server to know the request is from a BCAST client.

· The MBMS anti-replay protection mechanisms mean any "rewind" forces a new SEK/PEK request unless TEKs are buffered in the terminal. Hence buffering is recommended until end of play.

· The OMA General Extension and the new (U)SIM security policies permit  to authorize replay content according the security policy associated to the SEK/PEK.

· The Timestamp (TS) lower and upper limits allow a finer management of rights on the server side rather than basing charging on the full duration of the program defined by the TEK ID.

· The Rights Issuer (NAF Server) must keep a history of SEK/PEKs.

· The delivery of MIKEY message must only be done through a Secure Authenticated Channel to ensure TEKs are returned via a secure channel and not in the clear

The above mechanisms SHOULD be respected for terminals using content protection with the (U)SIM smartcard profile.
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