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6. Smartcard Profile using (U)SIM
6.1 Layer 0: Key Provisioning

TBD
6.2 Layer 1: Registration


6.2.1 Registration using (U)SIM
To be able to initiate an MBMS User Service Registration, the UE must share a secret key with the BM-SC / NAF of BCAST service. Following [TS 33.246] 2 cases would be possible:

· The UE has already run the GBA bootstrap procedure for another service. As a result, the UE has already derived the shared secret key with the NAF (assuming that the key lifetime is still valid). The BCAST service NAF has then to request the Ks_NAF to the BSF of the operator.

· The UE has not yet run the GBA bootstrap procedure or the key lifetime has expired and the key is no longer valid. In this case, the UE has to initiate a GBA procedure to be able to derive the shared secret key with the NAF. The BCAST service NAF has then to request the Ks_NAF to the BSF of the operator.

Once the relevant information has been obtained regarding the required service, an MBMS User Service Registration may be required, as explained in Section 6.3.2 of [TS 33.246].
The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The registration request message SHALL be formatted in accordance with section 11.4.1 of [TS 26.346] and SHALL therefore include the following information:

· Indication that the UE requests to register to the MBMS User Service;

· MBMS User Service ID.

The authentication of the messages is ensured via HTTP DIGEST (cf. RFC 2617). The BM-SC has to control whether the UE is allowed to receive the keys of the service specified in the request. If allowed the request is acknowledged using an HTTP 200 OK message.
In case of successful registration, the UE relevant MSKs can be delivered to the UE.


6.2.2 Registration using (R)-UIM
BCMCS uses pre-provisioning to establish a unique 128-bit Registration Key (RK) in the (R)-UIM and the Subscription Manager (a functional entity, SM) prior to providing service.  The SM performs accounting, authentication and authorization for BCMCS. The SM also calculates the TK, based on the RK, used to protect the BAK. The SM may be the subscriber’s home AAA (H-AAA) or an independent entity.
6.3 Layer 2: Long Term Key Message - LTKM

Once registration to a given MBMS User Service has been completed or once the SEK/PEK lifetime has expired and the key is no longer valid, the required SEK/PEK can be requested just as an MBMS Service Key (MSK) is requested as described in Section 6.3.2.2 MSK request procedures of [TS 33.246]. This occurs when:

· The UE has just registered to an MBMS User Service, and needs to initiate the MSK.

· Request of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.

· BM-SC solicited pull procedure.

The MSK Request message SHALL be formatted in accordance to section 11.6.1 of [3GPP TS 26.346]

The authentication of the messages is ensured via HTTP DIGEST (cf. RFC 2617).


The Figure below shows the MIKEY message format used to deliver LTKMs in BCAST. It corresponds to the MIKEY message as defined by [3GPP TS 33.246] together with a BCAST extension payload.

	Common HDR

	EXT MBMS

	EXT BCAST

	TS

	MIKEY RAND

	IDi

	IDr

	{SP}

	KEMAC


Figure 5 – The Logical Structure of the MIKEY Message used to deliver SEKs / PEKs. For use of brackets, cf. section 1.3 of RFC 3830 (MIKEY)

For the Smartcard Profile usin MBMS key management, the following BCAST parameters SHALL be inserted in the MBMS MIKEY extension message:

Table 7: BCAST fields in BCAST MIKEY message for LTKM

	BCAST Field
	MIKEY field
	MIKEY field location

	SEK / PEK ID
	MSK ID
	MBMS EXT

	SEK / PEK
	MSK
	KEMAC


All fields in the BCAST MIKEY message SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for BCAST parameters.
The MBMS extension payload is defined in [3GPP TS 33.246] and reproduced below for convenience:
	Key Domain ID

	Key Type ID sub-payload (MSKID)


Figure 6 – MBMS Extension Payload used with MIKEY MSK Message


6.4 Layer 3: Short Term Key Message - STKM

The Figure below shows the MIKEY message format used to deliver STKMs in BCAST. It corresponds to the MIKEY message as defined by [3GPP TS 33.246] together with a BCAST extension payload.

	Common HDR

	EXT MBMS

	EXT BCAST

	TS

	KEMAC


Figure 7 – The Logical Structure of the MIKEY Message used to deliver TEKs

For the Smartcard Profile using MBMS key management, the following BCAST parameters SHALL be inserted in the MBMS MIKEY extension message:

Table 8: BCAST fields in BCAST MIKEY message for STKM

	BCAST Field
	MIKEY field
	MIKEY field location

	TEK ID
	MSK ID & MTK ID
	MBMS EXT

	TEK
	MTK
	KEMAC

	STKM fields (see below)
	EXT BCAST
	BCAST EXT


All fields in the BCAST MIKEY message SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for BCAST parameters. STKM fields SHALL be put in the BCAST extension payload defined in Section ‎6.4.1.1 below.

The MBMS extension payload is defined in [3GPP TS 33.246] and reproduced below for convenience:
	Key Domain ID

	Key Type ID sub-payload (MSKID)

	Key Type ID sub-payload (MTK ID)


Figure 8 – MBMS Extension payload used with MIKEY MTK message

6.4.1.1 OMA BCAST MIKEY Extensions for STKM

MIKEY defined by IETF [RFC3830] is used by 3GPP MBMS specifications to deliver Traffic Encryption Keys to the terminals. OMA BCAST Smartcard Profile compliant terminals  MUST also support the additional OMA extensions defined in this section. 
In cases where MIKEY is used to deliver the encrypted Traffic Encryption Keys (TEKs) to the terminal, a MIKEY extension is required to encapsulate some of the OMA BCAST specific information to the BCAST terminal. The encoding of this information MUST be same as defined in the STKM messages (Please see section ‎5.5).  This will ensure that both MIKEY and STKM encapsulation of TEKs can provide similar OMA BCAST functionality without the need to use a single STKM encapsulation mechanism.
In addition support for MIKEY encapsulation allows the use of existing 3GPP smartcard implementations without the need for any changes. MIKEY extensions defined in this section MUST only be parsed by the BCAST Terminal. MIKEY implementations in existing 3GPP MBMS smartcards will ignore the OMA Extensions. as these extensions are not currently supported by 3GPP MBMS [3GPP TS 33.246]. No processing is required by the smartcards regarding the OMA extensions of MIKEY.

Please note that in case of 3GPP MBMS all TEK/SEK processing is done in the smartcard. Therefore encrypted TEKs are encapsulated in the main body of the MIKEY and not in the OMA BCAST extensions. The relevant mappings of MBMS key names and OMA BCAST key names are given later in this section. 

[Editor’s Note: The actual fields to be supported by the MIKEY extension is for further study. It can contain all the fields in the STKM apart from the encrypted keys or a sub-set of the fields can be included depending on the mandatory to support fields in the STKM.]
OMA BCAST MIKEY Extension Header:

This extension header uses the Generic Extension Header feature defined in Section 6.15 of the current MIKEY [RFC3830] specification.  The following fields of the Generic Extension Header as defined in MIKEY MUST contain the following:

Next Payload (8 bits): This field MUST be populated as defined in MIKEY. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named  “Broadcast Traffic Key Stream Information” and is assigned the value of 5. 

[Editor’s Note: The actual value can be different than 5 as there are currently several extension header proposals in IETF and by the time an IETF draft is submitted the number allocated here (5) may already be taken by other proposals]
Length (16-bits): This field MUST be populated as defined in MIKEY. No change is required.

Data (Variable Length): This field will contain the fields that are defined in the STKM messages. The field is named as Traffic Key Management Data, i.e. STKM Data

[Editor’s Note: If the CR
 is agreed example diagrams can be included in this section to describe how MIKEY extension field is populated with the STKM data]
Traffic Key Management Data:

The STKM message format below SHALL be used for the Smartcard Profile using MBMS key management. This corresponds to the STKM defined for the DRM profile but without the fields applicable to the DRM profile only. Furthermore, key material is moved to the main MIKEY message (KEMAC).

	Short_Term_Key_Message_Description
	Length
	Type

	short_term_key_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	Uimsbf

	

protection_after_reception
	2
	Uimsbf

	

reserved_for_future_use
	1
	Bslbf

	

access_criteria_flag
	1
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	
}
	
	

	
reserved_for_future_use
	4
	bslbf

	
traffic_key_lifetime
	4
	uimsbf

	
if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	8
	bslbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	}
	
	


Delivery of TEKs using MIKEY:
Terminal implementations that support the Smartcard Profile 3GPP MBMS specifications [3GPP TS 33.246] MUST also support all 3GPP defined [3GPP TS 33.246]  MIKEY extensions header without any change for OMA BCAST. All encrypted TEK encapsulations MUST be performed according to 3GPP MBMS MIKEY. For clarification the following logical key mapping exists between 3GPP MBMS and OMA BCAST defined keys. The implementations MUST consider this mapping when MIKEY encapsulation is done.
	Key Layer
	OMA BCAST
	3GPP MBMS

	Layer 2
	SEK/PEK
	MSK (MBMS Service Key)

	Layer 3
	TEK
	MTK (MBMS Traffic Key)


As it can be seen from the table above both the program encryption key (PEK) and service encryption keys (SEKs) map to the same MBMS key. The differentiation of these keys at the short term key delivery layer is done using the key lifetime and the renewal period. MBMS implementations can set the lifetime of an MSK to the life time of a particular pay-per-view event in order to achieve the same result as having a separate PEK. Please note that if both the PEK and the SEK is used for a channel then two separate MSKs are required with different lifetimes.

Each MIKEY encapsulated key stream MUST only be secured using a single key (MSK). In some cases multiple key streams can deliver the same traffic encryption keys encrypted by different MSKs. The terminal MUST use the Electronic Service Guide (ESG) to locate the relevant key stream for the encrypted traffic stream it needs to decrypt.
6.4.1.2 OMA BCAST STKMs and encryption protocols

STKM can be sent over UDP. It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address but on a separate IP port – refer to section ‎10.2 on how this is signaled)

Alternatively, the STKM can be delivered as a separate object inside the FLUTE session and having its own FDT entry. This allows STKM delivery to benefit from the reliability enhancing mechanisms offered by FLUTE.

Note: The MIME type of the STKM is TBD.
SRTP

3GPP MBMS is designed for SRTP encryption, hence the OMA BCAST MIKEY message defined above is compatible with SRTP. SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the BCAST STKM.

ISMACRYP

For content encryption, this SHALL also be signaled by traffic_protection_protocol value in the BCAST STKM. The Key Indicator sent in the OMADRMAUHeader SHALL correspond to the MTK ID sent in the MBMS extension payload. The TEK SHALL be transported as for SRTP, in the KEMAC field. Note: unlike SRTP, the key indicator SHALL NOT be MSK ID || MTK ID.
IPSec

TBD
6.5 Layer 4 for Streaming

6.5.1 Service protection of streams

TBD
6.5.2 Content protection of streams

Broadcast streams that are signaled as having content protection may be recorded as defined in this specification. However, for recorded material having content protection, appropriate rights need to be obtained via a Rights Issuer.

For terminals using the smartcard profile, the appropriate key material can be requested based on the Program or Service ID.

The Rights Issuer can provide content protection for the smartcard profile allowing an implicit play once right. Once the server issues the appropriate key to the terminal / smartcard, the BCAST client SHALL interpret the obtained keys relating to the recorded stream as being "play once" i.e. the keys used by the terminal SHALL be "transient"; they are to be destroyed once the content has been rendered once. How this is implemented is out of scope of this specification. The terminal is trusted to know that the key material is for recorded content and not for live streams.

As the key material provides access to recorded content stored in the terminal, preventing unauthorized access to these keys is extremely important. It is therefore recommended that they are stored in a secure storage area and protected appropriately during their limited lifetime. For an implementation using GBA_U, the smartcard can deliver TEKs to the terminal if the adapted PDCF is used to record a TEK key stream. For content protection, the terminal-smartcard interface SHOULD be secured.  This includes appropriate terminal authentication.

For USIM Smartcard Profile terminals,,the smartcard-terminal interface SHALL respect [ETSI SCP reference and 3GPP TS 33.110].  For (R-)UIM/CSIM Smartcard Profile terminals, the smartcard-terminal interface is expected to respect relevant 3GPP2 specifications to be developed. 
Editor's note: 3GPP currently has a work item (SA3 S3-050726) to provision the secure channel key (TS 33.110). The secure channel protocol is worked on at ETSI SCP.   SA3 Work item is S3-050625 and ETSI SCP requirement SCPr050466 will modify ETSI TS 102.412 "Smart Card Platform Requirements R7". ETSI SCP Work Item has a planned finalization for June 2006. The relevant specification(s) should be used for the above reference(s).
6.5.2.1 Rights Management using the Smartcard Profile

As the Smartcard Profile is based on an implicit "play once" right, no rights exist for content as per DRM. However, in case of MBMS, the server-side implementation can allow e.g. unlimited access to keys for a given time period or for a given number of times. In all cases, USIM-smartcard-based Terminals are forced to request a new MSK LTKM for every access to content.
If broadcast streams are protected and need content protection rights, this is signaled via ProtectionType in the SG and via the protection_after_reception values in the STKM message. For the Smartcard profile, this means there SHALL be mutual terminal-server authentication and there SHALL be a secure authenticated channel as described above and there SHALL be the standard smartcard-server authentication (Section‎ 13), before the delivery of key material.

Hence the following steps SHOULD be followed when requesting key material for content protected streams:

1. Identify the Rights Issuer URI and Key ID

2. Initiate mutual terminal-server authentication (see Section ‎6.2)

3. Initiate mutual smartcard-server authentication (see Section ‎13)

4. Establish / enable the secure authenticated channel between the smartcard and terminal (see Section ‎13)

5. Request the appropriate SEK or PEK (see Section ‎6.3)

6.6 Layer 4 for File Delivery

6.6.1 Service protection of download data using DCF

This section contains material from MBMS text in [3GPP TS 33.246].  . The mechanism described in this section was adopted from [3GPP TS 33.246] and adapted to BCAST needs.

Service protection of download data uses DCF as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data.  Usage of DCF is independent of the KMS type and DCF may be used with either GBA or DRM based solutions.

Data that belongs to a download Service is decrypted as soon as possible by the terminal, if the SEK or PEK needed to provide the relevant TEK are already available on the terminal or smartcard.

NOTE: If the OMA DRM V2.0 DCF [DRMCF-v2.0] specification is upgraded, these upgrades do not apply for the present document.

When it is required to protect BCAST download data, OMA DRM V2.0 DCF as defined in reference [DRMCF-v2.0] shall be used.  In particular, minor version 0x00000003 of OMA DRM V2.0 DCF specifies how DCF is used to protect BCAST download data.  BCAST download data are therefore indicated by minor version 0x00000003 in a DCF. OMA DRM Rights Objects are not utilized. Instead, encryption and authentication keys are generated from TEK. For integrity protection, an OMADRMSignature as specified below is attached inside the optional Mutable DRM information box ('mdri') of the DCF.

The OMADRMSignature Box is an extension to OMA DRM V2.0 DCF for use by OMA BAC BCAST, and is defined as follows:

aligned(8) class OMADRMSignature extends Fullbox(‘odfssign’, version, flags) {


Unsigned int(8)
SignatureMethod;
// Signature Method


Char



Signature[];


// Actual Signature

}

SignatureMethod Field:

NULL
0x00

HMAC-SHA1
0x01

The range of data for the HMAC calculation shall be according to section 5.3 of reference [DRMCF-v2.0].

The correct TEK for decrypting and verifying the integrity of the download data is indicated by the key_id in the ContentID field in the Common Headers Box as follows:

bcast-key://<key_id>

For the DRM profile key_id takes its value as follows:

· If SEK is used for protecting STKMs, key_id is defined as the base64 encoded concatenation (service_CID_extension || ";" || key_identifier). 

· If PEK is used in protectig STKMs and the PEK is not protected by an SEK, key_id is defined as the base64 encoded concatenation (program_CID_extension || ";" || key_identifier).

· If PEK is used in protecting STKMs and the PEK is protected by an SEK, key_id is defined as the base64 encoded concatenation (service_CID_extension || ";" || program_CID_extension || ";" || key_identifier).
For the smartcard profile key_id takes its values as follows:

· Key_id is defined as the base64 encoded concatenation (Key Domain ID || MSK ID || MTK ID). 

In case the FDT of the FLUTE protocol needs to be protected, the FDT may also be wrapped in a different DCF. Confidentiality or integrity protection of FDT can be provided this way.

The OMA BCAST DCF format for service protection shall support the following boxes specified in OMA DRM V2.0 DCF [DRMCF-v2.0]:

· Fixed DCF header;

· Mutable DRM information Box;

· OMA DRM Container Box.
Access to the file SHALL respect the protection_after_reception values defined in the STKM message.

In order to ensure key material can be acquired:

· When providing service to terminals with (U)SIM the RightsIssuerURL SHALL reference an MBMS Service Protection Description
· 
6.6.2 Content Protection of Download Data using DCF for Smartcard Profile

The DCF format defined in Section ‎6.6.1 above can also be used for content protection for the Smartcard Profile. This is identified by the protection_after_reception value in the STKM message.

Keys can be acquired by using the RightsIssuerURL as defined above and by using standard key acquisition mechanisms for the Smartcard Profile.
6.6.3 STKM Delivery for Download

STKM can be sent over UDP.  It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address but on a separate IP port – refer to section ‎10.2 on how this is signaled)

Alternatively, the STKM can be delivered as a separate object inside the FLUTE session and having its own FDT entry. This allows STKM delivery to benefit from the reliability enhancing mechanisms offered by FLUTE.

Note: The MIME type of the STKM is TBD.
6.7 Recording

6.7.1.1 Content Protection of recorded material using the Smartcard Profile
The smartcard profile mechanisms for service protection using the USIM can be used as described briefly for content protection. Unless indicated otherwise standard MBMS mechanisms are used.
6. Read the first MIKEY message from the key track and send it to the smartcard if using GBA_U via the Secure Authenticated Channel between the terminal and smartcard as defined in [ETSI SCP reference and 3GPP TS 33.110] or move to step ‎6
7. If the MTK is returned then decrypt the encrypted content

8. Repeat ‎1 to ‎2 until the end of the file or until the MTK is not returned (this is indicated by a failure message sent by the smartcard)

9. If the MTK is not returned then go to ‎5.

10. Identify the MBMS Service Protection Description via the RightsIssuerURL in the OMADRMCommon HeadersBox. Obtain the appropriate information regarding the NAF Server for the service and the User Service ID and KeyDomainID.

11. Identify the MSK from the recorded MIKEY key track

12. Identify the lower limit MTK ID from the current MIKEY message in the key track

13. Identify the upper limit MTK ID from the last MIKEY message in the key track

14. Mutually authenticate with the Rights Issuer (NAF Server) and establish an HTTPS tunnel as described in Section TBD
15. Request the MSK from the NAF Server, concatenating KeyDomainID, MSK ID, MTK ID lower limit and MTK ID upper limit. The concatenation of MTK ID lower limit and MTK ID upper limit is BCAST specific, i.e. will only work when contacting a BCAST Rights Issuer (see note below for further details)

16. Receive the requested MSK from the NAF Server

17. Read a MIKEY message from the key track and send it to the smartcard if using GBA_U

18. Receive the MTK and decrypt the encrypted content

19. Repeat ‎12 to ‎13 until the end of the file
The following must be noted when using the above mechanism:

· The MSK request in step 10 above is specific to a BCAST client and can only be understood by a BCAST server. Hence the Service Provider must ensure the RightsIssuerURL allows the Server to know the request is from a BCAST client.

· The MBMS anti-replay protection mechanisms mean any "rewind" forces a new MSK request unless MTKs are buffered in the terminal. Hence buffering is recommended until end of play.

· The MTK ID lower and upper limits allow a finer management of rights on the server side rather than basing charging on the full duration of the programme defined by the MTK ID.

· The MBMS mechanisms prevent re-use of an MSK (see anti-replay) as the smartcard uses a counter for the MTKs. Hence the smartcard incorporates an implicit "play once" mechanism.

· The Rights Issuer (NAF Server) must keep a history of MSKs.

· The delivery of MIKEY message must only be done through a Secure Authenticated Channel to ensure MTKs are returned via a secure channel and not in the clear

The above mechanisms SHOULD be respected for terminals using content protection with the smartcard profile for USIMs.
reference to chapter 8 Recording
6.8 SG Signalling (Description of Service Access for Smartcard Profile)

6.8.1 SG Signalling Using MBMS for Key Acquisition
The SG provided by OMA BCAST provides information regarding available services and allows a user to select desired services. For example, information regarding available services is delivered via the Service fragments, which contain the ServiceBaseCID. This parameter uniquely identifies a service. The Access fragments contain information on how to access a particular service. It contains information such as the bearer, the RightsIssuerURI and a reference to the relevant Session Description. This can point to an actual SDP file specified as a MBMS User Service Description (MBMS USD) in the 3GPP specification.

The Access fragment also clearly identifies the type of protection offered (service protection or content protection or both) and the supported key management systems, e.g. the DRM profile or the smartcard profile. In the case of the smartcard profile using GBA two possible entry points exist:

· via the MBMS USD (section ‎6.8.1) or 

· via the combination of RightsIssuerURI and Service Protection Description file (section ‎6.8.2).

6.8.1.1 MBMS USD used as entry point

If the MBMS USD is used, it contains the relevant MBMS service information that can be used by the UE to register to a MBMS User Service as defined in [TS 33.246]. For convenience these steps are summarised below. During the MBMS announcement procedure, the UE receives the full domain name of the BM-SC/NAF from which it can deduce the IP address to which the registration messages and MSK request procedures are to be sent.

The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The following information shall be included in the HTTP message.

· Indication that the UE requests to register to the MBMS User Service;

· MBMS User Service ID.

In this situation the RightsIssuerURI contained in the Access fragment and the ServiceBaseCID contained in the Service fragment are to be ignored as the relevant parameters are provided in the MBMS USD fragments. This is summarised in the table below.

Table 9: Parameters used when using MBMS USD

	Parameter
	Value / Description

	Session Description Reference Type
	MBMS USD.

	RightsIssuerURI
	Not used / ignored.

MBMS USD contains a Service Protection Description.

	ServiceBaseCID
	Not used / ignored.

Provided in the Service Protection Description.


6.8.1.2 Session Description used as entry point

In this scenario the Session Description provided with the Access fragment contains both an SDP and an MBMS Service Protection Description auxiliary fragment.

The SDP file provides information on the data and key streams. This would typically be the case for a non-MBMS bearer used to deliver the data, with the MBMS network providing Service Keys. The TEK delivery could be done in-band with the data. Depending on the bearer, this could be an MBMS or non-MBMS network.
The information on service protection SHALL be identified by RightsIssuerURI and SHALL be formatted as an MBMS Service Protection Description (([3GPP TS 26.346] section 11.3).

The Service Protection Description SHALL be delivered as an AuxiliaryDescription fragment inside the Session Description along-side the Access fragment. For each instance of a Key Management System in an Access fragment, the RightsIssuerURI SHALL identify and match one of the Session Description Reference URIs provided in the same Access fragment.

The relevant parameters are summarised in the table below.

Table 10:  Parameters used when using Session Description

	Parameter
	Value / Description

	Session Description Reference Type
	SDP.

	RightsIssuerURI
	Used to reference an MBMS Service Protection Description carried along with the Access fragment.

	ServiceBaseCID
	Not used / ignored. 

Provided in the Service Protection Description referenced by RightsIssuerURI.


TBD
6.8.2 Description of Service Access for Smartcard Profile using BCMCS Information Acquisition
Section 5 of BCMCS specification [3GPP2 X.S0022-A] describes BCMCS service discovery, subscription and registration procedures using BCMCS information acquisition process.  For terminals with (R)-UIM smartcards, those procedures are used for OMA BCAST application information and security parameters, including keys.  The RightsIssureURI and SubscriptionManagerURI may be pre-provisioned or acquired via BCMCS Information Acquisition exchange(s).
When using BCMCS Information Acquisition, the RightsIssuerURI contained in the Access fragment and the ServiceBaseCID contained in the Service fragment are to be ignored as the relevant parameters are provided in the BCMCS Information Acquisition elements.  This is summarised in the table below.
Table 11: Parameters used when using BCMCS Information Acquisition
	Parameter
	Value / Description

	Session Description Reference Type
	BCMCS Information Acquisition

	RightsIssuerURI
	Not used / ignored.

Such information is provided by BCMCS Security Parameters.

	ServiceBaseCID
	Not used / ignored.

BCMCS Application Information and BCMCS Security Parameters are linked.


Delete Section 7.
7. Smartcard Profile using (R-)UIM

7.1 Introduction

7.2 Layer 0: Key Provisioning

TBD
7.3 Layer 1 Registration

BCMCS uses preprovisioning to establish a unique 128-bit Registration Key (RK) in the UIM and the Subscription Manager (a functional entity, SM) prior to service.  The SM performs accounting, authentication and authorization for BCMCS. The SM also calculates the TK, based on the RK, used to protect the BAK. The SM may be the subscriber’s home AAA (H-AAA) or an independent entity.
7.4 Layer 2: Long Term Key message - LTKM

A temporary encryption key (TK) is derived from the RK by the SM, sent to the BAKD, and subsequently used by the BAKD to encrypt/decrypt the BAK. A value of TK is used only once, and then discarded.

The BAK is a 128-bit key and corresponds to the Long Term Service Key of the key hierarchy. The same BAK is provided to all users granted access to a particular Multicast IP Flow, and it is active for a pre-defined period of time (for example, one day, week or month). The multiple Multicast IP Flows associated with the particular BCMCS content stream may share the same BAK. Once the UIM has obtained the encrypted BAK (from the BAKD), it recovers the BAK (with its own calculated TK), and then computes the SK value needed to decrypt the Multicast IP Flow. The SK is then delivered by the SM or a BAK distributor (OMA BSD/A could serve this function) to the ME for content decryption. The BAK is never divulged to the ME, and only the UIM with a correctly pre-provisioned RK can recover the BAK.
7.5 Layer 3: Short Term Key message STKM

BCMCS does not have the concept of Short Term Key messages.  BCMCS uses 128-bit short-term keys to protect SRTP content.  The SK is calculated in the SKM and the UIM. The SK is derived from the SK_RAND, sent in every SRTP packet, and the long-term key, BAK distributed as described in the previous section.
7.5.1 STKM Attributes

<TBD>
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7.6 Layer 4: Streaming

7.6.1 Service protection of streams

TBD
7.6.2 Content protection of streams

TBD
7.7 Layer 4: File Delivery

7.7.1 Service protection of files

TBD
7.7.2 Content protection of files

TBD
7.8 Recording

In BCMCS BCAST Terminals the R-UIM acts a proxy RI that receives provisional rights from the BSDA via BCMCS STKM messages, and reports back usage statistics to the BSDA periodically or on demand.  

We identify two steps in content protection based on and extending BCMCS service protection in R-UIM based Terminals.  In the first, we discuss key material and protection after reception parameter delivery to support play once and to store recorded content on the BCAST Terminal and key material on the R-UIM.  In the second step, we specify the semantics of content protection, as supported by STKM attributes, in BCMCS BCAST Terminals with an R-UIM.

In the following we specify the steps in play-once and subsequent storage of content for future use, and compliance rules:

20. After BCMCS controller discovery, the Terminal receives BCMCS security parameters from the controller using Information Acquisition [3GPP2 X.S0022-A].  The security parameters are encrypted using a TK, and the list of parameters is as follows: TK_RAND, and per flow BAK_ID, BAK and BAK Expiry time.  These security parameters are all stored on the R-UIM.

21. The Terminal also receives STKM parameters from the BSD/A.  The STKM parameters include protection after reception rules.  
22. STKM parameters SHALL be integrity protected using HMAC-SHA-1-80, and MAY be encrypted using AES-128.  A fresh random TK is used for the integrity protection, and the corresponding TK_RAND is sent along with the LTKM message.

23. The Terminal and the R-UIM store the STKM messages corresponding to a content stream.

Terminals MAY store encrypted content for multiple plays in future.  Compliant Terminals MUST NOT store unencrypted content.  During live streaming, the Terminal and the R-UIM do the following 

24. Terminals may store encrypted content.  The rest of the process, of sending SK_RAND and BAK_ID to the R-UIM and the R-UIM returning the SK SHALL be executed as specified in the 3GPP2 BCMCS specification [C.S0023-B].
25. The R-UIM is expected to record the SRTP key stream by storing the BAK and BAK_ID only. SKs can be generated on demand when the terminal supplies the SK_RAND from the recorded SRTP packets.

26. The Terminal MUST NOT store SKs and MUST discard them immediately before requesting the next SK from the R-UIM.  For features such as rewind, etc., the Terminal SHALL request the R-UIM for the SK.  For accounting and charging purposes, the R-UIM MAY not count repeat requests for same SKs during live streaming as new SK requests.

For future plays, the Terminal and the R-UIM behaviour are as specified below:

27. The Terminal may decide to play any part of stored content bound to the policy specified by the RI and which is enforced and reported by proxy RI.  The policy mapping between amount of playback to RI consumption and eventual charging is an accounting and charging function and is out of scope for this part of the specification. 

28. The Terminal follows the live playing behaviour and sends an SK_RAND and BAK_ID of the stored SRTP packet (usually each key derivation request is part of a sequence of requests so that a Terminal/user can in fact display a meaningful amount of content) to the R-UIM.
29. The R-UIM follows the procedures specified in the BCMCS specification [3GPP2-X.S0022-A] to derive the SK from the BAK corresponding to the BAK_ID and the SK_RAND.  For BAK storage and reuse for play-multiple times purposes (protection after reception semantics in general), the R_UIM SHALL ignore the BAK lifetime parameter.  The lifetime parameter applies to BAK usage for live streaming.  
The following must be noted when using the above mechanism:

· The Terminal has a security agent which enforces content protection rules, i.e., enforcement of storing encrypted content only, enforcement of discarding SKs immediately before requesting the next SK.

· There is a secure channel for communication between the security agent on the Terminal and the R-UIM.

· The R-UIM serves as a rights proxy.

· The R-UIM reports rights usage as part of BCMCS accounting report messages.
The above mechanisms SHOULD be respected for Terminals using content protection with the smartcard profile for R-UIMs.
7.9 SG Signalling
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