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1 Reason for Change

This CR addresses the comments raised by Vodafone to the document OMA-TS-BCAST-SvcCntProtection-V1_0-20060412-D. These comments are listed in OMA-BCAST-2006-0372R08-Internal-CONRR-for-comments-applying-to-SvcCntProtection-TS and are:
SC0271 – Section 6.5.2. – Clarification that SEK/PEK is the key being referred to and reference of new LTKM OMA EXT payload for replay control
SC0270 – Section 6.4.1.1 – Text is adapted to indicate that it only applies to the GBA_U variant of the Smartcard profile
SC0269 – Section 6.2  - Change references to “BM_SC” to “BCAST NAF”. Clarify aspects of GBA procedure
2 Impact on Backward Compatibility

None identified.
3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To approve the changes recommended to OMA-TS-BCAST-SvcCntProtection-V1_0-20060412-D
6 Detailed Change Proposal

Change 1:  Change made to address comment SC0271. Key material is clarified to be SEK or PEK and allowance made for rules defined in LTKM OMA EXT payload (as defined in OMA-BCAST-2006-0680-CR)
6.5.2 Content protection of streams

Broadcast streams that are signaled as having content protection may be recorded as defined in this specification. However, for recorded material having content protection, appropriate rights need to be obtained via a Rights Issuer.

For terminals using the smartcard profile, the appropriate key material can be requested based on the Program or Service ID.

The Rights Issuer can provide content protection for the smartcard profile allowing an implicit play once right. Once the server issues the appropriate SEK or PEK to the terminal / smartcard, the UE
 SHALL interpret the obtained keys relating to the recorded stream as being "play once" unless otherwise indicated by an associated LTKM EXT payload (see section 6.3.X
). If no LTKM EXT payload is present the SEK/PEK SHALL be "transient"; they are to be destroyed once the content has been rendered once. How this is implemented is out of scope of this specification. 

As the key material provides access to recorded content stored in the terminal, preventing unauthorized access to these keys is extremely important. It is therefore recommended that they are stored in a secure storage area and protected appropriately during their limited lifetime. For an implementation using GBA_U, the smartcard can deliver TEKs to the terminal if the adapted PDCF is used to record a TEK key stream. For content protection, the terminal-smartcard interface SHOULD be secured.  This includes appropriate terminal authentication.
Change 2:  Change made to address comment SC0270. Clarification is given that TEKs/SEKs are only processed on the smartcard when using the GBA_U variant of MBMS. In addition, for clarity, the requirement for the smartcard not to process the OMA EXT is linked to the STKMs as OMA EXT for LTKMS (as defined in OMA-BCAST-2006-0680-CR) are processed by the smartcard.   
6.4.1.1 OMA BCAST MIKEY Extensions for STKM

MIKEY defined by IETF [RFC3830] is used by 3GPP MBMS specifications to deliver Traffic Encryption Keys to the terminals. In cases where the BCAST terminal is compliant to 3GPP MBMS security specifications [3GPP TS 33.246] then the terminal MUST also support the additional OMA extensions defined in this section. 

In cases where MIKEY is used to deliver the encrypted Traffic Encryption Keys (TEKs) to the terminal, a MIKEY extension is required to encapsulate some of the OMA BCAST specific information to the BCAST terminal. The encoding of this information MUST be same as defined in the STKM messages (Please see section ‎5.5).  This will ensure that both MIKEY and STKM encapsulation of TEKs can provide similar OMA BCAST functionality without the need to use a single STKM encapsulation mechanism.

In addition support for MIKEY encapsulation allows the use of existing 3GPP smartcard implementations without the need for any changes. MIKEY extensions defined in this section MUST only be parsed by the BCAST Terminal. MIKEY implementations in existing 3GPP MBMS smartcards will ignore the OMA Extensions used for the STKMs as these extensions are not currently supported by 3GPP MBMS [3GPP TS 33.246]. No processing is required by the smartcards regarding the OMA extensions of MIKEY for STKMs.

Please note that in case of 3GPP MBMS GBA_U variant all TEK/SEK processing is done in the smartcard. Therefore encrypted TEKs are encapsulated in the main body of the MIKEY and not in the OMA BCAST extensions. The relevant mappings of MBMS key names and OMA BCAST key names are given later in this section.
Change 3:  Changes are made to provide consistant use of BCAST NAF and to clarify GBA procedure; GBA bootstap procedure generates a shared key at the BSF and UE, from which KS_XXX_NAF is dervied. Differentiation for GBA_ME and GBA_U procedures is also added.
6.2. Layer 1: Registration

To be able to initiate an MBMS User Service Registration, the UE must share a secret key with the BCAST NAF. Note that the BCAST NAF SHALL support the MBMS User Service Registration as defined for the BM-SC in [TS 33.246] Following [TS 33.246] two cases would be possible:

· The UE has already run the GBA bootstrap procedure for another service. As a result, the UE has already derived the shared secret key with the BSF (assuming that the key lifetime is still valid). The BCAST NAF has then to request from the BSF the key Ks_NAF for GBA_ME or the keys KS_INT_NAF and KS _EXT_NAF for GBA_U,.
· The UE has not yet run the GBA bootstrap procedure or the key lifetime has expired and the key is no longer valid. In this case, the UE has to initiate a GBA procedure to be able to derive the shared secret key with the BSF. The BCAST NAF has then to request from the BSF the key Ks_NAF for GBA_ME or the keys KS_INT_NAF and KS _EXT_NAF for GBA_U..

The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BCAST NAF, which SHALL implement the BM-SC Key Request function. The registration request message SHALL be formatted in accordance with section 11.4.1 of [TS 26.346] and SHALL therefore include the following information:

· Indication that the UE requests to register to the MBMS User Service;

· MBMS User Service ID.

The authentication of the messages is ensured via HTTP DIGEST (cf. RFC 2617). The BCAST NAF SHALL  control whether the UE is allowed to receive the keys of the service specified in the request. If allowed, the request is acknowledged using an HTTP 200 OK message.

In case of successful registration, the relevant SEKs/PEKs can be delivered to the UE.













�Old section 7.2.3


�Changed BCAST Client to UE as keys may be handled by the smartcard, which is not easily inferred from “BCAST Client”


�Editor, please insert correct reference


�The text was deleted because it is unclear as to what this implies and why it is necessary given the pre-ceding statements


�Old section 6.4.5.1


�Old section 12.6.3
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