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1. Scope

The specification defines the necessary adaptation needed to allow BCAST to effectively be realized over a 3GPP2 Broadcast and Multicast Services (BCMCS) network.  Included in this specification are enhancements that need to be included in BCAST to allow BCAST to utilize existing 3GPP2 BCMCS location, provisioning, security, and delivery mechanisms IF these are different then other BDS systems.  This specification does not enforce or recommend any changes to the current BCMCS specifications, nor does it add any additional changes to existing OMA BCAST specifications.

2. References













2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[TS SG]
	OMA-TS-BCAST_ServiceGuide

	[3GPP2 X.P0022-A]
	3GPP2 X.S0022-A, “Broadcast and Multicast Service in cdma2000 Wireless IP Network, Release A” (to be published as X.S0022-A).

	
	

	
	


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions


The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.




3.2 Definitions


	Term 1
	Definition

	Term 2
	Definition

	
	


3.3 Abbreviations


	OMA
	Open Mobile Alliance

	xxx
	xxx

	
	


4. Introduction

The purpose of the BCMCS Adaptation Specification is to reduce the number of options and parallel functions fulfilling the same requirements in the case BCAST services are distributed over 3GPP2 BCMCS as the underlying BDS.  In particular, this document describes how generic BCAST functions are used in conjunction with BCMCS, in two types of adaptations:
· Type 1: BCAST Enabler operating over BCMCS’s IP transport network
In this adaptation mode, the BCAST Enabler is assumed to have access to the IP transport layer of  BCMCS so that BCAST services can be provided transparently from server to terminal.  This means the BCAST Terminal and Server conform to the main BCAST technical specifications.  Furthermore, this allows a common, harmonised behaviour to operate across heterogeneous BDS technologies over which a BCAST service is deployed. 

In principle this implies that equivalent functionality defined in BCMCS functionality with counterpart in the BCAST cannot be reused.  However, in practice this is not a major problem since there is minimal overlap between BCAST and BCMCS functionality.  [Editors note: The only example of this functional overlap is the specification of SRTP for encryption of streams?]
· Type 2: BCAST Enabler adapting to BCMCS application layer functionality functionality

This adaptation mode takes into consideration those BCAST Enabler functionality which have counterpart in the native BCMCS specification.  In particular, the BCAST Enabler is profiled to match any similar functionality already defined for BCMCS.  In practice this means that BCAST Server and Terminal employ the stream delivery and associated encryption mechanisms as defined for BCMCS, so that broadcast stream content can be shared between BCAST Terminals and native BCMCS terminals.
A consequence of Type 2 adaptation in profiling BCAST behaviour to similar BCMCS functionality is that it is difficult or impossible to share BCAST services across heterogeneous BDS technologies.

The organization of the remaining sections of this document is as follows:

· Section 5 provides an informative overview of BCMCS.

· Section 6 specifies in detail the the two types of BCAST Enabler adaptation to BCMCS.  Section 6.2 defines Type 1 adaptation, and Section 6.3 defines Type 2 adaptation.
· Section 7 defines BCMCS flow provisioning operations between the BCAST BSD/A and the BCMCS Controller.
· Section 8 defines location-based broadcast related adaptation to OMA MLP specifications.
5. Review of 3GPP2 BCMCS
BCMCS provide point-to-multipoint transmission of multimedia data (e.g., text, audio, pictures, video) from a single source to all users or a group of users in a specific area.  Contents suitable for BCMCS include news, stock quotes, video clips, movies, and sporting events.  The BCMCS system design aims to satisfy the market demand for broadcast and multicast content while minimizing resource usage in the radio access network (RAN).

The cellular service provider or content provider indicates the availability of BCMCS to users via BCMCS service announcement and discovery.  The service announcement mechanism allows the network to inform users about services available.  Service discovery mechanisms allow users to request information about available BCMCS services from the network.   Mobile users who desire BCMCS service may discover the BCMCS content and schedule via various mechanisms such as advertisements, short messaging service (SMS), Wireless Access Protocol (WAP), and so on.  The BCMCS controller may also be used to act as a server to provide the mobile station with information on BCMCS content and schedules.  Service discovery/announcement is used to distribute to users information about the services (e.g., content name or multicast IP addresses and port numbers for particular content programs) and possibly other service-related parameters (e.g., service registration allowed time, service start and end times).

 The set of specification documents applicable to BCMCS consists of the following 3GPP2 specifications:

· General description and functional requirements are provided in [3GPP2 S.R0030].
· BCMCS security framework is specified by [3GPP2 S.S0083]
· Network architecture, BCMCS service description, terminal-to-network and network-to-network interactions, security, usage accounting , and protocols and message formats are specified by [3GPP2 X.S0022].
· cdma2000 1X air interface physical, MAC and signalling layers are specified by [3GPP2 C.S0001-C.S0005].

· cdma2000 1X air interface related BCMCS service aspects, and segment-based framing are described by [3GPP2 C.S0077].
· cdma2000 HRPD BCMCS air interface specifications are given in [3GPP2 C.S0024].
· cdma2000 HRPD BCMCS related protocols, service aspects, and segment-based framing is specified by [3GPP2 C.S0054].

5.1 
5.1.1 
5.2.1.1 

5.2.1.2 

6. BCAST Adaptations to BCMCS
6.1 Adaptation Types

As indicated in Section 4, there are two types of adaptation of the BCAST Enabler to BCMCS as the BDS technology.  These adaptations are defined in this section.  For the broadcast service provider, the desired broadcast service behavior can be obtained by using Type 1 or Type 2 adaptation, to achieve maximum deployment flexibility.  The functional areas covered by BCAST adaptation to BCMCS include service provisioning, terminal provisioning, Service Guide and Service Guide discovery, file and stream distribution, service protection and content protection, service interaction, and notifications.
The term “BCAST Server” used in the adaptation specification is a generic notation for the appropriate BCAST network-side functional entity, i.e. BSA, BSD/A or BSM, which fulfills the corresponding Enabler function.  The appropriate type of adaptation for BCAST Terminal operation is either pre-configured in, or signalled to, the terminal.  
6.1.1 Type 1 Adaptation: BCAST Enabler operating over an underlying BCMCS transport network
This section defines how the generic BCAST specifications (namely [BCAST10-Services], [BCAST10-SG], [BCAST10-ServContProt], [BCAST10-Distribution] and [DRM20-XBS]) are used over a BCMCS network. The provisions in this section simply instantiate the generic BCAST Enablers, without regard for possible overlap with native BCMCS functionality, in the delivery of BCAST-enabled services over the BCMCS transport network.  Type 1 adaptation enables the broadcast services produced by a BCAST Server to be received by BCAST Terminals across heterogeneous BDSs: 3GPP MBMS, 3GPP2 BCMCS, and DVB-IPDC.
Type 2 Adaptation: BCAST Enabler adapting to native BCMCS functionality

This section defines the restrictions and extensions of the generic BCAST specifications.  In this mode of adaptation, BCAST Enabler functions which have counterparts in the underlying BCMCS specifications are profiled to match those native BCMCS mechanisms.   In Type 2 adaptation to BCMCS, BCAST Server and Terminal employ stream delivery and associated encryption mechanisms identical to those defined for BCMCS, so that broadcast stream content can be shared between BCAST Terminals and native BCMCS terminals..

7. BCAST Enabler Operating Over BCMCS Transport Network
The message flows and architecture diagrams as shown in this section presume logically separate BCAST and BCMCS network-side functions.  In deployment, BCAST and BCMCS network functions may be integrated into one or more physical entities, in which case some of the protocol interfaces and associated message flows are not applicable (i.e., those corresponding reference points are internal to the  network entity(entities) and don’t correspond to physical interfaces).
IP transport of BCAST
This functionality is specified in [3GPP2 X.S0022]. 
BCMCS adaptation related to OMA-TS-BCAST_Services

7.1.1.1 Interaction

This functionality is defined in BCAST Enabler specifications comprising [BCAST10-Services], [BCAST10-SG] and [BCAST10-Distribution].

[BCAST10-Services] defines four different types of interaction
 between the end-user terminal and the broadcast service provider, and the associated protocols and media codecs to facilitate service interaction.  Each of these interaction types requires the usage of an interaction channel between terminal and the service provider.  Since the interaction channel exists and is used in BCMCS, the BCAST Terminal SHALL support all four types of interaction in the adaptation to BCMCS, in the following manner:

· Service interaction is defined in Section 5.3.1 of [BCAST10-Services].

· Delivery of broadcast services over the interaction channel is defined in Sections 5.5 and 6.6 of [BCAST10-Distribution].
· Interactive retrieval of SG is specified in Section 5.4.1.2. of [BCAST10-SG].
· Interactive retrieval of SG related information is specified in Section 5.3.3 of [BCAST10-Services].
7.1.1.2 Service Provisioning

Service provisioning is specified as terminal-optional to support in [BCAST10-Services].  Therefore, the BCAST Terminal SHALL support service provisioning, and mandatory associated protocols and messages defined in Section 5.1 of that specification, conditioned upon its support for Service Provisioning.
7.1.1.3 Terminal Provisioning

The BCAST terminal SHALL support the associated mechanisms defined in Section 5.2 of [BCAST10-Services].  In particular, terminal provisioning in the context of this version of the BCAST Enabler specifications SHALL employ OMA DM according to [OMA DM v1.2] in the terminal provisioning of configuration parameters.
7.1.2 BCMCS adaptation related to OMA-TS-BCAST_ServiceGuide

7.1.2.1 Service Guide Delivery over Broadcast Channel

This functionality is defined in [BCAST10-SG], Section 5.4.1.1.
7.1.2.2 Service Guide Delivery over Interaction Channel

This functionality is defined in [BCAST10-SG], Section 5.4.1.2.
7.1.2.3 Service Guide Encoding

This functionality is defined in [BCAST10-SG], Section 5.4.3.  The terminal SHALL support GZIP.

7.1.2.4 Session Description Information

This information is defined in [BCAST10-SG], Section 5.1.2.5.  Note in particular that session description information MAY be directly contained in the associated Access fragment (as shown in Section 5.1.2.4 of [BCAST10-SG]), or exist in the form of Session_Description fragments (as specified in Section 5.1.2.5.2 of [BCAST10-SG], which in turn MAY be referenced by a URI or idRef in the associated Access fragment, and encapsulated in SGDU for delivery.
7.1.2.4.1 Session Description parameters for broadcast streamed media sessions

The terminal SHALL support those parameters indicated as mandatory in Section 5.1.2.5.2 of [BCAST10-SG].

The terminal MAY ignore the following parameters in in Section 5.1.2.5.2 of [BCAST10-SG] should these be present in the SG, as they are either not required or out of the scope of BCMCS:

· The mode of MBMS bearer per media

Initial buffering delay, using the min-buffer-time attribute as specified in [DVB JTC 188] section 5.3.4.
7.1.2.4.2 Session Description parameters for broadcast file delivery sessions

These parameters are specified in [BCAST10-SG], Section 5.1.2.5.3.
7.1.2.4.2.1. Session Descriptors for ALC Sessions

The terminal MAY ignore the following parameter in that specification, should it be present in the SG, as it is outside the scope of BCMCS:

The mode of MBMS bearer per media
7.1.2.4.2.2. Session Descriptors for FLUTE Sessions

Only ALC [RFC 3450] is specified as mandatory for BCAST Server and Terminal to support for file content delivery in the BCAST main specification [BCAST10-Distribution].  However, if the terminal supports FLUTE for file distribution, it SHALL support those parameters indicated as mandatory in the Service Guide specification, and MAY ignore the following parameter in that specification, should it be present in the SG, as it is outside the scope of BCMCS:

· The mode of MBMS bearer per media
7.1.2.5 Service Guide Data Model

This is defined in the BCAST Service Guide specification [BCAST10-SG], Section 5.1.
7.1.2.5.1 Cell_ID and Cell_Group_ID in BCMCS
The 3GPP2-specific identifiers pertaining to the target area for distribution of broadcast services/content SHALL comply to BCMCS-specific cell area identifiers as defined in [BCAST10-SG], Sections 5.1.2.1 and 5.1.2.3.
7.1.2.6 Service Guide Discovery

7.1.2.6.1 Service Discovery assisted by BCMCS information acquisition
BCMCS defines an Information Acquisition mechanism which can be used to perform service discovery, similar to the acquisition of the BCAST Service Guide as defined in [BCAST10-SG].   BCMCS Information Acquisition enables the discovery of BCMCS application and transport-related information such as program name, schedule, and description and IP address and port numbers of the BCMCS flows which carry the corresponding BCMCS program.  Therefore, as shown below, BCMCS Information Acquisition is used for service discovery of BCAST-enabled broadcast services based on the core concept that the BCAST Service Guide Delivery Descriptor (SGDD) and Service Guide (SG) are presented as separate BCMCS programs.

In the following call flow (Figure 1), it is assumed that BCMCS subscription, which provisions the RK in the terminal, and BCMCS Controller discovery, have already taken place as described in [3GPP2 X.S0022].  
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Figure 1: BCMCS Service Discovery of BCAST SGDD and SG as BCMCS Programs
1. The user subscribes to the BCMCS programs for SGDD, SG with the BCMCS Subscriber Profile Manager via out of band mechanisms. 

2. The OMA BCAST BSD/A performs flow provisioning with BCMCS Controller for BCAST SGDD and SG as separate BCMCS programs. In flow provisioning, the IP Address/ port, schedule, QoS for BCMCS programs are provided.

3. The BCMCS Controller performs flow provisioning with the BCMCS CS (see [3GPP2 X.S0022]).

4. Terminal performs BCMCS Information Acquisition with the BCMCS controller to discover BCMCS application and transport related information for SGDD such as program name and description and IP address and port number of the SG Announcement Channel which delivers SGDDs.

5. a) and b) are optional steps in case the terminal is pre-configured with the IP address and port number of the SG announcement channel which transmits SGDD(s).  If IP address and port are within the range of static mapping (see X.P0022-A), the BCMCS_FLOW_ID can be derived from that IP address and port (see X.P0022-A).  Steps 4a and 4b are unnecessary if the mapping between IP address/port and BCMCS_FLOW_ID is acquired via BCMCS Information Acquisition.

6. SGDD is sent over the broadcast channel from the BSDA through BCMCS Content Server. The terminal tunes to the SG announcement channel and receives the SGDD(s).  SGDD specifies the metadata for SGDU.

7. If the IP address and port number of the SG Delivery Channel, as provided by the SGDU metadata, is within the range of static mapping, the terminal will derive BCMCS_FLOW_ID from that information. Otherwise, the terminal can perform BCMCS Information Acquisition (not shown) to obtain the mapping between the IP address/port and BCMCS_FLOW_ID and other parameters.

8. SG/SGDU is sent over the broadcast channel from the BSDA through BCMCS Content Server. The terminal tunes to the SG delivery channel, which transmits SGDUs, to receive the SG.

BCMCS adaptation related to OMA-TS-BCAST_SvcCntProtection and OMA-TS-DRM-XBS 

7.1.2.7 Content Encryption

This functionality is defined in [BCAST10-SerContProt], Section 9.  Note that since Service Protection is specified by that specification as terminal-optional, SRTP support by the terminal is mandatory only if it supports Service Protection, in the adaptation to BCMCS. (Editor’s Note: This section may need to be revised.  There is still debate whether SP and CP is terminal optional or mandatory to support.
7.1.2.8 Key Management
Key management functionality is specified in [BCAST10-ServContProt] as well as [BCAST10-SG].  Key registration procedures SHALL comply with “Registration using (R-)UIM” procedures as defined in [BCAST10-ServContProt], Section 6.2.1.
7.1.2.8.1 Signaling of Key Management Information
As defined by [BCAST10-SG], BCAST key management and protection related information is signaled by Session Description information which may be contained in the associated Access fragment (Section 5.1.2.4), or exist in the Session_Description fragment (Section 5.1.2.5.1).  The specific information for identification of parameters related to key management (LTKM and STKM streams, KMS type, version, etc.), are defined in [BCAST10-ServContProt], Section 10.  (Editor’s note: it should be verified whether the SDP key management parameters specified above have been registered with IANA.)  
7.1.2.9 Service and Content Protection for Stream and File Distribution
Service protection and content protection of either stream or file distributed content are terminal-optional to support, as defined in [BCAST10-ServContProt], Section 4.1.  Conditioned upon whether the terminal actually supports service protection and/or content protection, the rules governing mandatory or optional terminal support of the DRM Profile or the Smartcard Profile are defined in [BCAST10-ServContProt], Section 4.1. 
7.1.2.9.1 Service Protection of Streams
If the terminal supports service protection of streams, and supports the DRM Profile, it SHALL support the mechanisms as specified in [BCAST10-ServContProt], Sections 5.3 to 5.6. 

If the terminal supports service protection of streams, and supports the Smartcard Profile, it SHALL support the mechanisms as specified in [BCAST10-ServContProt], Sections 6.2 to 6.5.
7.1.2.9.2 Content Protection of Streams
If the terminal supports content protection of streams, and supports the DRM Profile, it SHALL support the mechanisms as specified in [BCAST10-ServContProt], Sections 5.3 to 5.6. 

If the terminal supports content protection of streams, and supports the Smartcard Profile, it SHALL support the mechanisms as specified in [BCAST10-ServContProt], Sections 6.2 to 6.5.
7.1.2.9.3 Service Protection of Files
If the terminal supports service protection of files, and supports the DRM Profile, it SHALL support the mechanisms as specified in [BCAST10-ServContProt], Section 5.7.1. 

If the terminal supports service protection of files, and supports the Smartcard Profile, it SHALL support the mechanisms as specified in [BCAST10-ServContProt], Section 6.6.1.
7.1.2.9.4 Content Protection
If the terminal supports content protection of files, and supports the DRM Profile, it SHALL support the mechanisms as specified in [BCAST10-ServContProt], Section 5.7.2. 

5.2.1.2.1 If the terminal supports content protection of files, and supports the Smartcard Profile, it SHALL support the mechanisms as specified in [BCAST10-ServContProt], Section 6.6.2.
BCMCS adaptation related to OMA-TS-BCAST-Distribution
When using the broadcast channel, the BCAST-enabled broadcast services can be delivered in the individual BCMCS programs.  Various high level scenarios are possible as described in the following sections.  

7.1.2.10 OMA BCAST-enabled Services delivered as separate BCMCS Programs

It SHALL be possible to provide BCAST-enabled services as defined by [BCAST10-SG] as separate BCMCS Programs as shown in the example below.  In the example of the following call flow, the BCAST Service Guide is delivered as a BCMCS Program, and the service discovery and acquisition of the SG was described in Sec. 6.1.  In addition, the SG indicates the following services are available for subscription: Basic TV, Basic Radio with interactivity, and Notification.  Each of these services (as defined in OMA BCAST SG) is provided as a separate BCMCS Program.  Upon their discovery, these services are subscribed by and then delivered to the corresponding terminal.  Note: the service types as shown are purely for illustrative purposes, and do not imply implementation.
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Figure 2: OMA BCAST Services Delivered as Separate BCMCS Programs


Steps 1-8: same as call flow shown in Figure 1 of Section 6.2.3.6.1.

9. Upon receiving the SG, the user subscribes to the BCMCS Programs (Basic TV, Basic Radio with interactivity, and Notification) with the BCMCS Subscriber Profile Manager via out of band mechanisms.

10. The OMA BCAST BSDA performs flow provisioning for the scheduled BCMCS Programs. In flow provisioning, the IP Address/ port, schedule, QoS for BCMCS programs are provided.

11. The BCMCS Controller performs flow provisioning with the BCMCS CS (see [3GPP2 X.S0022]).

12. The terminal performs BCMCS Information Acquisition to obtain mapping info and link layer info etc for the BCMCS Programs of interest.

Steps 13-15: at the scheduled times, the terminal receives the various BCMCS services as BCMCS programs.

7.1.2.11 Coexistence of OMA BCAST-enabled Services with BCMCS Native Services

The BCMCS native services and OMA BCAST-enabled broadcast services may coexist.  In this case, either BCMCS information acquisition is used for delivery of service information via Application Information (see [3GPP2 X.S0022]) or the BSDA has program information for BCMCS native services so that integrated SG can be sent from BSDA (see Section 6.2.3.6.1).  As shown in the call flow below, the integrated Service Guide is provided as a BCMCS Program from BSDA as specified in section 6.1.  Note: the services types as shown are purely for illustrative purposes, and do not imply implementation.
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Figure 3: Co-existence between BCAST-enabled and BCMCS Native Services

1. The BSDA sends service Guide including the program info for all OMA BCAST-enabled services and BCMCS native services as specified in Section 6.2.3.6.1. 

2. Upon receiving the SG, the user subscribes to the BCMCS Programs (BCAST-related programs or BCMCS native programs) with the BCMCS Subscriber Profile Manager via out of band mechanisms.

3. The OMA BCAST BSDA performs flow provisioning for the scheduled BCAST-related programs and BCMCS native programs.  In flow provisioning, the IP Address/ port, schedule, QoS for BCMCS programs are provided.

4. The BCMCS Controller performs flow provisioning including both BCAST-related programs and BCMCS native programs with the BCMCS CS (see [3GPP2 X.S0022]).

5. The terminal performs BCMCS Information Acquisition to obtain mapping info and link layer info etc for the all BCMCS Programs of interest.

6. In the scheduled time, the BSDA sends BCAST-enabled services/content through the BCMCS Content server.

7. In the scheduled time, the BCMCS Content server sends BCMCS native programs.

7.1.2.12 File Distribution

This functionality is defined by [BCAST10-Distribution].  Note that BCMCS does not natively specify file distribution services.
7.1.2.12.1 Associated Delivery Procedures 

Associated procedures to file distribution are specified as terminal-optional to support in [BCAST10-Distribution].  Therefore, the BCAST Terminal SHALL support the mandatory mechanisms associated with those procedures, as defined in Section 5.3.1 of that specification, conditioned upon its support for associated delivery procedures.
(Editor’s Note: whether Associated Delivery Procedures should be TM or TO has not been resolved in consistency review.  Therefore the above text may need to be revised.)
7.1.2.12.2 File Distribution Network Interface between BCAST and BCMCS (FD-B1)
The BCMCS Content Server is the network entity that distributes BCMCS programs to terminals.  For adaptation to BCMCS, BCAST Terminals SHALL support ALC and MAY support FLUTE for file distribution [3GPP2 C.S0070].  Note that at this time file distribution services and associated architecture and protocols have not been specified in [3GPP2 X.S0022].  For flexibility of adaptation to BCMCS the BSD/A SHALL be configurable to support any one of the three protocol interface configurations for FD-B1 as shown in Sections 6.2.5.3.2.1 through 6.2.5.3.2.3.

Note: the protocol stacks spanned by X-3 and X-4 are outside the scope of the BCAST Enabler.
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Figure 4:  FD-B1 Interface Configuration 1: File Object/(FTP/HTTP)/TCP/IP

In the FD-B1 interface configuration shown in Figure 4, the BCMCS Content Server acts as a virtual content source.  It terminates the application layer file object received from the BSD/A, and acts as the final application level entity by manipulating (e.g. reformatting) that content prior to delivery to the BCMCS BSN/RAN.  Whereas unicast IP address is used over FD-B1, Multicast IP address and port, corresponding to the BCMCS Flow ID of the program, are used on the BDS side of the BCMCS Content Server.

7.1.2.12.2.2.   Configuration 2: (FTP or HTTP)/TCP/IP
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Figure 5:  FD-B1 Interface Configuration 2: (FTP or HTTP)/TCP/IP

In the FD-B1 interface configuration shown in Figure 5, the BCMCS Content Server receives the file from the BSD/A using FTP/HTTP over TCP/IP.  It then distributes the file to the terminal using (FLUTE/)ALC.  Similar to Configuration 1, unicast IP address is used over FD-B1, whereas Multicast IP address and port are used on the BDS side of the BCMCS Content Server.  

7.1.2.12.2.3.   Configuration 3: IP in IP Tunneling

[image: image17.emf]BSD/A

RTP

UDP

IP

L2

L1

RTP

UDP

IP

L2"

L1"

BCMCS

Content Server

MR + 

BCMCS 

BSN/RAN

IP IP

L2

L1

L2'

L1'

BCMCS

Terminal

Application

(e.g. MPEG-4)

UDP

UDP

Application

(e.g. MPEG-4)

RTP RTP

X-4

SD-B1


Figure 6:  FD-B1 Interface Configuration 3: IP in IP Tunneling

In the FD-B1 interface configuration shown in Figure 6, Multicast IP packets carrying application content over (FLUTE)/ALC/UDP are tunnelled in unicast IP packets destined for the BCMCS Content Server.  The BCMCS Content Server decapsulates the received IP packet by removing the outer IP packet header and relays the inner Multicast IP packet via the MR+BCMCS BSN/RAN to the terminal.  Similar to Configuration 2, this model may be useful to operator who want to keep the BCMCS Content Server functionality simple.

7.1.2.12.2.4.   BSDA/Content Server to BCMCS Multicast Router Interface
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Figure 7:  BSDA/Content Server to Multicast Router Interface Configuration

As an implementation option shown in Figure 7, the BSD/A and the BCMCS Content Server functions may be combined as a single physical entity.  This configuration may be desirable to an operator which owns both the BCAST Enabler and the BCMCS system, in which case it needs not deploy two boxes that perform essentially the same function.  Note that in this case, FD-B1 does not exist.
7.1.2.13 Stream Distribution

This function is defined by the File and Stream Distribution specification [BCAST10-Distribution].  The BCAST Terminal SHALL NOT send RTCP receiver reports.
7.1.2.13.1 Stream Distribution Network Interface between BCAST and BCMCS (SD-B1)
The BCMCS Content Server provides stream delivery of BCMCS programs to terminals.  As in OMA BCAST, RTP is specified as the streaming protocol in BCMCS.   For flexibility of adaptation to BCMCS the BSD/A SHALL be configurable to support any one of the four protocol interface configurations for SD-B1, as shown in Sections 6.2.5.4.1.1 through 6.2.5.4.1.4.
Note: In this section, the protocol stacks spanned by X-3 and X-4 are outside the scope of the BCAST Enabler.
7.1.2.13.1.1.   Configuration 1: App/RTP/UDP/IP
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Figure 8:  SD-B1 Interface Configuration 1: App/RTP/UDP/IP

In the SD-B1 interface configuration shown in Figure 8,, the BCMCS Content Server acts as a virtual content source.  It terminates the stream application layer content received from the BSD/A, and acts as the final application level entity by manipulating (e.g. reformatting) that content prior to delivery to the BCMCS BSN/RAN.  Whereas unicast IP address is used over SD-B1, Multicast IP address and port, corresponding to the BCMCS Flow ID of the program, are used on the BDS side of the BCMCS Content Server.

7.1.2.13.1.2.   Configuration 2: RTP/UDP/IP
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Figure 9:  SD-B1 Interface Configuration 2: RTP/UDP/IP

In the SD-B1 interface configuration shown in Figure 9,,the program content is streamed from the BSD/A to the BCMCS Content Server using RTP/UDP/IP.  The BCMCS Content Server subsequently initiates another RTP session for relaying the application content over the BCMCS RAN, to the terminal.  Similar to Configuration 1, unicast IP address is used over SD-B1, and Multicast IP address and port are used on the BDS side of the BCMCS Content Server.  This model is typically used if service protection as specified in [3GPP2 X.S0022] and [3GPP2 C.S0083] is performed by the BCMCS Content Server.

7.1.2.13.1.3.   Configuration 3: UDP/IP
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Figure 10:  SD-B1 Interface Configuration 3: UDP/IP

In the SD-B1 interface configuration shown in Figure 10, the BCMCS Content Server relays RTP from the BSD/A to the terminal, and performs IP and UDP processing (i.e., BCMCS flow mapping).  Similar to Configuration 1, unicast IP address is used over SD-B1, and Multicast IP address and port are used on the BDS side of the BCMCS Content Server.  This model is applicable if service protection as specified in [3GPP2 X.S0022] and [3GPP2 C.S0083] is not performed by the BCMCS Content Server, and the operator wants to keep the BCMCS Content Server functionality simple.

7.1.2.13.1.4. [image: image21.emf]BSD/A

FTP/

HTTP

TCP

IP

L2

L1

ALC

UDP

IP

L2"

L1"

BCMCS

Content Server

MR + 

BCMCS 

BSN/RAN

L1 L1'

BCMCS

Terminal

L2 L2'

IP IP

TCP

UDP

ALC

FTP/

HTTP

optional use of FLUTE for 

file distribution

File Object File Object

X-4

File

Object

File

Object

FLUTE

FLUTE

FD-B1

  Configuration 4: IP in IP Tunneling

Figure 11:  SD-B1 Interface Configuration 4: IP in IP Tunneling

In the SD-B1 interface configuration shown in Figure 11, Multicast IP packets carrying application content over RTP/UDP are tunnelled in unicast IP packets destined for the BCMCS Content Server.  The BCMCS Content Server decapsulates the received IP packet by removing the outer IP packet header and relays the inner Multicast IP packet via the MR+BCMCS BSN/RAN to the terminal.  Similar to Configuration 3, this model is valid if service protection as specified in [3GPP2 X.S0022] and [3GPP2 C.S0083] is not performed by the BCMCS Content Server, and the operator wants to keep the BCMCS Content Server functionality simple.

7.1.2.13.1.5.   BSDA/Content Server to BCMCS Multicast Router Interface
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Figure 12:  BSDA/Content Server to Multicast Router Interface Configuration

As an implementation option, as shown in Figure 12, the BSD/A and the BCMCS Content Server functions may be combined as a single physical entity.  This configuration may be desirable to an operator which owns both the BCAST Enabler and the BCMCS system, in which case it needs not deploy two boxes that perform essentially the same function.  Note that in this case, SD-B1 does not exist.
7.1.2.14 Media Codecs and Formats 

The BCAST Enabler does not define any media codecs and format, but references those specified in the underlying BDSs.  Therefore, for BCMCS adaptation, BCAST Terminal support for media codecs SHALL comply with [3GPP2 C.S0070].
8. BCAST Enabler Adapting to BCMCS Functionality
8.1.1 Similar to Section 6.2, the message flows and architecture diagrams as referenced in this section presume logically separate BCAST and BCMCS network-side functions.  In deployment, BCAST and BCMCS network functions may be integrated into one or more physical entities, in which case some of the protocol interfaces and associated message flows are not applicable (i.e., those corresponding reference points are internal to the  network entity(entities) and don’t correspond to physical interfaces).
8.1.2 Access to the IP layer

Same as defined in Section 6.2.1.
8.1.3 BCMCS adaptation related to OMA-TS-BCAST_Services

8.1.3.1 Interaction

Same as defined in Section 6.2.2.1.
8.1.3.2 Service Provisioning

Same as defined in Section 6.2.2.2.  Service provisioning is not specified in BCMCS specifications.
8.1.3.3 Terminal Provisioning

Same as defined in Section 6.2.2.3.  Terminal provisioning is not specified in BCMCS specifications.
8.1.4 BCMCS adaptation related to OMA-TS-BCAST_ServiceGuide

8.1.4.1 Service Guide Delivery over Broadcast Channel

Same as defined in Section 6.2.3.1.
8.1.4.2 Service Guide Delivery over Interaction Channel

Same as defined in Section 6.2.3.2.

8.1.4.3 Service Guide Encoding

Same as defined in Section 6.2.3.3.
8.1.4.4 Session Description Information

Same as defined in Section 6.2.3.4.
8.1.4.4.1 Session Description parameters for broadcast streamed media sessions

Same as defined in Section 6.2.3.4.1.
8.1.4.4.2 Session Description parameters for broadcast file delivery sessions

These parameters are identical to those defined in Section 6.2.3.4.2, including the session descriptors for both ALC and FLUTE sessions.
8.1.4.5 Service Guide Data Model

Same as defined in Section 6.2.3.5.
8.1.4.5.1 Cell_ID and Cell_Group_ID in BCMCS

Same as defined in Section 6.2.3.5.1.
8.1.4.6 Service Guide Discovery

8.1.4.6.1 Service Discovery assisted by BCMCS information acquisition
Same as defined in Section 6.2.3.6.1.
8.1.5 BCMCS adaptation related to OMA-TS-BCAST_SvcCntProtection and OMA-TS-DRM-XBS 

8.1.5.1 Encryption

Only SRTP is defined in BCMCS specifications for transport level encryption.  Note that since service protection is specified by [BCAST10-ServContProt] as terminal-optional, SRTP support by the BCAST Terminal is mandatory if it supports service protection, in the adaptation to BCMCS.  Specifically, the SRTP configuration SHALL comply with the specifications in [3GPP2 X.S0022], i.e.,
· The BAK shall be used as the SRTP Master Key.
· The SK_RAND is 32 bits and shall be extended to 112 bits by left-padding with zeros to form the SRTP Master Salt.
· The Packet Index is determined according to [RFC 3711] (SRTP), Section 3.3.1.
· The Key Derivation Rate shall be set to zero. The Key Derivation Function shall be the AES in Counter Mode as specified in [RFC 3711], Section 4.1.1.

The Master Key Index (MKI) shall be used for distributing the SK_RAND.  The MKI shall be 40 bits and consist of 4-bit reserved field, 4-bit BAK_ID and 32-bit SK_RAND.  The 32-bit ROC is included in every Rth packet in the auth tag field as specified in the [3GPP2 X.S0022].  (Editor’s Note: This section may need to be revised.  There is ongoing debate whether SP and/or CP is terminal optional or mandatory to support.
8.1.5.2 Key Management

Key management functionality is specified in [BCAST10-ServContProt] as well as [BCAST10-SG].  Key registration procedures SHALL comply with “Registration using (R-)UIM” procedures defined in [BCAST10-ServContProt], Section 6.2.1.  Furthermore, BCMCS delivery of LTK SHALL be performed according to the procedures defined by the BCMCS Security Framework [3GPP2 S.S0083], and the BCMCS main specification of [3GPP2 X.S0022].
8.1.5.2.1 Signaling of Key Management Information
As defined by [BCAST10-SG], BCAST key management and protection related information is signaled by Session Description information which may be contained in the associated Access fragment (Section 5.1.2.4), or exist in the Session_Description fragment (Section 5.1.2.5.1).  The information for identification of parameters related to LTKM stream as defined in [BCAST10-ServContProt], Section 10 are not relevant for Type 1 key management adaptation to BCMCS, and SHALL NOT be used. The BCMCS Information Acquisition SHALL be used by the terminal to obtain the LTK/BAK.
8.1.5.3 Service and Content Protection for Stream and File Distribution
Service protection and content protection of either stream or file distributed content are terminal-optional to support, as defined in [BCAST10-ServContProt], Section 4.1.  Conditioned upon whether the terminal actually supports service protection and/or content protection, the following rules apply. 
8.1.5.3.1 Service Protection of Streams
5.2.1.2.2 If the terminal supports service protection of streams, it SHALL support the native BCMCS mechanisms described in Sections 6.3.4.1 and 6.3.4.2.
8.1.5.3.2 Content Protection of Streams
If the terminal supports content protection of streams, the rules governing mandatory or optional terminal support of the DRM Profile or the Smartcard Profile are defined in [BCAST10-ServContProt], Section 4.1.  Furthermore,

· If the terminal supports content protection of streams, and supports the DRM Profile, it SHALL support the mechanisms as specified in [BCAST10-ServContProt], Sections 5.3 to 5.6. 

· If the terminal supports content protection of streams, and supports the Smartcard Profile, it SHALL support the mechanisms as specified in [BCAST10-ServContProt], Sections 6.2 to 6.5.
8.1.5.3.3 Service Protection of Files
If the terminal supports service protection of files, the rules governing mandatory or optional terminal support of the DRM Profile or the Smartcard Profile are defined in [BCAST10-ServContProt], Section 4.1.  Furthermore, it SHALL comply with Section 6.2.4.3.3 of this BCMCS Adaptation specification.
8.1.5.3.4 Content Protection of Files
If the terminal supports content protection of files, the rules governing mandatory or optional terminal support of the DRM Profile or the Smartcard Profile are defined in [BCAST10-ServContProt], Section 4.1.  Furthermore, it SHALL comply with Section 6.2.4.3.4 of this BCMCS Adaptation specification.
8.1.6 BCMCS adaptation related to OMA-TS-BCAST-Distribution
8.1.6.1 OMA BCAST-enabled Services delivered as separate BCMCS Programs

8.1.7 Same as defined in Section 6.2.5.1.

8.1.7.1 Coexistence of OMA BCAST-enabled Services with BCMCS Native Services

8.1.8 Same as defined in Section 6.2.5.2.
8.1.8.1 File Distribution

Same as defined in Section 6.2.5.3.
8.1.8.1.1 Associated Delivery Procedures 

Same as defined in Section 6.2.5.3.1.
8.1.8.2 Stream Distribution

Same as defined in Section 6.2.5.4.  
8.1.8.3 Media Codecs and Formats
9. Same as defined in Section 6.2.5.3.  

9.1 
10. Provisioning

Flow Provisioning Across BDS-1 Interface
The BCAST AD document shows the relationships among the BCAST logical entities (See Figure xx in AD document). In AD document, the BDS-1 is the interface between the OMA BCAST Service Distribution/Adaptation function and the BDS Service Distribution function in the underlying access/core network. In the case of BCMCS, the BDS Service Distribution entity corresponds to the BCMCS Controller/Content Server. Figure 13 shows how the BCMCS architecture fits within the OMA architecture
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Figure 13: BCMCS Adaptation Architecture Diagram

The BDS-1 signalling interface between the BCMCS Controller and the BSDA Function uses the BSDA-BCMCS Control Protocol that provides a mechanism for BSDA to provision BCMCS Flows (i.e., BCAST streams) on the BCMCS Controller and for BCMCS Controller to provide key to the BSDA. 

BCMCS Flow Life Cycle

When provisioning a BCMCS Flow for a multicast address/port the BCMCS Controller returns a BCMCS Flow Handle that the BSDA uses to reference the flow. 

A BCMCS Flow Handle references a unique BCMCS Flow provisioning on the BCMCS Controller and has a BCMCS Flow ID associated with it. 
Each BCMCS Flow Handle shall be in one of the three states described below. Reception of messages or events, such as moving past the StartTime or EndTime of a BCMCS Flow, shall trigger transitions betweens these states.

A BCMCS Flow Handle is defined to be active at a point in time if it is assigned to a BCMCS Flow provisioned with an end time in the future. When the end time of a provisioned BCMCS Flow is passed, the BCMCS Flow Handle shall be returned to the inactive state. Inactive BCMCS Flow Handles are available for assignment to a new BCMCS Flow provisioning. The BSDA may change the start and end times of a BCMCS Flow Handle. The BSDA may remove a provisioned BCMCWS Flow before scheduled end time. When a flow is removed, the BCMCS Flow Handle shall return to the Inactive state.
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Figure 14: BCMCS Flow Handle States

10.1.1.1 Inactive State

This is the initial state of BCMCS Flow Handle. The BCMCS Controller shall maintain a pool of BCMCS Flow Handles to facilitate provisioning of BCMCS Flows. When a BCMCS Flow is created by a successful AddFlowRequest, the BCMCS Flow Handle shall transition to the {Active, Idle} state.

10.1.1.1.1 {Active, Idle} State

In this state the resources for corresponding BCMCS Flow are provisioned at the BCMCS controller but the BCMCS Flow is not actively transmitted from BSDA. When a BCMCS Flow is removed by a successful RemoveFlowRequest, the BCMCS Flow Handle shall transition to the Inactive state and the BCMCS Flow shall be removed from the BCMCS Controller and BSDA. A successful or unsuccessful ModifyFlowRequest shall maintain the BCMCS Flow Handle in the {Active, Idle} state. If a successful ResetRequest requires the provisioned BCMCS Flow Handle to be removed, the BCMCS Flow Handle shall transition to the Inactive state. If the start time for BCMCS Flow is reached, then the BCMCS Flow Handle shall transition to the {Active, Busy} state.
10.1.1.2 {Active, Busy} State

In this state, the corresponding BCMCS Flow is actively transmitted. When a BCMCS Flow is removed by a successful RemoveFlowRequest, the BCMCS Flow Handle shall transition to the Inactive state. The provisioned BCMCS Flow is removed from the BCMCS Controller and BSDA. A successful or unsuccessful ModifyFlowRequest shall maintain the BCMCS Flow Handle in the {Active, Busy} state. If a successful ResetRequest requires the provisioned BCMCS Flow Handle to be removed, the BCMCS Flow Handle shall transition to the Inactive state. If the end time for the BCMCS Flow is reached, then the BCMCS Flow Handle shall transition to the Inactive state.
10.2 BSDA-BCMCS Control Protocol

The BSDA-BCMCS Control messages are sent over the TCP transport protocol. TCP port number [TBD] shall be used.
BSDA-BCMCS Control Protocol Messages

Table 7.2‑1 lists the BSDA-BCMCS Control Protocol message types.

Table 7.2‑1.  BSDA-BCMCS Control Protocol Message

	Message Type
	Description

	AddFlowRequest
	Sent by the BSDA to the BCMCS Controller to add one or more BCMCS Flows associated with one program.

	AddFlowResponse
	Sent by the BCMCS Controller to the BSDA with result of AddFlowRequest message.

	ModifyFlowRequest
	Sent by the BSDA to the BCMCS Controller to modify parameters of one or more provisioned BCMCS Flows.

	ModifyFlowResponse
	Sent by the BCMCS Controller to the BSDA with result of ModifyFlowRequest message.

	RemoveFlowRequest
	Sent by the BSDA to the BCMCS Controller to remove one or more BCMCS Flow(s).

	RemoveFlowResponse
	Sent by the BCMCS Controller to the BSDA with result of RemoveFlowRequest message.

	ResetRequest
	Sent by either BSDA or BCMCS Controller to synchronize the flow state.

	ResetResponse
	Sent by either BSDA or BCMCS Controller in response to the ResetRequest message.

	RefreshKeyRequest
	Sent by the BSDA to the BCMCS Controller to request the BAK related to one or more existing Flow Handles(s).

	RefreshKeyResponse
	Sent by the BCMCS Controller to the BSDA to provide the current and subsequent BAKs related to Flow Handle(s).

	BCASTTransmissionAreaRequest
	Sent by the BSDA to the BCMCS Controller to indicate the broadcast transmission area(s) related to one or more existing Flow Handles(s). 

	BCASTTransmissionAreaResponse
	Sent by the BCMCS Controller to the BSDA with result of BCASTTransmissionAreaRequest message.


10.2.1 BSDA-BCMCS Control Protocol Message Procedures
10.2.1.1 Add BCMCS Flow

The AddFlowRequest message is sent by the BSDA to the BCMCS Controller to request provisioning at the BCMCS Controller for one or more BCMCS Flows. 

The BCMCS Controller can accept or deny the request through the AddFlowResponse message.

10.2.1.1.1 BSDA Functional Requirements

The BSDA shall send an AddFlowRequest message to the BCMCS Controller to provision one or more BCMCS Flows associated with one program. The BSDA shall set StartTime greater than current time and EndTime later than StartTime.

The BSDA shall send an AddFlowRequest TRECV seconds
 in advance before the start of the flow(s).

The BSDA shall initiate sending content for a BCMCS Flow at the scheduled start time, if and only if the AddFlowRequest was successfully accepted by the BCMCS Controller.

10.2.1.1.2 BCMCS Controller Functional Requirements

If the AddFlowRequest is accepted, the BCMCS Controller shall allocate a BCMCSFlowHandle for each flow and send an AddFlowResponse message with the ReasonCode IE set to SUCCESS to the BSDA. 

If the AddFlowRequest is accepted but SDPParameters received in AddFlowRequest includes a multicast IP address/port that is already used by other BCMCS flow, the BCMCS Controller shall allocate a new multicast IP address/port associated with the flow and returns it in the MulticastFlowAddress_BCMCSFlowHandle IE to the BSDA with the ReasonCode IE set to SUCCESS. The BCMCS Controller is the central entity managing the multicast IP address/ports allocation to flows.
If the BCMCS Controller receives an AddFlowRequest with End Time earlier than Start Time for a particular flow, it shall reject that flow and shall set the ResultCode corresponding to that flow to INVALID_PARAMETER_VALUE and add the EndTime and StartTime IEIs (Information Element Identifiers, see Section 10.3.3.7), in the FailedParameter element for that flow.

If the BCMCS Controller receives an AddFlowRequest with parameters outside their defined range for a particular flow, it shall set the ResultCode corresponding to that flow to INVALID_PARAMETER_VALUE and add their IEIs in the FailedParameter element for that flow.

If the BCMCS Controller receives an AddFlowRequest with QoSParameter values for a particular flow that cannot be supported, it shall set the ResultCode corresponding to that flow to INVALID_PARAMETER_VALUE. The BCMCS Controller may include a supported QoSParameters for the corresponding flow and shall add the QoSParameter IEI (Information Element Identifier, see section 10.3.3.7) in the FailedParameter element for that flow in the AddFlowResponse message. 

If the BCMCS Controller receives an AddFlowRequest with End Time earlier than Start Time for a particular flow, it shall reject that flow and shall set the ResultCode corresponding to that flow to INVALID_PARAMETER_VALUE and add the EndTime and StartTime IEIs (Information Element Identifiers, see section 10.3.3.7 ) in the FailedParameter element for that flow.

10.2.1.2 Modify BCMCS Flow

The ModifyFlowRequest message is sent by the BSDA to the BCMCS Controller to modify start time, and/or end time of one or more BCMCS Flows provisioned through an AddFlowRequest message. Two types of modifications are allowed:

· Changing the start and/or end times. 
· Extending the end time of a BCMCS Flow(s) in progress.

10.2.1.2.1 BSDA Functional Requirements

The BSDA may send the ModifyFlowRequest message to the BCMCS Controller to change the start time, and/or end time of the flow(s) that have not started. 
The BSDA shall not send the ModifyFlowRequest message to change the start time of the flow(s) that have already started.
The BSDA may send the ModifyFlowRequest message to the BCMCS Controller to change the end time of the flow(s) that have started.

In a ModifyFlowRequest message, if both StartTime and EndTime parameters are included, the BSDA shall set the StartTime earlier than EndTime.

In a ModifyFlowRequest message, the BSDA shall include at least one of the StartTime or EndTime parameters. 
10.2.1.2.2 BCMCS Controller Functional Requirements

The BCMCS Controller shall send a ModifyFlowResponse message to a BSDA within Tresp milliseconds
 of receiving a ModifyFlowRequest message. The value of Tresp shall be set to TBD.

If the BCMCS Controller receives a ModifyFlowRequest message with one of the following condition:

· StartTime later than EndTime

· StartTime earlier than the current time and the StartTime is not equal to the original start time of the BCMCS Flow

The BCMCS Controller shall send the ModifyFlowResponse message with the ReasonCode IE set to INVALID_PARAMETER_VALUE and add the StartTime IE in the FailedParameter.

If the BCMCS Controller receives a ModifyFlowRequest message with a StartTime earlier than the current time and the Start Time is equal to the original start time of the BCMCS Flow, the BCMCS Controller shall regard the message to have a valid start time.

If the BCMCS Controller receives a ModifyFlowRequest message with an EndTime earlier than the current time, the CS shall send the ModifyFlowResponse message with the ReasonCode IE set to INVALID_PARAMETER_VALUE and add the EndTime IEI in the FailedParameter.

If the BCMCS Controller receives a ModifyFlowRequest message with a StartTime that cannot be supported due to resource limitations, the BCMCS Controller shall send the ModifyFlowResponse message with the ReasonCode IE set to RESOURCES_NOT_AVAILABLE and add the StartTime IEI in the FailedParameter.

If the BCMCS Controller receives a ModifyFlowRequest message with an EndTime that cannot be supported due to resource limitations the BCMCS Controller shall send the ModifyFlowResponse message with the ReasonCode IE set to RESOURCES_NOT_AVAILABLE and add the EndTime IEI in the FailedParameter.

If the BCMCS Controller indicates failure in the ModifyFlowResponse message then, the state and parameters associated with the BCMCSFlowHandle received in the ModifyFlowRequest shall remain the same as prior to the receipt of this message.

10.2.1.3 Remove BCMCS Flow

The RemoveFlowRequest message is sent by the BSDA to the BCMCS Controller to remove provisioned BCMCS Flow(s). The Active BCMCS Flows that are either Idle or Busy can be removed. The BCMCS Controller sends the RemoveFlowResponse message to the BSDA to indicate the result of the RemoveFlowRequest message.

10.2.1.3.1 BSDA Functional Requirements

The BSDA may send the RemoveFlowRequest message to the BCMCS Controller to remove one or more BCMCS flows.

10.2.1.3.2 BCMCS Controller Functional Requirements

The BCMCS Controller shall send a RemoveFlowResponse message to a BSDA within Tresp2 milliseconds of receiving a RemoveFlowRequest message.

If the BCMCS Controller accepts the RemoveFlowRequest message, the CS shall send the RemoveFlowResponse with the ReasonCode IE set to SUCCESS to the BCMCS Controller. The BCMCS Controller shall make the specified BCMCS Flow Handle inactive before sending the RemoveFlowResponse message. If the BCMCS Flow specified in the request is not in progress, then prior to sending the RemoveFlowResponse message, the BCMCS Controller shall release all state and resources associated with that flow.

If the BCMCS Controller receives a RemoveFlowRequest message including a BCMCS Flow Handle that is inactive, the BCMCS Controller shall return a RemoveFlowResponse message with the ResultCode set to INVALID_PARAMETER_VALUE for the corresponding BCMCS Flow Handle, and including the BCMCSFlowHandle IEI in the FailedParameter element.

10.2.1.4 State Synchronization

State Synchronization is achieved through the ResetRequest and ResetResponse messages.

The BSDA or BCMCS Controller may send a ResetRequest message to synchronize the state with its peer. The ResetRequest message shall contain zero or more BCMCS Flow Handles that indicate that the sender (X) has state information for zero or more BCMCS Flow reservations. Upon receipt of the ResetRequest message, the receiver (Y) shall compare the received list of flow handles with its own list and removes state for any flow handles that are not included within the received message.

Y shall acknowledge the receipt of the ResetRequest with the ResetResponse message including its own remaining list of active Flow Handles. Upon receipt of the ResetResponse, X shall compare the received list of flow handles with its own list and removes state for any flow handles that are not included within the received message. At the end of the transaction for the ResetRequest/ResetResponse, X and Y have state for the same BCMCS Flow Handles (which is the common subset of original BCMCS Flow Handles present in X and Y).

The events that trigger the re-synchronization process at both entities (BCMCS Controller, BSDA) are part of the local policy of BCMCS Controller and BSDA and not in the scope of the interface specification.

10.2.1.5 Refresh Keys

The RefreshKeyRequest message is sent by the BSDA to the BCMCS Controller to request the Broadcast Access Key(s) (BAK) for one or more provisioned BCMCS Flows before the expiration time of the BAK(s). 

The RefreshKeyResponse message is sent by the BCMCS Controller to the BSDA to provide the new BAK(s) for a provisioned BCMCS Flow(s). The BCMCS Controller sends the new BAK to be used for any given flow.
The BCMCS Controller can accept or deny the request through the RefreshKeyResponse message.

10.2.1.5.1 BSDA Functional Requirements

The BSDA shall send a RefreshKeyRequest message to the BCMCS Controller to request the new BAK for one or more provisioned BCMCS Flows, before the expiry time of the BAK is met.

10.2.1.5.2 BCMCS Controller Functional Requirements

If the BCMCS Controller receives a RefreshKeyRequest message including an {Active, Idle} or {Active, Busy} BCMCS Flow Handle, the BCMCS Controller shall return the RefreshKeyResponse message to provide the associated BAKs for requested Flow Handles, if the request is successful. The BCMCS Controller shall set the ResultCode corresponding to that Flow Handle to SUCCESS. 

If the BCMCS Controller receives a RefreshKeyRequest message with a BCMCSFlowHandle that is inactive, the BCMCS Controller shall return a RefreshKeyResponse message with the ResultCode corresponding to that flow set to INVALID_PARAMETER_VALUE, and including the BCMCSFlowHandle IEI in the FailedParameter element. 

The BCMCS Controller may send two BAKs – current BAK to be used and a subsequent BAK to be used after the current one expires, for any given flow.
If the BAKParameter IE is included in the RefreshKeyResponse, the BCMCS Controller should use TLS-PSK [see RFC 4279] as a secure channel between the BCMCS Controller and CS.
10.2.1.6 Broadcast Transmission Area 

The BCASTTransmissionAreaRequest message is sent by the BSDA to the BCMCS Controller to indicate the broadcast transmission areas associated with one or more Flow Handles .
The BCMCS Controller can accept or deny the request through the BCASTTransmissionAreaResponse message.

10.2.1.6.1 BSDA Functional Requirements

The BSDA shall send a BCASTTransmissionAreaRequest message to the BCMCS Controller to indicate the broadcast transmission areas associated with one or more Flow Handles, before the end time of the BCMCS flow.

10.2.1.6.2 BCMCS Controller Functional Requirements

The BCMCS Controller shall send a BCASTTransmissionAreaResponse message to the BSDA after receiving a BCASTTransmissionAreaRequest message. 

10.2.2 Message Format

A BSDA-BCMCS control message consists of two parts: a Header and a Body. The header has a fixed length and a common format across messages as shown in Table 7.2‑2.

Table 7.2‑2.  Common Header Format

	B.1 0
	B.2 1
	B.3 2
	B.4 3
	B.5 4
	B.6 5
	B.7 6
	B.8 7
	B.9 Octet

	Protocol Version = 01H
	1

	Message Type = < 01H - 0AH >
	2

	(MSB)
	Message Length = < 0 - FF FFH >
	3

	
	(LSB)
	4

	(MSB)
	Transaction ID  = < 0 - FF FFH >
	5

	
	(LSB)
	6

	(MSB)
	Timestamp
	7

	
	…

	
	(LSB)
	14


Protocol Version: This parameter indicates the version of the BSDA-BCMCS Control Protocol the sender is using and it shall be set to 01H.

Message Type: The Message Type parameter identifies the type of message. The possible values for the Message Type parameter are listed in Table 7.2‑3. Values 0H, 0BH – FFH are reserved.

Table 7.2‑3. Message Type Values

	Value
	Message Name

	01H
	AddFlowRequest

	02H
	AddFlowResponse

	03H
	ModifyFlowRequest

	04H
	ModifyFlowResponse

	05H
	RemoveFlowRequest

	06H
	RemoveFlowResponse

	07H
	ResetRequest

	08H
	ResetResponse

	09H
	RefreshKeyRequest

	0AH
	RefreshKeyResponse

	80H
	BCASTTransmissionAreaRequest

	81H
	BCASTTransmissionAreaResponse

	Other Values
	Reserved


Message Length: 16-bit unsigned integer value that indicates the length of the message including the header fields and the body.

Transaction ID: 16-bit unsigned integer value that uniquely identifies a BSDA-BCMCS Controller protocol transaction. This parameter is used by the sender to match a request with the corresponding response from the receiver. The sender increments this parameter by 1 for every new transaction with the receiver and the parameter wraps around at 65535 (FFFFH). The receiver copies the Transaction ID from the request into the response message.

Timestamp: 64-bit unsigned integer value in NTP format (specified in RFC 1305), indicating the time the message was created. The parameter is used to protect against replay attacks in conjunction with the mandatory presence of the AuthenticationExtension information element, which provides message authentication and integrity protection.

The body is of variable length and has Information Elements specific to each message type. The Information Elements are in TLV (Type, Length, and Value) format and can be Mandatory, Conditional, or Optional, as described in Table 7.2‑4.

Table 7.2‑4.  Definition of Mandatory, Conditional, Optional

	Information Element
	B.10 Description

	Mandatory (M)
	The Information Element is required for the message.

	Conditional (C)
	The Information Element is required in situations where a condition is met (the condition is given in the Description in the message definition).

	Optional (O)
	The Information Element is provided at the discretion of the implementation.


10.2.2.1 AddFlowRequest

The message format of the AddFlowRequest is described in Table 7.2-5.
Table 7.2‑5.  AddFlowRequest

	Information Element
	B.11 Reference
	B.12 M/C/O

	One occurrence of the following element:

	ContentProviderID
	See 10.3.3.14
	M

	ProgramName
	See 10.3.3.17
	M

	StartTime
	See 10.3.3.12
	M

	EndTime
	See 10.3.3.6
	M

	ContentTunnelProtocolOption
	See 10.3.3.4
	M

	L3TunnelSourceAddress
	See 10.3.3.9
	Ca

	        SDPParameters
	           See 10.3.3.15
	             M

	N (N=number of flows being added)  occurrences of the following element:

	QoSParameters
	See 10.3.3.13
	O

	One occurrence of the following element:

	AuthenticationExtension
	See 10.3.3.1
	M

	a Included only if ‘ContentTunnelProtocolOption’ = 0H (L3 Tunneling).



The feasible QoSParameters values depend on the characteristics of the content and the Wireless service Provider’s network. The BSDA requests an operating point for these parameters and the BCMCS Controller accepts the parameters if it is feasible. 

10.2.2.2 AddFlowResponse

The message format of the AddFlowResponse is described in Table 7.2-6. 
Table 7.2‑6.  AddFlowResponse

	Information Element
	B.13 Reference
	B.14 M/C/O

	One occurrence of the following element:

	L3TunnelDestinationAddress
	See 10.3.3.8
	Cc

	        SDPParameters
	           See 10.3.3.15
	          O

	DelayOffset
	See 10.3.3.5
	O

	N occurrences of the following elements:

	ResultCode
	See 10.3.3.11
	M

	MulticastFlowAddress_BCMCSFlowHandle
	See 10.3.3.10
	Ca

	QoSParameters
	See 10.3.3.13
	O

	FailedParameter
	See 10.3.3.7
	Cd

	One occurrence of the following element:

	AuthenticationExtension
	See 10.3.3.1
	M

	a  Included only if ‘ResultCode’ = SUCCESS (0H).

c  Included if ‘ResultCode’ = SUCCESS (0H) and ‘ContentTunnelProtocolOption’ = 0H (L3 Tunnel).
d Included if ‘ResultCode’ is set to one of the following values: UNSUPPORTED_PARAMETER, POORLY_FORMED_PARAMETER, INVALID_PARAMETER_VALUE and MISSING_PARAMETER


10.2.2.3 ModifyFlowRequest

The message format of the ModifyFlowRequest is described in Table 7.2-7.
Table 7.2‑7.  ModifyFlowRequest

	Information Element
	B.15 Reference
	B.16 M/C/O

	One occurrence of the following element:

	StartTime
	See 10.3.3.12
	Oa

	EndTime
	See 10.3.3.6
	Oa

	N occurrences of the following elements:

	BCMCSFlowHandle

	See 10.3.3.3
	M

	One occurrence of the following element:

	AuthenticationExtension
	See 10.3.3.1
	M


a At least one of the StartTime or EndTime shall be included.
10.2.2.4 ModifyFlowResponse

The message format of the ModifyFlowResponse is described in Table 7.2-8. 
Table 7.2‑8.  ModifyFlowResponse

	Information Element
	B.17 Reference
	B.18 M/C/O

	N occurrences (N=number of flows modified) of the following elements occurrences of the following elements:

	ResultCode
	See 10.3.3.11
	M

	FailedParameter
	See 10.3.3.7
	Ca

	One occurrence of the following element:

	AuthenticationExtension
	See 10.3.3.1
	M

	a Included if ‘ResultCode’ is set to one of the following values: UNSUPPORTED_PARAMETER, POORLY_FORMED_PARAMETER, INVALID_PARAMETER_VALUE and MISSING_PARAMETER


10.2.2.5 RemoveFlowRequest

The message format of the RemoveFlowRequest is described in Table 7.2-9.
Table 7.2‑9.  RemoveFlowRequest

	Information Element
	B.19 Reference
	B.20 M/C/O

	N occurrences (N=number of flows removed) of the following elements:

	BCMCSFlowHandle
	See 10.3.3.3
	M

	One occurrence of the following element:

	AuthenticationExtension
	See 10.3.3.1
	M


10.2.2.6 RemoveFlowResponse

The message format of the RemoveFlowResponse is described in Table 7.2-10.

Table 7.2‑10.  RemoveFlowResponse

	Information Element
	B.21 Reference
	B.22 M/C/O

	N occurrences of the following elements:

	ResultCode
	See 10.3.3.11
	M

	FailedParameter
	See 10.3.3.7
	Ca

	Num_Flows}

	One occurrence of the following element:

	AuthenticationExtension
	See 10.3.3.1
	M

	a
Included if ‘ResultCode’ is set to one of the following values: UNSUPPORTED_PARAMETER, POORLY_FORMED_PARAMETER, INVALID_PARAMETER_VALUE and MISSING_PARAMETER


10.2.2.7 RefreshKeyRequest

The message format of the RefreshKeyRequest is described in Table 7.2-11.

Table 7.2‑11.  RefreshKeyRequest

	Information Element
	B.23 Reference
	B.24 M/C/O

	N occurrences of the following elements:

	BCMCSFlowHandle
	See Section 10.3.3.3
	M

	One occurrence of the following element:

	AuthenticationExtension
	See 10.3.3.1
	M


10.2.2.8 RefreshKeyResponse

The message format of the RefreshKeyRequest is described in Table 7.2-12.
Note that the BCMCS Controller may choose to return both the current as well as the subsequent BAK for an associated flow.

Table 7.2‑12.  RefreshKeyResponse

	Information Element
	B.25 Reference
	B.26 M/C/O

	N occurrences of the following elements:

	ResultCode
	See 10.3.3.11
	M

	BAKParameter 
	See 10.3.3.2
	Ca

	FailedParameter
	See 10.3.3.7
	Cb

	One occurrence of the following element:

	AuthenticationExtension
	See 10.3.3.1
	M

	a
Included only if ‘ResultCode’ = SUCCESS (0H).

b
Included if ‘ResultCode’ is set to one of the following values: UNSUPPORTED_PARAMETER, POORLY_FORMED_PARAMETER, INVALID_PARAMETER_VALUE and MISSING_PARAMETER


10.2.2.9 BCASTTranmsissionAreaRequest

The message format of the BCASTTransmissionAreaRequest is described in Table 7.2-13.
Table 7.2‑13.  BCASTTransmissionAreaRequest

	Information Element
	B.27 Reference
	B.28 M/C/O

	Location Area
	See 10.3.3.16
	M

	N (N=number of flows being sent/stopped in the above specified Location Area) occurrences of the following elements:

	BCMCSFlowHandle
	See 10.3.3.3
	M

	One occurrence of the following element:

	AuthenticationExtension
	See 10.3.3.1
	M

	


10.2.2.10 BCASTTranmsissionAreaResponse

The message format of the BCASTTransmissionAreaResonse is described in Table 7.2-14.

Table 7.2‑14.  BCASTTransmissionAreaResponse

	Information Element
	B.29 Reference
	B.30 M/C/O

	ResultCode
	See 10.3.3.11
	Ca

	Location Area
	See 10.3.3.16
	O

	N (N=number of flows being sent/stopped in the above specified Location Area) occurrences of the following elements:

	BCMCSFlowHandle 
	See 10.3.3.3
	O

	

	One occurrence of the following element:

	AuthenticationExtension
	See 10.3.3.1
	M

	a   Included only if all request in Requests are successful and ‘ResultCode’ = SUCCESS (0H).




10.2.3 Information Elements

This section contains the coding and definition of the Information Elements (IEs) used in the messages defined in Section 7.2.3. 

The following table contains a list of all the information elements used on the BSDA-BCMCS control protocol. The table is sorted by the Information Element Identifier (IEI) coding which distinguishes one information element from another. The table also includes a reference to the section where the element coding can be found.

Table 7.2‑15.  Information Element Identifiers

	Element Name
	B.31 Identifier (IEI)
	B.32 Section Reference

	ResultCode
	01H
	10.3.3.11

	MulticastFlowAddress_ BCMCSFlowHandle
	02H
	10.3.3.10

	StartTime
	03H
	10.3.3.12

	EndTime
	04H
	10.3.3.6

	ContentProviderID
	05H
	10.3.3.14

	ContentTunnelProtocolOption
	06H
	10.3.3.4

	L3TunnelSourceAddress
	07H
	10.3.3.9

	BCMCSFlowHandle
	08H
	10.3.3.3

	L3TunnelDestinationAddress
	09H
	10.3.3.8

	DelayOffset
	0AH
	10.3.3.5

	FailedParameter
	0BH
	10.3.3.7

	AuthenticationExtension
	0CH
	10.3.3.1

	BAKParameters
	0DH
	10.3.3.2

	SDPParameters
	0EH
	10.3.3.15

	QoSParameters
	0FH
	10.3.3.13

	Location Area
	80H
	10.3.3.16

	ProgramName
	81H
	10.3.3.17

	All other values are reserved.


The rest of this section presents the definition of the BSDA-BCMCS Control Protocol information elements.

10.2.3.1 AuthenticationExtension

The Authentication Extension shall be included in all BSDA-BCMCS Control Protocol messages. This Authentication Extension information element marks the end of the authenticated data in the BSDA-BCMCS Control Protocol messages. The structure of the extension is as shown in Table 7.2‑16.

Table 7.2‑16.  AuthenticationExtension

	B.33 0
	B.34 1
	B.35 2
	B.36 3
	B.37 4
	B.38 5
	B.39 6
	B.40 7
	B.41 Octet

	Information Element Identifier (Type) = 0CH
	1

	Length = < 0 - FFH >
	2

	(MSB)
	SPI 
	3

	
	4

	
	5

	
	(LSB)
	6

	(MSB)
	Authentication Data
	7

	
	…

	
	(LSB)
	Variable


IEI: Information Element Identifier. It shall be set to 0CH.

Length: This field indicates the number of octets in this including IEI and Length fields. This field is set to 6 plus the number of bytes in the authenticator. 

SPI: This four octet field is set to the Security Parameter Index as specified in RFC3344.

Authentication Data: For message authentication, the Authenticator field is calculated over TCP payload data except for Authenticator field, as specified in section 3.5.1 of [RFC 3344]. 

10.2.3.2 BAKParamers

The BCMCS Controller sends the BAK, BAK_ID, and BAK_Expire field to the BSDA (in the given order)
Table 7.2‑17 BAKParameters

	B.42 0
	B.43 1
	B.44 2
	B.45 3
	B.46 4
	B.47 5
	B.48 6
	B.49 7
	B.50 Octet

	Information Element Identifier (Type) = 0DH
	1

	Length
	2

	(MSB)
	Identifier Type
	3

	Identifier
	N

	(MSB)
	Reserved
	BAK_ID
	N+1

	
	N+2

	BAK
	…

	
	N+17

	
	N+18

	BAK_Expire
	…

	
	N+21


IEI: Information Element Identifier. It shall be set to 0DH.

Length: This field indicates the number of octets in this element including IEI and Length fields.
Identifier Type: This field shall be set to 00H if the Identifier field contains the BCMCSFlowHandler value. This filed shall be set to 04H if the Identifier field contains IPv4 Multicast Address and Port number. This filed shall be set to 06H if the Identifier field contains IPv6 Multicast Address and Port number. Other values are reserved. The sender shall set this field to 00H if the BCMCSFlowHandler is available.

Identifier: This field shall be set to the BCMCSFlowHandler value (4 octets) if the Identifier type field is set to 00H. This filed shall be set to IPv4 Multicast Address and Port number as defined in figure x if the Identifier field is set to 04H. This filed shall be set to IPv6 Multicast Address and Port number as defined in Table 10-18 if the Identifier field is set to 04H.
Table 7.2‑18
Field format for Port number and IP address

	B.51 0
	B.52 1
	B.53 2
	B.54 3
	B.55 4
	B.56 5
	B.57 6
	B.58 7
	B.59 Octet

	(MSB)
	Port Number = < C0 00H - C0 07H>
	1

	
	(LSB)
	2

	(MSB)
	IP Address (IPv4 or IPv6)
	3

	
	…

	
	(LSB)
	6 or 18


BAK_ID: BAK identifier. A sequence number that identifies which value of BAK is currently valid for a particular BCMCS Multicast IP Flow; that is, the BAK is identified by the combination of a BCMCS_FLOW_ID and BAK_ID. For a particular BAK, the corresponding value of BAK_ID is the same for all users. 


BAK 128-bit Broadcast Access Key: Provides access to one or more multicast IP flows of a particular set of BCMCS programs for a certain amount of time (for example, one day, week or month). Each encrypted set of BCMCS programs have a different BAK value. 

BAK_Expiry: Indicates when the BAK will expire. This field shall be encoded using an unsigned integer and contain the number of seconds since January 1, 1970 00:00 UTC.
10.2.3.3 BCMCSFlowHandle

The BCMCS Flow Handle references a unique BCMCS Flow reservation.

Table 7.2‑19.  BCMCSFlowHandle

	B.60 0
	B.61 1
	B.62 2
	B.63 3
	B.64 4
	B.65 5
	B.66 6
	B.67 7
	B.68 Octet

	Information Element Identifier (Type) = 08H
	1

	Length = 06H
	2

	(MSB)
	Value = < 0 - FF FF FF FFH >
	3

	
	4

	
	5

	
	(LSB)
	6


IEI: Information Element Identifier. It shall be set to 08H.

Length: This field indicates the number of octets in this element including IEI and Length fields. This field shall be set to 6.

Value: 32-bit unsigned integer value indicating the BCMCS Flow Handle. 

10.2.3.4 ContentTunnelProtocolOption

The ContentTunnelProtocolOption indicates what bearer protocol is used between BSDA and BCMCS CS to transport content for the BCMCS Flow being added.

Table 7.2‑20.  ContentTunnelProtocolOption

	B.69 0
	B.70 1
	B.71 2
	B.72 3
	B.73 4
	B.74 5
	B.75 6
	B.76 7
	B.77 Octet

	Information Element Identifier (Type) = 06H
	1

	Length = 03H
	2

	Value = < 00H-FFH >
	3


IEI: Information Element Identifier. It shall be set to 06H.

Length: This field indicates the number of octets in this element including IEI and Length fields. This field shall be set to 3.
Value: This 8-bit enumerated value identifies the type of bearer transport protocol used between the BSDA and BCMCS Controller. The supported ‘ContentTunnelProtocolOption’ values are listed below:
Table 7.2‑18.  ContentTunnelProtocolOption Values

	B.78 Value
	Content Transport Protocol

	00H
	L3 Tunnel

	01H-FFH
	Reserved


10.2.3.5 DelayOffset

This information element indicates that the BSDA shall start transmission of content for the BCMCS Flow at (StartTime – DelayOffset). This is to compensate for processing and transmission delays on the BSDA-BCMCS CS link.

Table 7.2‑22.  DelayOffset

	B.79 0
	B.80 1
	B.81 2
	B.82 3
	B.83 4
	B.84 5
	B.85 6
	B.86 7
	B.87 Octet

	Information Element Identifier (Type) = 0AH
	1

	Length = 04H
	2

	(MSB)
	Value = < 0 - FF FFH >
	3

	
	(LSB)
	4


IEI: Information Element Identifier. It shall be set to 0AH.

Length: This field indicates the number of octets in this element including IEI and Length fields. This field shall be set to 4.

Value: 16-bit unsigned integer value indicating time in milliseconds.

10.2.3.6 EndTime

This parameter indicates the end time of a BCMCS Flow.

Table 7.2‑23.  EndTime

	B.88 0
	B.89 1
	B.90 2
	B.91 3
	B.92 4
	B.93 5
	B.94 6
	B.95 7
	B.96 Octet

	Information Element Identifier (Type) = 04H
	1

	Length = 0AH
	2

	(MSB)
	Value = < 0 - FF FF FF FF FF FF FF FFH >
	3

	
	…

	
	(LSB)
	10


IEI: Information Element Identifier. It shall be set to 04H.

Length: This field indicates the number of octets in this element including IEI and Length fields. This field shall be set to 0A.

Value: 64-bit unsigned integer value in NTP format, as specified in [RFC 1305].

10.2.3.7 FailedParameter

This information element is included in response messages that have the ResultCode set to one of the following values: UNSUPPORTED_PARAMETER, POORLY_FORMED_PARAMETER, INVALID_PARAMETER_VALUE, and MISSING_PARAMETER.

Table 7.2‑24.  FailedParameter

	B.97 0
	B.98 1
	B.99 2
	B.100 3
	B.101 4
	B.102 5
	B.103 6
	B.104 7
	B.105 Octet

	Information Element Identifier (Type) = 0BH
	1

	Length = <variable>
	2

	Number of Failed IEIs
	3

	Number of Failed IEIs occurrences of the following field:

	Identifier Type
	4

	Identifier
	Variable N

	Failed Information Element Identifier
	N+1


IEI: Information Element Identifier. It shall be set to 0BH.

Length: This field shall be set the number of Failed Information Element Identifiers in this element plus 2.
Number of FaildIEIs: This field shall be set number of Faild IEIs in this IE
Identifier Type: This field shall be set to 00H if the Identifier field contains the BCMCSFlowHandler value. This filed shall be set to 04H if the Identifier field contains IPv4 Multicast Address and Port number. This filed shall be set to 06H if the Identifier field contains IPv6 Multicast Address and Port number. The sender shall set this field to 00H if the BCMCSFlowHandler is available.
Identifier: This field shall be set to the BCMCSFlowHandler value (4 octets) associated with the FaildParametrs if the Identifier Type field is set to 00H. This filed shall be set to IPv4 Multicast Address and Port number as defined in Table 7.2-18 if the Identifier field is set to 04H. This filed shall be set to IPv6 Multicast Address and Port number as defined in figure x if the Identifier field is set to 04H.

Failed Information Element Identifier: This field contains a Failed Information Element Identifier.

10.2.3.8 L3TunnelDestinationAddress

This information element specifies the IP address of the BCMCS CS entity that is the destination endpoint of the L3 tunnel for a BCMCS Flow.

Table 7.2‑25.  L3TunnelDestinationAddress

	B.106 0
	B.107 1
	B.108 2
	B.109 3
	B.110 4
	B.111 5
	B.112 6
	B.113 7
	B.114 Octet

	Information Element Identifier (Type) = 09H
	1

	Length = < 07H, 13H >
	2

	IPVersion = < 04H, 06H >
	3

	(MSB)
	IPAddress
	4

	
	…

	
	(LSB)
	7 or 19


IEI: Information Element Identifier. It shall be set to 09H.
Length: This field indicates the number of octets in this element including IEI and Length fields. It shall be set to 07H if the ‘IP Version’ field is set to 04H, or 13H if the ‘IP Version’ field is set to 06H.

IP Version: This parameter indicates the version of the IP protocol used as a Delivery Protocol for L3 Tunnelling. The supported ‘IP Version’ values are listed below:

Table 7.2‑26.  IP Version Values

	B.115 Value
	B.116 IP Version

	04H
	IPv4

	06H
	IPv6


IP Address: 32-bit IPv4, or 128-bit IPv6 address, depending on the value of the ‘IP Version’ field.

10.2.3.9 L3TunnelSourceAddress

This information element specifies the IP address of the BSDA entity that is the source endpoint of the L3 tunnel for a BCMCS Flow.

Table 7.2‑27.  L3TunnelSourceAddress

	B.117 0
	B.118 1
	B.119 2
	B.120 3
	B.121 4
	B.122 5
	B.123 6
	B.124 7
	B.125 Octet

	Information Element Identifier (Type) = 07H
	1

	Length = < 07H, 13H >
	2

	IP Version = < 04H, 06H >
	3

	(MSB)
	IP Address
	4

	
	…

	
	(LSB)
	7 or 19


IEI: Information Element Identifier. It shall be set to 07H.
Length: This field indicates the number of octets in this element including IEI and Length fields. It is set to 07H if the ‘IP Version’ field is set to 04H, or 13H if the ‘IP Version’ field is set to 06H.

IP Version: This parameter indicates the version of the IP protocol used as a Delivery Protocol for L3. The supported ‘IP Version’ values are listed as Table 10-26.

IP Address: 32-bit IPv4, or 128-bit IPv6 address, depending on the value of the ‘IP Version’ field.

10.2.3.10 MulticastFlowAddress_ BCMCSFlowHandle
This Information Element specifies the IP multicast address and port and BCMCS FLOW Handle on which the BCMCS Flow is sent.

Table 7.2‑19.  MulticastFlowAddress

	B.126 0
	B.127 1
	B.128 2
	B.129 3
	B.130 4
	B.131 5
	B.132 6
	B.133 7
	B.134 Octet

	Information Element Identifier (Type) = 02H
	1

	Length = < 0DH, 19H >
	2

	(MSB)
	Port Number = < C0 00H - C0 07H>
	3

	
	(LSB)
	4

	IP Version = < 04H, 06H >
	5

	(MSB)
	IP Address
	6

	
	…

	
	(LSB)
	9 or 21

	(MSB)
	
	10 or 22

	BCMCSFlowHandle
	11 or 23

	
	12 or 24

	
	(LSB)
	13 or 25


IEI: Information Element Identifier. It shall be set to 02H.

Length: This field indicates the number of octets in this element including IEI and Length fields. It is set to 13H if the ‘IP Version’ field is set to 04H, or 25H if the ‘IP Version’ field is set to 06H.

Port Number: 32-bit port number. The range of permissible values is from 49152 (C000H) to 49159 (C007H). 

IP Version: This parameter indicates the version of the IP protocol used as a Delivery Protocol for L3 Tunneling. The supported ‘IP Version’ values are listed as Table 10-26.

IP Address: 32-bit IPv4, or 128-bit IPv6 address, depending on the value of the ‘IP Version’ field.

BCMCSFlowHandle: 32-bit unsigned integer value indicating the BCMCS Flow Handle.

10.2.3.11 ResultCode

This information element is used to indicate the reason for occurrence of a particular event.

Table 7.2‑29.  ResultCode

	B.135 0
	B.136 1
	B.137 2
	B.138 3
	B.139 4
	B.140 5
	B.141 6
	B.142 7
	B.143 Octet

	Information Element Identifier (Type) = 01H
	1

	Length 
	2

	Identifier Type
	3

	Identifier
	Variable N

	Value = < 0 - FFH >
	N+1


IEI: Information Element Identifier. It shall be set to 01H.

Length: This field indicates the number of octets in this element including IEI and Length fields.

Identifier Type: This field shall be set to 00H if the Identifier field contains the BCMCSFlowHandler value. This filed shall be set to 04H if the Identifier field contains IPv4 Multicast Address and Port number. This filed shall be set to 06H if the Identifier field contains IPv6 Multicast Address and Port number. The sender shall set this field to 00H if the BCMCSFlowHandler is available.
Identifier: This field shall be set to the BCMCSFlowHandler value (4 octets) associated with the ReasonCode if the Identifier type field is set to 00H. This filed shall be set to IPv4 Multicast Address and Port number as defined in Table 10-18 if the Identifier field is set to 04H. This filed shall be set to IPv6 Multicast Address and Port number as defined in figure x if the Identifier field is set to 04H.
Value: 8-bit unsigned integer value indicating the processing result of a message request. 

Table 7.2‑30.  ResultCode Values

	Value
	Mnemonic
	Description

	00H
	SUCCESS
	The Request was successfully completed

	01H
	RESOURCES_NOT_AVAILABLE
	Resources are not available at the time of the request.

	02H
	UNSUPPORTED_VERSION
	This error is returned when a request was received, whose version number is unsupported.

	03H
	UNSUPPORTED_REQUEST
	This error is returned when a request contained a Message Type that the receiver did not recognize or support.

	04H
	POORLY_FORMED_REQUEST
	This error is returned when the received message is poorly formed. The message length is not valid.

	05H
	TIMESTAMP_MISMATCH
	This error is sent when the received timestamp value is more than REPLAY_OFFSET seconds away from the receiver’s local time. In this scenario, the receiver copies only the low-order 32 bits of the timestamp into the response, and supplies the high-order 32 bits from its own time of day.

	06H
	AUTHENTICATION_FAILURE
	This error is sent when message authentication failed at the receiver.

	07H
	UNSUPPORTED_PARAMETER
	The peer received a message that contained a parameter that is not recognized or supported. A message with this error MUST contain a FailedParameter element containing the IEI(s) of the one or more IEIs that caused the failure.

	08H
	INVALID_PARAMETER_VALUE
	The request contained an IE with an invalid value in its data portion. A message indicating this error MUST include the offending IEs within a FailedParameter element.

	09H
	MISSING_PARAMETER
	The request did not contain a parameter that is required by the message definition. A FailedParameter should be included in the response containing the missing IEIs.

	0AH
	UNABLE_TO_COMPLY
	This error is returned when a request is rejected for unspecified reasons.

	0BH
	INVALID_MULTICAST_ADDR_VALUE
	The AddFlowRequest message contained a value of the multicast IP address that is already assigned to another flow by the BCMCS Controller

	0CH
	FAILURE_FOR_UNKNOWN_REASON
	The Request was failure due to unknown reason.

	All other values are reserved.


10.2.3.12 StartTime

This information element indicates the start time of a BCMCS Flow.

Table 7.2‑31.  StartTime

	B.144 0
	B.145 1
	B.146 2
	B.147 3
	B.148 4
	B.149 5
	B.150 6
	B.151 7
	B.152 Octet

	Information Element Identifier (Type) = 03H
	1

	Length = 0AH
	2

	(MSB)
	Value = < 0 - FF FF FF FF FF FF FF FFH >
	3

	
	…

	
	(LSB)
	10


IEI: Information Element Identifier. It shall be set to 03H.

Length: This field indicates the number of octets in this element including IEI and Length fields. It shall be set to 0AH.

Value: 64-bit unsigned integer value in NTP format, as specified in RFC 1305.

10.2.3.13 QoSParameters

This information parameter indicates the QoS of BCMCS Flows.

Table 7.2‑32.  QoSParameters

	B.153 0
	B.154 1
	B.155 2
	B.156 3
	B.157 4
	B.158 5
	B.159 6
	B.160 7
	B.161 Octet

	Information Element Identifier (Type) = 0FH
	1

	Length = <variable>
	2

	Identifier Type
	3

	Identifier
	Variable N

	Number of Flow Profile IDs
	N+1

	(MSB)
	Flow Profile ID
	N+2

	Flow Profile ID
	N+3


IEI: Information Element Identifier. It shall be set to 0FH.

Length: This field indicates the number of octets in this element including IEI and Length fields.

Identifier Type: This field shall be set to 00H if the Identifier field contains the BCMCSFlowHandler value. This filed shall be set to 04H if the Identifier field contains IPv4 Multicast Address and Port number. This filed shall be set to 06H if the Identifier field contains IPv6 Multicast Address and Port number. The sender shall set this field to 00H if the BCMCSFlowHandler is available.
Identifier: This field shall be set to the BCMCSFlowHandler value (4 octets) associated with the Flow Profile ID if the Identifier type field is set to 00H. This filed shall be set to IPv4 Multicast Address and Port number as defined in figure 8-5 if the Identifier field is set to 04H. This filed shall be set to IPv6 Multicast Address and Port number as defined in figure x if the Identifier field is set to 04H.

Number of Flow Profile IDs: This field indicates the number of Flow Profile IDs contained in this IE. This field shall be set to 1 for the CS-BCMCS Control Protocol revision 1.
Flow Profile ID:
One Flow Profile ID is 16 bits length. This field shall be set according to the QoS requirements for a flow. Flow Profile ID can be found in [3GPP2 C.R1001-E].
10.2.3.14 ContentProviderID

This information element indicates the content provider ID of BCMCS Flows.

Table 7.2‑33.  ContentProviderID

	B.162 0
	B.163 1
	B.164 2
	B.165 3
	B.166 4
	B.167 5
	B.168 6
	B.169 7
	B.170 Octet

	Information Element Identifier (Type) = 05H
	1

	Length 
	2

	Character Set = <00H-02H>
	3

	(MSB)
	ContentProviderID
	4

	
	…

	
	(LSB)
	N


IEI: Information Element Identifier. It shall be set to 05H.

Length: This field indicates the number of octets in this element including IEI and Length fields. . 

Character Set: This field indicates the character set encoding type used for the following Content Provider ID field.

Table 7.2‑34 CharacterSetValues
	B.171 Value
	Character Set

	00H
	ASCII-8

	01H
	UTF-8

	02H
	Unicode


ContentProviderID: Contains the identification (name) of the Content Provider that is the source of the content.
10.2.3.15 SDPParameters

This parameter indicates the SDP for one or more BCMCS Flows associated with one program.

Table 7.2‑35.  SDPParameters

	B.172 0
	B.173 1
	B.174 2
	B.175 3
	B.176 4
	B.177 5
	B.178 6
	B.179 7
	B.180 Octet

	Information Element Identifier (Type) = 0EH
	1

	Length = <variable>
	2

	(MSB)
	SDP
	3

	…
	..

	SDP
	(LSB)
	N


IEI: Information Element Identifier. It shall be set to 0EH.

Length: This field indicates the number of octets in this element ncluding IEI and Length fields.
SDP: This field shall contain the application information using the format specified in [RFC 2327].
10.2.3.16 Location Area

This information element indicates the location of BCMCS Flows.

Table 7.2‑36.  Location Area

	B.181 0
	B.182 1
	B.183 2
	B.184 3
	B.185 4
	B.186 5
	B.187 6
	B.188 7
	B.189 Octet

	Information Element Identifier (Type) = 80H
	1

	Length = <variable>
	2

	B.190 P
	B.191 C
	B.192 S
	B.193 N
	B.194 PZ
	B.195 SN
	B.196 CE
	B.197 Resd
	B.198 3

	(MSB)
	Country Code
	4

	Country Code
	5

	SID
	6

	SID
	7

	NID
	8

	NID
	9

	PZID
	10

	PZID
	11

	Subnet ID
	12

	Subnet ID
	13

	Cell ID
	14

	Cell ID
	(LSB)
	15


IEI: Information Element Identifier. It shall be set to 80H.

Length: This field indicates the number of octets in this element including IEI and Length fields.

P (polarity): Indication of whether the associated location area is intended for positive or negative transmission.

If Polarity = 1, this indicates the associated flow is intended for transmission within the corresponding location area.

If Polarity = 0, this indicates the associated flow is not intended for transmission within the corresponding location area.

C: Indicates whether Country Code is present or not. 

If C = 1, this indicates the Country Code is present.

If C = 0, this indicates the Country Code is not present.

S: Indicates whether SID is present or not. 

If S = 1, this indicates the SID is present.

If S=0, this indicates the SID is not present.

N: Indicates whether NID is present or not. 

If N = 1, this indicates the NID is present.

If N=0, this indicates the NID is not present.

PZ: Indicates whether PZID is present or not. 

If PZ = 1, this indicates the PZID is present.

If PZ=0, this indicates the PZID is not present.

SN: Indicates whether Subnet ID is present or not. 

If SN = 1, this indicates the Subnet ID is present.

If SN=0, this indicates the Subnet ID is not present.

CE: Indicates whether Cell ID is present or not. 

If CE = 1, this indicates the Cell ID is present.

If CE=0, this indicates the Cell ID is not present.
Country Code: If C bit is set to ‘1’, this field shall be set to the Country Code, binary coding for 1-3 digits, as specified in [OMA MLP].

SID:  If S bit is set to ‘1’, this field shall be set to the System ID as specified in C.S0005-D.
NID: If N bit is set to ‘1’, this field shall be set to the Network ID as specified in C.S0005-D.
PZID:  If PZ bot is set to ‘1’, this field shall be set to the Packet Zone ID as specified in C.S0005-D.
Subnet ID: If SN bit is set to ‘1’, this field shall be set to the Subnet ID as specified in C.S0024-A.
Cell ID: If CE bit is set to ‘1’, this field shall be set to the Sector ID as specified in C.S0024-A or BASE_ID as specified in C.S0005-D.
10.2.3.17 ProgramName

This information element indicates the Program Name of BCMCS Flows.

Table 7.2‑37.  ProgramName

	B.199 0
	B.200 1
	B.201 2
	B.202 3
	B.203 4
	B.204 5
	B.205 6
	B.206 7
	B.207 Octet

	Information Element Identifier (Type) = 81H
	1

	Length 
	2

	Character Set = <00H-02H>
	3

	(MSB)
	Program Name
	4

	
	…

	
	(LSB)
	N


IEI: Information Element Identifier. It shall be set to 81H.

Length: This field indicates the number of octets in this element including IEI and Length fields. . 

Character Set: This field indicates the character set encoding type used for the following Program Name field.

Table 7.2‑39 CharacterSetValues
	B.208 Value
	Character Set

	00H
	ASCII-8

	01H
	UTF-8

	02H
	Unicode


Program Name: Contains the name of the BCMCS program.
10.3 Call Flows
10.3.1 Add New Flow(s)

The AddFlowRequest message is sent by the BSDA to the BCMCS Controller to request resource reservations at the BCMCS Controller for BCMCS Flow(s). The content is sent to the BCMCS CS using BSDA-BCMCS Bearer Protocol. A successful AddFlowRequest scenario is shown in figure below.
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Figure 15: Successful Add Flow Scenario

The BSDA is provisioned with a list of BCMCS Control Entities. When the BSDA needs to create new BCMCS Flow(s) it uses BSDA-BCMCS Control Protocol.

a) BSDA sends an AddFlowRequest message defining parameters of the BCMCS Flow(s), such as schedule, QoS parameters, etc.

b) BCMCS Controller sends an AddFlowResponse message accepting the BCMCS Flow reservation. The BCMCS Controller includes the BCMCS Flow Handle(s) that the BSDA can use to reference this BCMCS Flow reservation.

c) The BSDA starts sending the content for the BCMCS Flow(s) at the start time of the BCMCS Flow(s) to the MR (if the content tunnel protocol being used is IP multicast) or the BCMCS CS (if the content tunnel protocol being used is L3 Tunnelling).

Modify Existing Flow(s)

The ModifyFlowRequest message is sent by the BSDA to the BCMCS Controller to modify start and end times, source IP address parameters etc. of BCMCS Flow(s) that was initially created through an AddFlowRequest message. 

The use of the ModifyFlowRequest message to successfully extend the end time of a BCMCS Flow in progress is illustrated in figure below.
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Figure 16: Successful Modify Flow Scenario

a) There is an existing BCMCS Flow for which the BSDA is sending content IP datagrams to the CS.

b) The BSDA sends a ModifyFlowRequest message to the BCMCS Controller with the new end time for the BCMCS Flow Identified by BCMCS Flow Handle.

c) The BCMCS Controller sends a ModifyFlowResponse message to indicate that the ModifyFlowRequest was successful.

The BSDA may change parameters such as start time, end time and/or source IP address using the ModifyFlow message. However, certain changes in BCMCS Flow configuration can only be accomplished through removing a BCMCS Flow and adding a new BCMCS Flow with the new parameters.
Remove Existing Flow(s)

The RemoveFlowRequest message is sent by the BSDA to the BCMCS Controller to remove the reservation for an existing BCMCS Flow. The successful removal of a BCMCS Flow in progress is illustrated in the figure below.
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Figure 17: Successful Remove Flow Scenario

a) The BSDA is sending content to the BCMCS CS on an existing BCMCS Flow Identified by a BCMCS Flow Handle.

b) The BSDA sends a RemoveFlowRequest message that specifies the BCMCS Flow Handle to the BCMCS Controller. There is internal messaging between the BCMCS Controller and BCMCS CS that is out of scope of this document. The BCMCS CS stops processing content for the BCMCS Flow identified in RemoveFlowRequest message.

c) The BCMCS Controller sends a RemoveFlowResponse message to the BSDA indicating successful removal of the BCMCS Flow.


10.4 

11. Location based broadcast

Location based broadcasting in OMA BCAST are based on two types or parameters: one set relying on OMA MLP and another set relying on Cell-ID provided by underlying network. In the case of MLP, some minor adaptation may be needed as described in this chapter.

11.1 Packet switched CDMA networks

The [3GPP2 X.S0024] defines IP-Based Location and specifies the use of OMA MLP as optional mechanism for defining the target area and shape and does not mention any other mechanism for achieving it.

If the BCMCS terminal supporting OMA BCAST Services supports X.S0024, it SHALL support the MLP based parameters as defined in OMA Service Guide for location based broadcast.

The BCMCS terminal SHALL support the Cell_ID and Cell_Group_ID parameters on Service Guide for location based broadcasting if it does not support X.S0024 and it MAY support the Cell_ID and Cell_Group_ID parameters if it supports X.S0024.

11.2 Circuit switched CDMA networks

The [3GPP2 X.S0002] defines the Location Services Authentication/Privacy/Security and Enhancements. This specification uses shape and horizontal velocity to define the concept of target area. The MLP derived parameters such as country code and geopolitical are defined by OMA Service Guide are information signaling for network management as zip code since X.S0002 does not support MLP.

The BCMCS terminal SHALL support the Cell_ID and Cell_Group_ID parameters on Service Guide for location based broadcasting if it does not support X.SP0002 and it MAY support the Cell_ID and Cell_Group_ID parameters if it supports X.SP0002.

If the BCMCS terminal supporting OMA BCAST Services supports X.S0002 parameters, it SHALL support following Service Guide mapping scheme in the table below for location based broadcasting.

	Name
	Mapped to:

Name (in 3gpp2)
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	broadcast_area
	broadcast_area_3gpp2
	E1
	O
	0..1
	Broadcast area to include location information for BCAST
Sub-elements:

target_area
hor_acc


	

	target_area
	target_area_3gpp2
	E2
	O
	0..N
	The target area to distribute (Position information as specified in the [3GPP2 X.S0002] with modifications)

Sub-elements:
Shape
cc 
name_area 
zip_code
	

	Shape
	Shape_3gpp2
	E3
	O
	0..1
	Shapes used to represent a geographic area that describes (as specified in the [3GPP2 X.S0002])
	See 
[3GPP2 X.S0002]

	Cc
	Cc_BCMCS_3gpp2
	E3
	O
	0..1
	Country code, 1-3 digits e.g. 355 for Albania (as an area as specified in the [OMA MLP] and implemented as an area as defined in the [3GPP2 X.S0002]))
	See 
[OMA MLP] and [3GPP2 X.S0002]

	name_area
	name_area_3gpp2
	E3
	O
	0..1
	Geopolitical name of area such as ‘Seoul’ (as specified in the [OMA MLP] and implemented as an area as defined in the [3GPP2 X.S0002]) 
	See 
[OMA MLP] and [3GPP2 X.S0002]

	zip_code
	zip_code_3gpp2
	E3
	O
	0..1
	Zip code (implemented as an area as defined in the [3GPP2 X.S0002])
	Integer

	hor_acc
	hor_acc_3gpp2
	E2
	O
	0..N
	Horizontal accuracy in meters (as specified in the [OMA MLP] and implemented as as defined in the [3GPP2 X.S0002)
	See 
[OMA MLP] and [3GPP2 X.S0002]
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF
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� These four types are i) interactive retrieval of the SG, ii) intractive retrieval of additional information related to the SG fragments, iii) service interaction, and iv) interactive delivery of broadcast services. 


� The value of TRECV is an impletementation specific value or configurable by the operator


� The value of Tresp shall be set to implementation specific





� The BSDA chooses BCMCSFlowHandle(s) associated with one BCMCS program.
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Figure 2: OMA BCAST Services Delivered as Separate BCMCS Programs
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