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1 Reason for Change

Comment DX-040 says " Text on recording refers to re-encryption with a single key but does not mention the use of adapted PDCF with ISMACryp." (section 7.4.2)
This CR proposes a resolution for the comment adding the relevant text to the XBS document.
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

Change 1:  Add details on adapted PDCF for BCAST terminals and the reference to SPCP and section 12.
7.4 Save Permission

The normative statements in this section 7.4 only apply to the concept of creating super-distributable OMA assets containing a recording of broadcast content, that is suitable for standard OMA DRM v2 devices.
Note: for BCAST terminals with the DRM Profile, recording broadcast content protected using ISMACryp the adapted PDCF described in section [Editor: please add link to section 12] MAY be used to record the content directly, together with the STKM key stream, without decryption and local re-encryption. Note that this is not suitable for standard OMA DRM v2 devices, only for BCAST terminals. For further details see the recording section in [BCAST10-ServContProt].
A rights issuer can allow a device to make super-distributable recordings of a broadcast asset by including a save permission in a GRO for that asset. The save permission explicitly allows creating new assets containing a rendering of the broadcast content in permanent storage. The device MUST also have access permission for that broadcast asset in order to create this permanent copy. 

The super-distributable recorded assets MUST be in a DCF or PDCF format, and are super-distributable to other devices. The recording device MUST create a new CommonHeaders box for use in each new asset file. The ContentID and RightsIssuerURL are generated from information that is retrieved from the service guide, and the secure DRM time of the device.

If the device does not support secure DRM time, it MUST not allow save permissions.

The context of the broadcast asset (service guide, session description protocol or key stream messages) SHOULD provide at least the Content Identifier, RightsIssuerURL and Content Encryption Key to use when creating the CommonHeaders box and the protected content in each created asset file.

Change 2:  Add details on adapted PDCF for BCAST terminals and the reference to SPCP and section 12 in 7.4.3.

7.4.2 Recording Concept

The concept of controlled recording is illustrated in the following figure. A rights issuer has issued a GRO to device A. This gives device A the right to access a certain broadcast asset, as well as the right to create a super-distributable copy of (part) of that broadcast asset in a new asset. Another device B may receive a copy of this new content file and contacts the rights issuer to acquire (play) rights for this content.
Note: a similar mechanism applies to BCAST terminals using the DRM Profile when using the adapted PDCF for recording content protected using ISMACryp (see section 12).
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Figure 9: recording and super-distributing the recorded asset

Change 3:  Add mention of Smartcard Profile in Section 12 (related to comment DX017, proposal from comment DX017 NOT included as it is within the comment resolution)

8. PDCF adaptation for STKM stream

This section allows a STKM stream (transmitted using Layer 3 of the 4-layer model for Service Protection and Content Protection of RTP streams using ISMACryp) to be stored within a PDCF. It applies to both DRM Profile and Smartcard Profile. Recording is explained in [BCAST10-ServContProt].
The PDCF file format as defined in OMA DRM v2.0 [DRMCF-v2.0] allows audio video content to be stored in a file format together with the relevant OMA DRM information.  Audio and video tracks can be encrypted as defined in [DRMCF-v2.0] using the appropriate CEK stored in a Generalised Rights Object (GRO).
Creating adapted PDCF recordings does not require a GRO. Playback of adapted PDCF recording is governed by the protection_after_reception flags in the key stream (see [BCAST10-ServContProt]) and, for certain values of the protection_after_reception flags, by GROs.
In the context of broadcast services, RTP streams can be encrypted at the content level (encrypting Access Units using ISMACryp as explained in [BCAST10-ServContProt]) using TEKs transmitted using Layer 3 as shown in Figure 9.1. This key is not the traditional CEK stored in a GRO.  In the broadcast context the CEK is a Service Encryption Key (SEK) or a Program Encryption Key (PEK) delivered using Layer 2 (delivered in a BCRO or via a return path). This SEK or PEK allows the TEK delivered in Traffic Encryption Key stream messages delivered in Layer 3 to be decrypted. The TEK is used to encrypt content transmitted in RTP packets.  As this key changes regularly, this section explains how the PDCF file format can be adapted to include storage of the relevant TEK stream information.
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