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1 Reason for Change

During offline discussions about protection_after_reception with Qualcomm and Philips, the difference between service protection and content protection was discussed. The fact that service protection is a subset of content protection has also been discussed several times during BCAST meetings.
This CR makes this explicit.

Also added is normative text for servers. SCR tables are updated accordingly.
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

Editor: please note changes are made against 805R02 interim draft
Note to editor: added table on optional / mandatory status of SP / CP would have to be updated as well
Change 1:  Add text on link between SP and CP.

4.1 Overview of the Solution

An architectural overview of service protection and content protection appears in the OMA BAC BCAST architecture document (AD
).

This specification describes a service and content protection system for OMA BCAST services. Not only does such system enable the restriction of access to services to authorised users during broadcast delivery, it also controls the consumption of the associated content throughout its lifetime.
OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of broadcast content and services are required for different purposes:

· Content Protection: This involves the protection of content (files or streams) during the complete lifetime of the content. Content providers require securing the content not only at the present time of broadcasting, but also in the future. Some content providers might want to determine post-acquisition usage rules or so called digital rights. These can be obtained on an individual basis by the end user. Other content providers have content to offer, for which they do not require technical restrictions but limit it to fair use cases and rely on copyright acts.

· Service Protection: This involves protection of content (files or streams) during its delivery.  Service providers require a secure access mechanism. They are only concerned with managing access to the content at the time of broadcasting. This is independent of the offered content and independent of the presence of digital rights for certain types of content. Only an access/no-access mechanism is required to distinguish between subscribed and not-subscribed users.

Therefore, service protection and content protection will be handled by two different security mechanisms.  The complete protection system consists of:

· Service protection: The possible key management systems and encryption are as defined in this document. There are two possibilities:
· DRM Profile based solution for encryption and managing the keys.  The DRM Profile is described in Section ‎5.  The DRM Profile is derived from, and almost identical to, DVB-H 18Crypt.
· USIM/(R‑)UIM based solutions for encryption and managing the keys.  Also referred to as the Smartcartd Profile, these are described in Sections ‎6 and ‎7.
In addition to the key management, the encryption solution can operate on one of the following ways:
· The Internet Protocol (IP) layer based on the IPsec security standard, in which case it is transparent to IP based receiver applications like video players.

· The transport layer, based on the SRTP security standard.

· The content level, i.e. by encrypting Access Units before packetization occurs (ISMACryp).
For service protection, both IPsec and SRTP allow the solution to be completely independent of the content format by protecting content at the transport level.  On the other hand, content encryption is provided at the content level, allowing the solution to be completely independent of the transport level mechanism.  Service protection may include message authentication / integrity protection and detecting replay attacks.

A service provider may use content level encryption instead of transport level encryption for streaming to provide service protection and support content protection for the same encrypted stream. In this case, the service offered depends on the nature of implicit or explicit rights delivered (access-only right or post-acquisition rights). To allow this scenario, recording of content-encrypted content shall be allowed in encrypted format only if content encryption is used for the purpose of providing optional content protection.
· Content protection:  The possible key management systems and encryption are defined in this document. There are two possibilities:
· DRM Profile based solution for encryption and managing the rights.  The DRM Profile is described in Section ‎5.
· For file download delivered over the broadcast channel, the content protection is as per OMA DRM 2.0 specifications.  In this case normal usage rules are as defined in the OMA DRM 2.0 Rights Object.
· For real-time broadcast streaming using RTP, content protection is applied using the relevant broadcast extensions and appropriate encryption. Post delivery usage rules associated with the service and / or specific program content are delivered in Rights Objects.  These rules can apply to content recorded in an appropriate file format, as defined in this specification for broadcast streams, which may be recorded either encrypted or unencrypted.
· (U)SIM/(R-)UIM based solution for encryption and managing the rights.  Also referred to as the Smartcard Profile, these are described in Sections ‎6 and ‎7.
An OMA BCAST terminal or server MAY implement Service Protection and MAY implement Content Protection.
As Service Protection is a subset of Content Protection, terminals or servers implementing Content Protection also provide Service Protection. Hence terminals or servers implementing Content Protection SHALL also implement Service Protection.
For BCAST Terminals with Service Protection:

At least one Profile SHALL be implemented. Both Profiles MAY be implemented.

· A BCAST terminal with a cellular radio interface and a (U)SIM/(R-)UIM SHALL implement the Smartcard profile. The DRM profile is OPTIONAL. Hence terminals MAY implement both profiles.

· A BCAST terminal with a cellular radio interface and no (U)SIM/(R-)UIM SHALL implement the DRM profile (the Smartcard profile is not applicable).

· A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable based on current technology).
For BCAST Terminals with Content Protection:

At least one Profile SHALL be implemented. Both Profiles MAY be implemented.

· A BCAST terminal with a cellular radio interface and a (U)SIM/(R-)UIM MAY implement the Smartcard profile or MAY implement the DRM profile. The Terminal SHALL implement at least one profile. Hence terminals MAY implement both profiles.

· A BCAST terminal with a cellular radio interface and no (U)SIM/(R-)UIM SHALL implement the DRM profile (the Smartcard profile is not applicable).

· A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable).
Note that ‘Terminal Implementation’ of a content protection profile means is capable of it, but does not necessarily mandate its use.  Decision to use (or not to use) an implemented content protection profile is made at the time of service deployment.
Table 1 and Table 2 summarise the possible scenarios:

Table 1: OMA BCAST Terminal Profile Support for Service Protection
	
	DRM Profile
	Smartcard Profile

	Terminal without cellular radio interface or (U)SIM/(R-)UIM
	MANDATORY
	N/A

	Terminal with cellular radio interface and (U)SIM/(R-)UIM 
	OPTIONAL
	MANDATORY


Table 2: OMA BCAST Terminal Profile Support for Content Protection

	
	DRM Profile
	Smartcard Profile

	Terminal without cellular radio interface or (U)SIM/(R-)UIM
	MANDATORY
	N/A

	Terminal with cellular radio interface and (U)SIM/(R-)UIM
	OPTIONAL
	OPTIONAL


Adaptations of the described service and content protection mechanisms to underlying BDSs are possible, and are described in Section ‎16 and in the respective adaptation specifications, e.g. [BCAST10-MBMS-Adaptation], [BCAST10-BCMCS-Adaptation], and [BCAST10-DVBH-IPDC-Adaptation].
Change 2:  Update SCR tables accordingly

Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for Clients

	Item
	Function
	Reference
	Status
	Requirement

	BCAST-ServiceProtection-C-00x
	Service Protection
	4.1
	O
	Mandatory when Content Protection is implemented.

	BCAST-ContentProtection-C-00x
	Content Protection
	4.1
	O
	

	BCAST-ContentLayer-C-001
	Processing of Content Layer encryption - SRTP
	‎9.2
	M
	

	BCAST-ContentLayer-C-002
	Processing of Content Layer encryption - IPsec
	‎9.1
	O
	

	BCAST-ContentLayer-C-003
	Processing of Content Layer encryption - ISMACRYP
	‎9.3
	O
	

	BCAST-STKM_IM-C-004
	STKM for SIM/UIM Terminal
	‎6.5
	M
	

	BCAST-STKM_IM-C-005
	STKM for SIM/UIM Terminal-DRM Profile
	‎5.5
	O
	BCAST-STKM_NoIM-C-009 AND BCAST-STKM_NoIM-C-0010

	BCAST-USIM_Binding-C-006
	Binding of STKM to (U)SIM Terminal
	‎12
	M
	

	BCAST-RUIM_Binding-C-007
	Binding of STKM to (R‑)UIM Terminal
	‎12
	O
	

	BCAST-STKM_NoIM-C-008
	STKM for Terminal with no SIM/UIM
	‎5.5
	M
	BCAST-STKM_NoIM-C-009 AND BCAST-STKM_NoIM-C-0010

	BCAST-STKM_NoIM-C-009
	STKM for Terminal with no SIM/UIM - Discovery
	‎1.1
	M
	

	BCAST-STKM_NoIM-C-0010
	STKM for Terminal with no SIM/UIM - Authentication
	‎5.5.4
	M
	

	BCAST-STKM_SDP-C-0011
	Protection Signaling in SDP for STKM
	‎10.1.2
	M
	

	BCAST-STKM_SDP_Binding-C-0012
	Protection Signaling in SDP for STKM Streams Binding
	‎10.1.3
	M
	

	BCAST-LTKM_IM-C-0013
	LTKM for SIM/UIM Terminal
	‎6.4
	M
	

	BCAST-LTKM_IM-C-0014
	LTKM for SIM/UIM Terminal – DRM Profile
	‎5.4.3
	O
	

	BCAST-LTKM_NoIM-C-0015
	LTKM for Terminal with no SIM/UIM
	‎5.4.3
	M
	

	BCAST-LTKM_SDP-C-0016
	Protection Signaling in SDP for LTKM
	‎10.1.4
	M
	

	BCAST-KeyManagementIM-C-0017
	Key Management for SIM/UIM Terminal
	‎4.5.1
	M
	

	BCAST-KeyManagementIM-C-0018
	Key Management for SIM/UIM Terminal – DRM Profile
	‎5.4.1
	O
	BCAST-KeyManagementNoIM-C-0022

	BCAST-KeyManagementUSIM-C-0019
	Service Access for (U)SIM Terminal
	‎6.9
	M
	

	BCAST-KeyManagementRUIM-C-0020
	Service Access for (R‑)UIM Terminal
	‎7
	M
	

	BCAST-KeyManagementNoIM-C-0021
	Key Management for Terminal with no SIM/UIM
	‎5.4.1
	M
	BCAST-KeyManagementNoIM-C-0022

	BCAST-KeyManagementNoIM-C-0022
	OMA DRM v2.0 Extensions for BRO
	‎5.4.2
	M
	

	BCAST-RecordingStream-C-0023
	Recording of Service Protected Streams
	‎8.1
	O
	

	BCAST-CPFilesNoIM-C-0024
	Content Protection for Broadcast Files in Terminal with no SIM/UIM
	‎5.7.2
	O
	

	BCAST-CP_RTP_NoIM-C-0025
	Content Protection for RTP in Terminal with no SIM/UIM
	‎5.6.2
	O
	BCAST-ContentProtectionForm-C-0034

	BCAST-CPFilesUSIM-C-0026
	Content Protection for Broadcast Files in (U)SIM Terminal
	‎6.7.2
	O
	BCAST-ClientID-C-0037

	BCAST-CP_RTP_USIM-C-0027
	Content Protection for RTP in (U)SIM Terminal
	‎6.6.2
	O
	BCAST-ContentProtectionForm-C-0034 AND BCAST-ClientID-C-0037

	BCAST-CP_Recorded_USIM-C-0028
	Content Protection for Recorded Material in (U)SIM Terminal
	‎6.8.1
	O
	BCAST-ClientID-C-0037

	BCAST-CP_Stream_USIM-C-0029
	Content Protection for Broadcast Streams in (U)SIM Terminal
	‎6.6.2
	O
	BCAST-ClientID-C-0037

	BCAST-CPFilesRUIM-C-0030
	Content Protection for Broadcast Files in (R‑)UIM Terminal
	‎7.7.2
	O
	

	BCAST-CP_RTP_RUIM-C-0031
	Content Protection for RTP in (R‑)UIM Terminal
	‎7.6.2
	O
	BCAST-ContentProtectionForm-C-0034

	BCAST-CP_Recorded_RUIM-C-0032
	Content Protection for Recorded Material in (R‑)UIM Terminal
	‎7.8
	O
	

	BCAST-CP_Stream_RUIM-C-0033
	Content Protection for Broadcast Streams in (R‑)UIM Terminal
	‎7.6.2
	O
	

	BCAST-ContentProtectionForm-C-0034
	Content Protection Format
	‎9.3.1
	O
	

	BCAST-Domains-C-0035
	Broadcast Domains
	‎5.3
	O
	

	BCAST-Metering-C-0036
	Usage Metering
	‎1
	O
	

	BCAST-ClientID-C-0037
	Client ID for Smartcard Profile Using MBMS
	‎13
	O
	


B.2 SCR for Servers

	Item
	Function
	Reference
	Status
	Requirement

	BCAST-ServiceProtection-C-00x
	Service Protection
	4.1
	O
	Mandatory when Content Protection is implemented.

	BCAST-ContentProtection-C-00x
	Content Protection
	4.1
	O
	

	BCAST-ContentLayer-S-001
	Processing of Content Layer encryption - SRTP
	‎9.2
	M
	

	BCAST-ContentLayer-S-002
	Processing of Content Layer encryption - IPsec
	‎9.1
	O
	

	BCAST-ContentLayer-S-003
	Processing of Content Layer encryption - ISMACRYP
	‎9.3
	O
	

	BCAST-STKM_IM-S-004
	STKM for SIM/UIM Terminals
	‎6.5
	M
	

	BCAST-STKM_IM-S-005
	STKM for SIM/UIM Terminals-DRM Profile
	‎5.5
	O
	BCAST-STKM_NoIM-S-009 AND BCAST-STKM_NoIM-S-0010

	BCAST-USIM_Binding-S-006
	Binding of STKM to (U)SIM Terminals
	‎12
	O
	

	BCAST-RUIM_Binding-S-007
	Binding of STKM to (R‑)UIM Terminals
	‎12
	O
	

	BCAST-STKM_NoIM-S-008
	STKM for Terminals with no SIM/UIM
	‎5.5
	M
	BCAST-STKM_NoIM-S-009 AND BCAST-STKM_NoIM-S-0010

	BCAST-STKM_NoIM-S-009
	STKM for Terminals with no SIM/UIM - Discovery
	‎1.1
	M
	

	BCAST-STKM_NoIM-S-0010
	STKM for Terminals with no SIM/UIM - Authentication
	‎5.5.4
	M
	

	BCAST-STKM_SDP-S-0011
	Protection Signaling in SDP for STKM
	‎10.1.2
	M
	

	BCAST-STKM_SDP_Binding-S-0012
	Protection Signaling in SDP for STKM Streams Binding
	‎10.1.3
	O
	

	BCAST-LTKM_IM- S-0013
	LTKM for SIM/UIM Terminals
	‎6.4
	M
	

	BCAST-LTKM_IM-S-0014
	LTKM for SIM/UIM Terminals – DRM Profile
	‎5.4.3
	O
	


	BCAST-LTKM_NoIM-S-0015
	LTKM for Terminals with no SIM/UIM
	‎5.4.3
	M
	

	BCAST-LTKM_SDP-S-0016
	Protection Signaling in SDP for LTKM
	‎10.1.4
	M
	

	BCAST-KeyManagementIM-S-0017
	Key Management for SIM/UIM Terminals
	‎4.5.1
	M
	

	BCAST-KeyManagementIM-S-0018
	Key Management for SIM/UIM Terminals – DRM Profile
	‎5.4.1
	O
	BCAST-KeyManagementNoIM-S-0022

	BCAST-KeyManagementUSIM-S-0019
	Service Access for (U)SIM Terminals
	‎6.9
	M
	

	BCAST-KeyManagementRUIM-S-0020
	Service Access for (R‑)UIM Terminals
	‎7
	M
	

	BCAST-KeyManagementNoIM-S-0021
	Key Management for Terminals with no SIM/UIM
	‎5.4.1
	M
	BCAST-KeyManagementNoIM-S-0022

	BCAST-KeyManagementNoIM-S-0022
	OMA DRM v2.0 Extensions for BRO
	‎5.4.2
	M
	

	BCAST-CommonKeys-S-0023
	Common Keys for Profiles
	‎11
	M
	

	BCAST-RecordingStream-S-0024
	Recording of Service Protected Streams
	‎8
	O
	

	BCAST-CPFilesNoIM-S-0025
	Content Protection for Broadcast Files in Terminals with no SIM/UIM
	‎5.7.2
	O
	

	BCAST-CP_RTP_NoIM-S-0026
	Content Protection for RTP in Terminals with no SIM/UIM
	‎5.6.2
	O
	BCAST-ContentProtectionForm-S-0035

	BCAST-CPFilesUSIM-S-0027
	Content Protection for Broadcast Files in (U)SIM Terminals
	‎5.7.2
	O
	

	BCAST-CP_RTP_USIM-S-0028
	Content Protection for RTP in (U)SIM Terminals
	‎5.6.2
	O
	BCAST-ContentProtectionForm-S-0035

	BCAST-CP_Recorded_USIM-S-0029
	Content Protection for Recorded Material in (U)SIM Terminals
	‎6.8.1
	O
	

	BCAST-CP_Stream_USIM-S-0030
	Content Protection for Broadcast Streams in (U)SIM Terminals
	‎6.6.2
	O
	

	BCAST-CPFilesRUIM-S-0031
	Content Protection for Broadcast Files in (R‑)UIM Terminals
	‎7.7.2
	O
	

	BCAST-CP_RTP_RUIM-S-0032
	Content Protection for RTP in (R‑)UIM Terminals
	‎7.6.2
	O
	BCAST-ContentProtectionForm-S-0035

	BCAST-CP_Recorded_RUIM-S-0033
	Content Protection for Recorded Material in (R‑)UIM Terminals
	‎7.8
	O
	

	BCAST-CP_Stream_RUIM-S-0034
	Content Protection for Broadcast Streams in (R‑)UIM Terminals
	‎7.6.2
	O
	

	BCAST-ContentProtectionForm-S-0035
	Content Protection Format
	‎9.3.1
	O
	

	BCAST-Domains-S-0036
	Broadcast Domains
	‎5.3
	O
	

	BCAST-Metering-S-0037
	Usage Metering
	‎1
	O
	

	BCAST-ClientID-S-0038
	Client ID for Smartcard Profile Using MBMS
	‎13
	O
	

	BCAST-SP_4_1-S-0039
	Interface SP-4-1 for Service Protection
	‎14.1
	M
	

	BCAST-SP_4_2-S-0040
	Interface SP-4-2 for Service Protection
	‎1
	M
	

	BCAST-CP_3-S-0041
	Interface CP-3 for Content Protection
	‎1
	O
	

	BCAST-CP_4-S-0042
	Interface CP-4 for Content Protection
	‎1
	O
	

	BCAST-BCMCS-S-0043
	Interface to BCMCS
	‎16.1
	O
	



































�Old Section 5.1


�[Editor] Contents of architecture section deleted, and reference to AD is made, as per conference call on 16 March 2005.





