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1 Reason for Change

This CR is proposed as fulfilment of Action Point AD011 assigned to Qualcomm, Orange and Samsung.  It provides additional service provisioning related call flows for the Smartcard Profile, currently missing in the BCAST AD.  It also corrects some mistakes in the existing Smartcard Profile related service provisioning call flows in Section 5.4.6.2 of the AD.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The change represented in this CR is proposed for agreement and inclusion in the AD.
6 Detailed Change Proposal

Change 1:  Modify existing service provisioning call flow, and add new ones for Smartcard Profile based on GBA Procedures
5.4.6.2 Service Provisioning Function Related Flows for Smartcard Profile (GBA based solution)
5.4.6.2.1 Key Bootstrapping and Bootstrap Usage Procedures
For the Smartcard Profile using GBA procedures, before certain Service Provisioning messages can be exchanged between the BSP-C and BSP-M, both entities must first obtain, via GBA bootstrapping and bootstrap usage procedures, the shared SMK (Subscriber Management Key).  For protected services, the SMK is used to protect subsequent SEK/PEK delivery within LTKM (with SEK/PEK subsequently protecting the TEK delivery within STKM).  The SMK is also used to derive the Subscriber Request Key (SRK), which is used to secure the communication between the BSP-C and the BSP-M
Figure 49 illustrates the GBA bootstrapping procedure first run between the BSP-C and the BSF for the BSP-C to obtain the SMK, followed by the bootstrap usage procedure executed between the BSP-M and BSF for the BSP-M to obtain the same SMK.  
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Figure 1 - GBA Bootstrapping plus Bootstrap Usage Call Flow, 
1. In the first step, the BSD/A sends the Service Guide to the terminal. The Service Guide indicates that the broadcast service the user is interested in receiving is protected.  Therefore, the BSP-C recognizes that it must first obtain an SMK before it can request subscription to that service. 
2. 
3. 
This kicks off the GBA bootstrapping procedure.  The BSP-C authenticates to the BSF and later continues the exchange with the BSP-M in Step 11.
4. As part of the GBA bootstrapping procedure, the BSP-C sends an HTTP request towards the BSF.

5. The BSF retrieves the complete set of GBA user security settings and one Authentication Vector (AV, AV = RAND||AUTN||XRES||CK||IK) and forwards the RAND and AUTN to the BSP-C in the 401 message (without the CK, IK and XRES).  This is to demand the BSP-C to authenticate itself.

6. The BSP-C checks AUTN to verify that the challenge is from an authorised network; the BSP-C also calculates CK, IK and RES. This will result in session keys IK and CK in both BSF and BSP-C.

7. The BSP-C sends another HTTP request, containing the Digest AKA response (calculated using RES), to the BSF.

8. The BSF authenticates the BSP-C by verifying the Digest AKA response. The BSF generates key material Ks by concatenating CK and IK.  The B-TID value shall be also generated in format of NAI by taking the base64 encoded RAND value from step 3, and the BSF server name, i.e., base64encode(RAND)@BSF_servers_domain_name.

9. The BSF shall send a 200 OK message, including a B-TID, to the BSP-C to indicate the success of the authentication. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key Ks. The key material Ks is generated in BSP-C by concatenating CK and IK.

10. Then the BSP-C also computes CK and IK, and concatenates them to obtain the key material Ks.  Ks_NAF is derived from Ks, and is used as the  SMK.
The GBAbootstrap procedure is now complete and the BSP-C can begin communication with the BSP-M to initiate the bootstrap usage procedure between BSP-M and the BSF.

11. The BSP-C sends to the BSP-M the bootstrap usage request, and includes the B-TID.

12. The BSP-M requests the BSF for the corresponding key material in this step; the key material is identified using B-TID.

13. The BSF verifies that NAF is authorized based on  the received NAF-ID, derives Ks_NAF from the Ks associated with the B-TID, and delivers Ks_NAF = SMK, bootstrap time, and key lifetime to the BSP-M.
14. The BSP-M derives SRK from SMK for authentication of  future communications with the BSP-C (as shown in Section 5.4.6.2.2).
15. 
16. 
17. The BSP-M sends the bootstrap usage response to the BSP-C.  From hereon the BSP-C and NAF can communicate in a secure way.
5.4.6.2.2 







Service Provisioning Messages Secured Using HTTP Digest
After the establishment of SMK in BSP-C and BSP-M, the BSP-C can now send to the BSP-M any of the following types of Service Provisioning messages which require the use of HTTP Digest for message authentication and integrity protection:
· Service Request

· Subscription Renewal
· Unsubscribe Request

· Token/LTKM Request
Figure 50 depicts the call flow for such service provisioning message exchange, based on HTTP Digest:
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Figure 50 – Call Flow for Smartcard Profile’s Service Provisioning Message Exchange Based on HTTP Digest
5.4.6.2.3 It is assumed that steps 1-13 from the call flow in Section 5.4.6.2.1 have been performed prior to the start of the service provisioning message exchange described below.
1. The BSP-C sends the service provisioning request message using the HTTP POST message to the BSP-M.

2. Because the request is for an access-protected object, and the appropriate Authorization header is not received, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.
3. The BSP-C retries the request, this time including the desired in the HTTP POST the Authorization header line which contains the digest response based on the username (B-TID) and associated password (SRK).
4. The BSP-M authenticates the BSP-C by computing the digest response, and assuming a match, sends the 200 OK along with the appropriate status code for the message type. 
5.4.6.2.4 Other Service Provisioning Messages
Similar to Section 5.4.6.2.1, after the establishment of SMK in BSP-C and BSP-M, the BSP-C can now send to the BSP-M either of the following types of Service Provisioning messages:

· Pricing Information Request
· Account Inquiry Request
Figure 51 shows the call flow for such service provisioning message exchange.  Prior to the message exchange, the BSP-C and BSP-M are mutually authenticated, and the contents of the message may be encrypted by a secret key shared between these entities.
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Figure 51 – Call Flow for Smartcard Profile’s Pricing Information and Account Information Message Exchange 
1. The BSP-M and BSP-C mutually authenticates each other, and may establish a shared secret key to protect subsequent communications between them.
2. The BSP-C sends the service provisioning request message to the BSP-M.

3. The BSP-M provides the response to the service provisioning message.
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