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1. Review Comments

1.1 OMA-TS-BCAST_ServiceGuide-V1_0_0-20070123-D (interim draft)
	ID
	Open Date
	Type
	Section
	Description
	Status

	SG-tbd
	2007.02.03
	
	5.4.3.1
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

It is said that the Content-Type should be in the message-body in accordance with HTTP 1.1. This is a mistake, it must be in the message-header.
Proposed Change: 

Apply following changes

“the ‘message-bodyheader’ of HTTP/1.1 ‘Response’ SHALL contain ‘Content-Type’ field that SHALL be set to  “application/vnd.oma.bcast.sgdu” and”
“the ‘message-bodyheader’ of HTTP/1.1 ‘Response’ SHALL contain ‘Content-Type’ field that SHALL be set to  “application/vnd.oma.bcast.sgdd” and”

“the ‘message- bodyheader’ of HTTP/1.1 ‘Response’ SHALL contain ‘Content-Type’ field that SHALL be set to  “multipart/mixed” and”
	Status: OPEN


1.2 OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061218-D
	ID
	Open Date
	Type
	Section
	Description
	Status

	SC-tbd
	2007.02.03
	E
	all
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

Both “Broadcast Channel Rights Object” and “Broadcast Rights Object” are used in the document. 

Proposed Change: 

Replace all instances of “Broadcast Channel Rights Object” with “Broadcast Rights Object” to be consistent with XBS
	Status: OPEN

	SC-tbd
	2007.02.03
	E
	all
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

Both “Generalised Rights Object” and “Generic Rights Object” are used in the document

Proposed Change: 

Replace all instances of “Generic Rights Object” with “Generalised Rights Object”
	Status: OPEN 

	SC-tbd
	2007.02.03
	E
	3.3
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

Abbreviation “GRO” is missing

Proposed Change: 

Add abbreviation: GRO stands for  “Generalised Rights Object”
	Status: OPEN

	SC-tbd
	2007.02.03
	E
	4.3.1
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

The 2nd paragraph says “The TEKs may optionally be encrypted with a Terminal Binding Key (TBK) before being encrypted by the SEK/PEK, to provide for terminal binding.” This applies only to the Smartcard Profile.
Proposed Change: 

Change the sentence as below:

For the Smarcard Profile, Tthe TEKs may optionally be encrypted with a Terminal Binding Key (TBK) before being encrypted by the SEK/PEK, to provide for terminal binding.

	Status: OPEN

	SC-tbd
	2007.02.03
	E
	4.3.1
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment:

The 4th paragraph doesn’t distinguish between DRM Profile and Smartcard Profile  

Proposed Change: 

Change the paragraph as below:

STKMs contain content IDs (DRM Profile) or SEK/PEK IDs (Smartcard Profile) for the program or service. Devices use this ID to identify which Long Term Key message (LTKM) to use for decryption of Short Term Key messages.  The LTKMs are delivered over the broadcast or interactive channel and carry SEK or PEK.  For the Smartcard Profile, LTKMs also contain a flag indicating whether or not a TBK is used.
	Status: OPEN

	SC-tbd
	2007.02.03
	T
	4.3, 4.5
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

In several places it’s stated that REK is acquired during the layer 1 registration phase. But for terminals which have interactive channels, they use DRM 2.0 ROAP to do registration and RO acquisition. In that case REK is delivered inside RO, i.e., on layer 2 of the 4-layer model.

Proposed Change: 

Change respective statements to say that REK is delivered 
	Status: OPEN

	SC-tbd
	2007.02.03
	T
	3.3, general
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

In the abbreviations, REK is denoted “Right Encryption Key”, in the text several times “Rights Encryption Key”

Proposed Change: 

Change definition to “REK -  Rights Encryption Key”
	Status: OPEN

	SC-tbd
	2007.02.03
	E
	4.5.1
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

The 2nd paragraph says “The private key is used to secure the delivery of the Rights Encryption Key (REK) with which Generic Rights Objects (GROs) can be processed”. It should be the public key that secures the delivery of REK.

Proposed Change: 

Change the sentence as below:

The privatepublic key is used to secure the delivery of the Rights Encryption Key (REK), and with the corresponding private key which Generic Rights Objects (GROs) can be processed.


	Status: OPEN

	SC-tbd
	2007.02.03
	E
	5.4.1
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

5.4.1 addresses only SEK, PEK delivered within RO is not mentioned

Proposed Change: 

Replace “SEK” by “SEK/PEK” in this section and already mention program and service ROs so far introduced later in section 5.4.3
	Status: OPEN

	SC-tbd
	2007.02.03
	T
	5.4.2
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

Difficult to understand the 2nd paragraph of 5.4.2. It mentions that Rights Objects can be stored in secure removable smartcards and then refers to Section 6 (Smartcard Profile). What’s the relationship there?  

Proposed Change: 

“Where Rights Objects (particularly for post-acquisition rights associated with BCAST Stream Delivery of protected content) are stored in secure removable Smartcards, i.e. (U)SIM/R-UIM in 2G/3G mobile terminals, an alternative Content Protection scheme to handle such broadcast rights objects may be applicable as an option.  Hence, an An alternative Content Protection solution to that depicted in OMA DRM v2.0 Extensions for Broadcast Support document, or appropriate modifications thereto, is specified in Section ‎6. It is based on Rights Objects carrying post-acquisition rights.”
	Status: OPEN

	SC-tbd
	2007.02.03
	T
	5.4.3
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

It’s stated “A Service RO SHALL contain at least one (<CID>, <SEAK>) pair” and “A Program RO SHALL contain at least one (<CID>, <PEAK>) pair”. Does SEAK/PEAK correspond to CEK in RO? If so it would be good to state it somewhere.
Proposed Change: 

Say that SEAK/PEAK correspond to CEK in regular DRM 2.0 RO
	Status: OPEN

	SC-tbd
	2007.02.03
	E
	5.5
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

In Table 5 “KSM_FLAG_TRUE” is used in several places.

Proposed Change: 

Replace all instances of  “KSM_FLAG_TRUE” with “TKM_FLAG_TRUE”


	Status: OPEN

	SC-tbd
	2007.02.03
	E
	5.5.1
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

Description of Attribute key_indicator_length is not well marked. Insert paragraph and make bold
Proposed Change: 
“key_indicator – value of the KeyIndicator used to identify the TEK transported in the STKM. This is used to identify the particular TEK key needed to decrypt AUs (as indicated in the OMABCASTAUHeader).  
_ 

The key_indicator_length – this parameter is part of the Session Description Protocol (SDP) and is described in Section ‎10.2.”
	Status: OPEN

	SC-tbd
	2007.02.03
	E
	5.5.1
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

There are two definitions of service_CID:

service_CID = bsdaID || "#S" || BaseCID || "@" || hex(service_CID_extension) || "_" || hex(permissions_category)

and 

     service_CID ::= bsdaID || "#S" || BaseCID || "@" || ascii(service_CID_extension)

They are not aligned.

Proposed Change: 

Discard the definition 
“service_CID ::= bsdaID || "#S" || BaseCID || "@" || ascii(service_CID_extension)” and just vuse the other one 
	Status: OPEN

	SC-tbd
	2007.02.03
	T
	5.6.2.1
	Source: Ericsson

Form: 

Comment: 

It’s stated that “The correct TEK for decrypting and verifying the integrity of the download data is indicated by the key_id in the ContentID field in the Common Headers Box…”. Wasn’t it agreed to use a Key ID box in the Extended Headers?
Proposed Change: 

Refer to the defined Key ID box
	Status: OPEN

	SC-tbd
	2007.02.03
	E
	6.4
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

It’s stated that “The Key Validity Data subfield in the KEMAC payload in the OMA BCAST MIKEY message defines the Key Validity interval for SEK/PEK in terms of TIMESTAMP interval”. It should be clarified that the TIMESTAMP here refers to timestamp in STKM.
Proposed Change: 

Change the sentence to:

The Key Validity Data subfield in the KEMAC payload in the OMA BCAST MIKEY message defines the Key Validity interval for SEK/PEK in terms of STKM TIMESTAMP interval

	Status: OPEN

	SC-tbd
	2007.02.03
	T
	6.4.2
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

In Table 7, number_play_back is given if security_policy_extension equals to 0x06 or 0x07. It is left unclear for the cases where  security_policy_extension equals to 0x08 or 0x09?

Proposed Change: 

Add clarification “The play-back counter is not used for this mode, since playback is not limited.”
	Status: OPEN

	SC-tbd
	2007.02.03
	T
	6.5.2
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

The first paragraph says “When the OMA BCAST STKM message arrives at the terminal, the terminal SHALL NOT perform MIKEY anti-replay processing or validity data check. This verification will take place in the USIM card and will depend on the security_policy_extension stored with the associated SEK/PEK key.” Does that apply to GBA_U only or does that also apply to GBA_ME?

Proposed Change: 

Clarify that the statement applies to GBA_U only
	Status: OPEN

	SC-tbd
	2007.02.03
	T
	6.6.1.3
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

The first paragraph says “If the OMA General Extension payload is not present, the SEK/PEK in Smartcard Profile is based on an implicit "play once" right.” Does it mean that OMA General Extension payload is optional in LTKM? Or are we actually talking about the security_policy_extension parameter?
Proposed Change: 


	Status: OPEN

	SC-tbd
	2007.02.03
	T
	6.6.2.1
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

It’s stated that “The correct TEK for decrypting and verifying the integrity of the download data is indicated by the key_id in the ContentID field in the Common Headers Box…”. Wasn’t it agreed to use a Key ID box in the Extended Headers?
Proposed Change: 

Refer to the defined Key ID box
	Status: OPEN

	SC-tbd
	2007.02.03
	E
	6.7
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

The title of 6.7 and 6.7.1 seem misleading. The section describes how to retrieve keys and decrypt recorded content for playback, rather than recording. Actually 6.7 and 6.7.1 are the same, since 6.7 only contains 6.7.1 and  nothing else
Proposed Change: 

change titles to “6.7 Playback of recorded streams” and “6.7.1 Playback of recorded streams using the Smartcard profile”
	Status: OPEN

	SC-tbd
	2007.02.03
	E
	6.7
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

Recording of content protected streams is nowhere explained. This seems to be a white spot in the specs so far.
Proposed Change: 

Add a new section before 6.7.1 (which would become 6.7.2) that briefly explains how content protected streams are recorded (i.e. which data from the media and key streams is mapped to which fields of the file format).

Support from recording experts is needed (
	Status: OPEN

	SC-tbd
	2007.02.03
	T
	6.7.1
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

The second bullet after step 16 says “The MBMS replay protection mechanisms mean any “rewind” forces a new SEK/PEK request unless TEKs are buffered in the terminal. Hence buffering is recommended until end of play.” Even TEKs are buffered “rewind” won’t work if SRTP integrity protection is on. SRTP will return replay error if an old SRTP packet is to be decrypted again.  

Proposed Change:
Explain that SRTP replay protection should not be used for that usecase
	Status: OPEN

	SC-tbd
	2007.02.03
	T
	6.7.1,  6.4.2
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

A question related to previous comment: does “number_play_back” specified in the LTKM count in the number of rewind? 
Proposed Change:
Specify whether or not number_play_back covers rewind. 

	Status: OPEN

	SC-tbd
	2007.02.03
	T
	7.3
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

The Note in Table 10 mentions “SAVE permission”, what is that? It is not mentioned anywhere else
Proposed Change: 

Rename to “recording permission”
	Status: OPEN

	SC-tbd
	2007.02.03
	E
	8.1, 8.1.2
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

For description of the “protection_after_reception” parameter of the STKM, the wrong reference “Section 5.5” is given

Proposed Change: 

Change reference to “Section 7.3”


	Status: OPEN

	SC-tbd
	2007.02.03
	T
	10.1.4.2
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment:

The example is for LTKM which is delivered in unicast, while the c line gives a multicast address. Should the IP address for receiving LTKM be specified in SDP at all?  
Proposed Change: 


	Status: OPEN

	SC-tbd
	2007.02.03
	E
	10.1.5
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

In Example 2, 3 and 4, “kmstype=oma-bcast-gba-mbms” is given. This kmstype is not defined in Table 21

Proposed Change: 

Replace all instances of “kmstype=oma-bcast-gba-mbms” with ““kmstype=oma-bcast-gba_u-mbms” or “kmstype=oma-bcast-gba_me-mbms”


	Status: OPEN

	SC-tbd
	2007.02.03
	E
	12
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

The first paragraph states that terminal binding is signaled in the ESG and in the STKM. But it’s also signaled in the LTKM for the Smartcard Profile.  

Proposed Change: 

Change the first paragraph as below:

A Rights Issuer MAY elect to bind some or all of the content being broadcasted to valid terminals by the use of a Terminal Binding Key (TBK). This binding is in addition to the UICC binding provided by the smartcard profile. The binding is signalled in the ESG and in the STKM and LTKM for the Smartcard Profile.


	Status: OPEN

	SC-tbd
	2007.02.03
	E
	13.2
	Source: Ericsson

Form: OMA-BCAST-2007-0197-INP_Ericsson_follow_up_review_comments

Comment: 

Bullet 1) says “service protection”

Proposed Change:

Change 1) to

1) To deliver Service and Program key material from SP-M in the BSM to the SP-KD in the BSD/A for the servicecontent protection. 

	Status: OPEN
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