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1 Reason for Change

DCF encryption using TEK is underspecified and currently refers to pure 3GPP solution. It does not correctly reflect latest agreement on DRM v2 compatibility using the "new" Key Info box.
Furthermore, Nagra has proposed to explain DCF encryption using TEK in the encryption chapter. This is implemented below, so that minimal DRM profile and Smartcard profile specific information is provided in chapters 5 and 6. This also solves the problem of not having to have duplicate text in chapters 5 and 6. Note that the CR is essentially a cleanup. Delegates are asked to read it though to make sure it is as clear and explicit as possible.

Comment addressed: SCP-0239, SCP-0240, SCP-0343, SCP-0152, SCP-0181
Note: awaiting feedback on KeyID for DRM profile, a revision can be provided to correct this!
R01 reflects agreed changes during conf call on 14th March.

Optional support for Terminal and Server for DRM Profile. Terminal mandatory and server optional for Smartcard Profile.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

approve this as part of consistency review comment resolution
6 Detailed Change Proposal

Change 1:  SPCP DRM profile section, remove details on (P)DCF encryption as moved to encryption chapter 9
5.6.2 File Delivery

5.6.2.1 Service protection of files

BCAST terminal and server MAY support download protection using DCF.

The same mechanism can be used to protect PDCF files. This is optional for both terminal and server.

Service protection of download data uses DCF as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data. 
Each file is encrypted using a single TEK, as explained in Section Editor please add link to new section Chapter 9.4












The correct TEK for decrypting and verifying the integrity of the download data is indicated by the KeyID field in the Key Info box

For the DRM Profile, KeyID takes its value as follows:

· If SEK is used for protecting STKMs, KeyID is defined as the base64 encoded concatenation (service_CID_extension || ";" || TEK ID). 

· If PEK is used in protectig STKMs and the PEK is not protected by an SEK, KeyID is defined as the base64 encoded concatenation (program_CID_extension || ";" || TEK ID).

· If PEK is used in protecting STKMs and the PEK is protected by an SEK, KeyID is defined as the base64 encoded concatenation (service_CID_extension || ";" || program_CID_extension || ";" || TEK ID).
The RightsIssuerURL MAY be indicated within the Key Info box in the KeyIssuerURL, or MAY be indicated in the RightsIssuerURL in the OMADRMCommonHeaders box.
· 
· 
· 

5.6.2.2 Content protection of files

When using the DRM Profile, Content Protection for files SHALL follow OMA DRM 2.0 specification [DRMCF-v2.0].
For audio or video content either the PDCF or the DCF formats SHALL be used.

Change 2:  SPCP Smartcard Profile section, remove details on (P)DCF encryption as moved to encryption chapter 9
6.6.2 File Delivery

6.6.2.1 Service Protection of Download Data using DCF

This section contains material from MBMS text in [3GPP TS 33.246].  The mechanism described in this section was adopted from [3GPP TS 33.246] and adapted to BCAST needs.

BCAST terminals SHALL support download protection using DCF. BCAST servers MAY support download protection using DCF.
The same mechanism can be used to protect PDCF files. This is optional for both terminal and server.
Service protection of download data uses DCF as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data. 
Each file is encrypted using a single TEK, as explained in Section Editor please add link to new section Chapter 9.4
The correct TEK for decrypting and verifying the integrity of the download data is indicated by the KeyID field in the Key Info box.














For the smartcard profile, KeyID takes its values as follows:

· KeyID is defined as the base64 encoded concatenation of (SEK or PEK ID || TEK ID) (i.e. equivalent to Key Domain ID || MSK ID || MTK ID).
Keys can be acquired by using the PermissionsIssuerURI indicated via the KeyIssuerURL in the Key Info box. 

6.6.2.2 Content Protection of Download Data using DCF
BCAST terminals SHALL support download protection using DCF. BCAST servers MAY support download protection using DCF.

The same mechanism can be used to protect PDCF files. This is optional for both terminal and server.

The DCF format defined in Section Editor please insert link to section 6.6.2.1 above can also be used for content protection for the Smartcard Profile. This is identified by the protection_after_reception value in the STKM message.

Keys can be acquired by using the PermissionsIssuerURI indicated via the KeyIssuerURL in the Key Info box. 


OMA DRM v2.0 MAY be used for download content protection together with the Smartcard Profile.

Change 3:  Move details of (P)DCF encryption with TEks to Chapter 9 Encryption Protocols (new section)(note to editor: trouble with Word section numbering)
9.4 (P)DCF encryption with TEK

This section describes how (P)DCF files can be protected over the broadcast channel by encrypting individual files with individual TEKs. This technique is based on material from MBMS text in [3GPP TS 33.246].  The mechanism described in this section was adopted from [3GPP TS 33.246] and adapted to BCAST needs.

Protection of download data uses DCF as a container for ciphered file data. The DCF container also identifies the key used in protecting the data. In this case the encryption key is a single TEK. Usage of DCF is independent of the KMS type. The same principle applies to the PDCF format for audio video data.
Data that belongs to a download Service is decrypted as soon as possible by the terminal, if the SEK or PEK needed to provide the relevant TEK are already available on the terminal or smartcard. Storage of the STKM containing the TEK is also allowed in BCAST.
The following method is compatible with the OMA DRMv2 DCF file format as defined by [DRMCF-v2.0] as it uses the Key Info box defined in [XBS DRM extensions-v1.0] in the Extended Headers field, which is ignored by  OMA DRMv2 terminals.

Access to the file SHALL respect the protection_after_reception values defined in the STKM message.

9.4.1 Integrity protection using OMADRMSignature box
When it is required to protect BCAST download data, OMA DRM V2.0 DCF as defined in reference [DRMCF-v2.0] shall be used. However, encryption and authentication keys are generated from TEK. For integrity protection, an OMADRMSignature as specified below MAY be attached inside the optional Mutable DRM information box ('mdri') of the (P)DCF.

The OMADRMSignature Box is an extension to OMA DRM V2.0 DCF for use by OMA BAC BCAST, and is defined by 3GPP as follows:
Table X: OMA DRM Signature Box
aligned(8) class OMADRMSignature extends Fullbox(‘odfs’, version, flags) {


Unsigned int(8)
SignatureMethod;
// Signature Method


Char



Signature[];


// Actual Signature

}

SignatureMethod Field:

NULL
0x00

HMAC-SHA1
0x01

The range of data for the HMAC calculation shall be according to section 5.3 of reference [DRMCF-v2.0].

9.4.2 Use of OMABCAST Key Info box
BCAST has defined a specific box [XBS DRM extensions-v1.0] to provide key management information for both DRM Profile and Smartcard Profile.

The OMABCASTKeyInfo box allows the following information to be stored for the DRM Profile and / or Smartcard Profile:

· KeyID: SEK / PEK ID & TEK ID used for decrypting the (P)DCF

· KeyIssuerURL: PermissionsIssuer URL used to acquire the appropriate permissions

· TBK_ID: TerminalBindingKey ID and URL if used

· STKM containing the TEK used to decrypt the content

In order to ensure key material can be acquired, the KeyIssuerURL in the Key Info box MAY be used. If the Terminal does not have the SEK or PEK required to decrypt the TEK within the STKM, it may request it by sending the Service request described in [BCAST10-Services] to the KeyIssuerURL with the corresponding SEK or PEK ID. If the KeyIssuerURL is not present, the RightsIssuerURL in the OMADRMCommonHeader box MAY be used instead.
The STKM containing the TEK used to decrypt the DCF MAY be stored inside the OMABCASTKeyInfo box in the STKM field. Note that as the OMABCASTKeyInfo box is part of the HMAC calculation, if the OMADRMSignature box is included but the STKM is not delivered within the OMABCASTKeyInfo box, subsequently adding the STKM to the (P)DCF invalidates the hash. A terminal doing this would typically remove the OMADRMSignature box.

9.4.3 FDT protection within DCF

In case the FDT of the FLUTE protocol needs to be protected, the FDT may also be wrapped in a different DCF. Confidentiality or integrity protection of FDT can be provided this way.

9.4.4 Support of OMA DRM v2 boxes

The OMA BCAST DCF format SHALL support the following boxes specified in OMA DRM V2.0 DCF [DRMCF-v2.0]:

· Fixed DCF header;

· Mutable DRM information Box;

· OMA DRM Container Box.
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