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1 Reason for Change

In the current SPCP interim draft the use of the terms “OMA BCAST EXT” “MBMS Extension payload” “BCAST LTKM EXT” etc. are used inconsistantly. This CR replaces all terms relating to the EXT payloads with “EXT BCAST”, “EXT MBMS”, “EXT BCAST for LTKMs” and “EXT BCAST for STKMs” as appropriate.

In addition “MIKEY LTKMs/STKMs” “BCAST MIKEY messages” etc. has been replaced with LTKM or STKM appropriately. 
Note that the text in the sections on LTKM and STKM processing has been updated already in CR 082R02
Table captions have been added below all tables/figures.

Tables showing the mapping between Smartcard Profile and MBMS keys/IDs have been removed in favour of text.

The name and table titles of the Data Payloads in the the EXT BCAST payloads has been corrected.

In making these changes it was noted that the text describing STKMs and LTKMs was inconsistant. Attempts have been made to make the text consistant. In places this has required the re-ordering and re-phrasing of existing text.
Note: This CR is a companion to the Vodafone CR 299, the main dependency between the two CRs is that CR 299 includes a new section 6.1.1. that is referenced in this CR. Also this CR uses the definition of SEK ID = MSK ID, which is dependent on 299 being agreed.
Note to Editor: Please check table numbers and references are correct (I’ve given it my best try)

2 Impact on Backward Compatibility

None identified
3 Impact on Other Specifications

None identified
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the changes described in this CR
6 Detailed Change Proposal

Change 1:  As shown below
3.2 Definitions

	BCAST Permissions Issuer
	The BCAST Permissions Issuer (BCAST PI, or simply PI) is a logical entity that issues to BCAST terminals key material and/or consumption rules, the latter in the form of permissions and/or constraints.  These rules in turn allow and control a user’s consumption of live or stored content pertaining to broadcast services.  For the DRM Profile, consumption rules are defined by Generalized Rights Objects (GRO) as specified in [XBS DRM extensions-v1.0], and the BCAST Permissions Issuer is synonymous with the “Rights Issuer” in OMA DRM.  For the Smartcard Profile, such rules are defined by the contents of the EXT BCAST payload included in the LTKM, and which may indicate the number of times the SEK/PEK can be used to replay content.


Change 2:  As shown below
6.4 Layer 2: Long Term Key Message - LTKM

This layer corresponds to the LTKM delivery layer.  Once the terminal has obtained the relevant information regarding the required service from the Service Guide, the terminal SHALL register for the services to which it is subscribed. 

To register for a BCAST service the terminal sends a “Service Request” message to the BSM. The “Service Request” message is defined in [BCAST10-Services] and SHALL correspond to the MBMS User Service Registration Request as defined in Section 11.4.1 of [3GPP TS 26.346]. The message SHALL therefore include: 

· Indication that the terminal requests to register to the BCAST Service;

· One or more MBMS User Service ID(s). Each MBMS User Service ID SHALL correspond to the concatenation of GlobalPurchaseItemID (found in the PurchaseItem fragment of the Service Guide) and the PurchaseDataID
 (found in the PurchaseData fragment of the Service Guide). See [BCAST10-SG] for further information on the Service Guide.

Note: Need to confirm whether URI concatenation requires a separator
The BSM SHALL ensure that the “Service Request” message sent by the terminal is authenticated by following the procedure defined in section 6.3.2.1A of [3GPP TS 33.246], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 

Following a successful service registration, LTKMs SHALL be delivered to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246]. This provides support for the scenarios described below:

· The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal or to update the Key Validity data (KV) associated with a SEK or PEK that has previously been delivered. Pushing LTKMs to registered terminals allows the BSM to spread the delivery of SEKs/PEKs required by a large number of users to manage network congestion.  Pushing an LTKM to a terminal to update the KV data provides a means to extend or reduce the lifetime of a SEK or PEK.

· The terminal SHALL request the LTKM associated to a particular service when the terminal realises that it has missed an LTKM update, e.g. due to being out of coverage, using the "Token/LTKM Purchase Request" as defined in [BCAST10-Services]. The "Token/LTKM Purchase Request" SHALL be formatted in accordance to section 11.6.1 of [3GPP TS 26.346]. The requested key identifier is the SEK/PEK ID, which corresponds to the MBMS MSK Identifier. 

· The BSM MAY trigger the terminal to request the current SEK/PEK for a particular service. This process SHALL be as defined for the “BM-SC solicited pull procedure” in section 6.3.2.2.4 of [3GPP TS 33.246]. The solicited pull procedure can be used to provide a means to update the terminal with a new SEK when:

· the SMK is no longer valid, e.g. the BSM can respond to the “Service Request” message from the terminal with an HTTP 401 WWW Authenticate message, thereby initiating a new run of GBA; 

· the terminal is not trusted to provide acknowledgment of LTKM delivery, e.g. with the solicited pull procedure the BSM can assume successful delivery if the terminal does not repeat the “Service Request”  message.  

The authentication of the “Service Request” and "Token/LTKM Purchase Request" SHALL be ensured via HTTP DIGEST [RFC2617] as described in section 6.2.1.3 of [3GPP TS 33.246]. If the message is successfully authenticated the request SHALL be acknowledged using an HTTP 200 OK message. The BSM SHALL determine whether the terminal is authorised to receive the keys associated to the “Service Request” or “Token/LTKM Purchase Request”, e.g. if the user has purchased the associated viewing rights. 

Once registration has been completed or once the SEK/PEK lifetime has expired and the key is no longer valid, the required SEK/PEK can be requested just as an MBMS Service Key (MSK) can be requested as described in Section 6.3.2.2 MSK request procedures of [TS 33.246]. This occurs when:

· The UE has just registered to a User Service, and needs to initiate the delivery of the SEK/PEK.

· The UE has missed a key update procedure e.g. due to being out of coverage and requests the SEK/PEK.

· Or due to a BM-SC solicited pull procedure.

The table below shows the MIKEY message format used for LTKMs in the Smartcard Profile. The message structure SHALL be identical to the the MIKEY message used by MBMS to deliver the MBMS Service Key (MSK) (defined by [3GPP TS 33.246]) apart from the addition of the (optional) EXT BCAST payload as defined in [draft-mikey-oma]. The EXT BCAST payload is described in section 6.4.2 Editor please insert a dynamic link. 
	Common HDR

	EXT MBMS

	EXT BCAST

	TS*

	MIKEY RAND

	Idi

	Idr

	{SP}

	KEMAC



* The TS (timestamp) field in the LTKM pertains strictly to the LTKM, for the purpose of LTKM replay detection.  It is not the same timestamp that exists in the STKM (the latter serves for replay detection of STKMs).

Table 5 – The Logical Structure of the MIKEY Message used for LTKMs. The use of brackets is according to cf. section 1.3 of RFC 3830 (MIKEY)

The structure of the EXT MBMS payload, depicted in Table 5 above, is defined in section 6.4.4 “General extension payload” of [3GPP TS 33.246] and reproduced below for convenience. For the Smartcard Profile LTKM the EXT MBMS payload is the extension payload defined for use with MBMS MIKEY MSK message.
	Key Domain ID sub-payload

	Key Type ID sub-payload (MSK ID)


Table 6 – The Logical Structure of the EXT MBMS payload
All fields in the Smartcard Profile LTKM, with the exception of the EXT BCAST payload and the modifications defined in this section, SHALL be populated as defined in [3GPP TS 33.246] for the MBMS MSK message. The mappings described in section 6.1.1 Editor please insert a dynamic link for the Smartcard Profile parameters SHALL be used, i.e. SEK ID is mapped to MSK ID and SEK is mapped to MSK.


	
	
	

	
	
	

	
	
	



The EXT BCAST for LTKMs SHALL be populated as defined in section 6.4.2 Editor please insert a dynamic link. 
If the LTKM message includes the EXT BCAST payload and the security_policy_ext_flag is set to LTK_FLAG_TRUE 
the Key Validity data subfield of the KEMAC payload in the LTKM defines the Key Validity interval for the SEK/PEK in terms of a specified interval of STKM Timestamp values:

From (32-bits): 
Lower limit of STKM Timestamp (“TS low”) 

To (32bits):
Upper limit of STKM Timestamp (“TS high”) 

It should be noted that the use of STKM Timestamps to define Key Validity, as described above, is a deviation from the MBMS Security specification.  
If the LTKM message does not include the EXT BCAST payload or the security_policy_ext_flag is set to LTK_FLAG_FALSE the standard Key Validity data is constructed as per [3GPP TS 33.246], i.e. the Key Validity data subfield in the KEMAC payload is defined in terms of sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID, where MTK ID is a 16 bits identifier). 

In the sections below, the following terms are used: 

Resending check: The sending of the same TEKs key is allowed and allows a faster zapping procedure. This resending of the same TEK is detected using the TEK_ID (MTK ID) field of the MBMS EXT payload. This shall not be confused with the detection of replay attacks which uses the TS field in the STKM. For each STKM sent, even if this STKM carries the same TEK than the previous STKM, the TS field is increased.

Anti-replay processing or verification: This procedure is used to detect replay attacks for both LTKMs and STKMs, and for the case of STKM, presence of terminal intent to play back recorded content. This procedure operates by comparing the TS field in either the STKM or LTKM with the corresponding anti-replay counter in the Smartcard. Messages with a counter (TS field) less than or equal to the current counter raise a freshness failure. Depending on the security_policy_extension type, this failure results in a discard of the message or a detection of intent to play back recorded content.

Anti-replay verification failure (or freshness failure): This occurs when LTKM or STKMs contain a counter in TS field less than or equal to the current counter.

Replay protection: This is the function which processes the anti-replay verification.

Key Validity Data check: The Key Validity Data check verifies that the PEK/SEK key is still valid. This procedure uses the Key Validity Data field in the KEMAC payload of the LTKM. For MBMS key management the Key Validity Data is defined as an interval of sequence number (i.e. lower limit of MTK ID and upper limit of MTK ID). For BCAST key management (LTKM with OMA BCAST EXT payload), the Key Validity Data is defined as an interval of STKM timestamps (i.e. Lower limit of Timestamp (“TS low”) and Upper limit of Timestamp (“TS high”). A failure occurs when the timestamp in the STKM received is higher than the TS high or lower than the TS low.

Message validation: The Message Validation check consists of the verification of integrity of the message, using the SMK for the LTKM and SEK/PEK for STKM. This procedure is described in the Section 7.1.1.6 for MSK messages and Section 7.1.1.8 for MTK messages of the [3GPP TS 31.102].

Play-back counter: An internal counter in the USIM that contains the number of play-backs authorized.

Note: Although Section 6.4 pertains to LTKM, anti-replay detection and message validation procedures apply equally to processing of LTKM and STKM.  Therefore references to STKM for these functions are also indicated in the above.  Section 6.5.2 describes in detail the Smartcard Profile security policies which depend jointly on the contents of the LTKM and STKM.
Change 3:  As shown below
6.4.4 EXT BCAST for LTKMs
To include Smartcard Profile specific information in LTKMs that can not be supported by the MBMS MSK message, a new MIKEY Extension payload MAY be used. For LTKMs this payload is referred to as the EXT BCAST for LTKMs. The EXT BCAST for LTKMs is used to transport additional information governing the the use of the SEK/PEK carried within the LTKM. The EXT BCAST for LTKMs enables the following functionality:

· Pay-Per-View

· Pay-Per-Time

· Number of times the SEK/PEK can be used

· Send tokens to be added  to a purse in the USIM


The BSM and BSD/A SHALL support the use of the EXT BCAST for LTKMs.
The terminal SHALL support the use of the EXT BCAST for LTKMs. The Smartcard MAY support the use of the EXT BCAST for LTKMs.

The EXT BCAST payload is an instance of the General Extension Payload for MIKEY defined in section 6.15 of [RFC3830]
 and reproduced below for convenience:
	Next Payload

	Type

	Length

	Payload Data


Table 7: Logical Structure of the MIKEY General Extension Payload
Note that the same fields are present in the EXT BCAST for LTKMS and the EXT BCAST for STKMs (defined in section 6.5.1 Editor please insert a dynamic link). The difference between the two EXT BCAST payloads is the Payload Data that they contain.

	
	

	
	



	
	



For the EXT BCAST for LTKMs the MIKEY General Extension Payload fields SHALL be populated as defined below:
Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA General Extension Payload” and is assigned the value of TBD. 

[Editor’s Note:depends on progress of [draft-mikey-oma]]
Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable length): This field SHALL be populated with the Smartcard Profile LTKM Management Data as defined in Table 9 below – Editor please insert dynamic link.



	 Smartcard Profile LTKM Management Data

	Length
	Type

	Long_term_key_message_extension() {
	
	

	

	
	

	

Protocol_version
	4
	uimsbf

	

Security_policy_ext_flag
	1
	bslbf

	

Reserved_for_future_use
	2
	uimsbf

	

terminal_binding_flag
	1
	bslbf

	if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

Security_policy_extension
	4
	uimsbf

	

purse_flag
	1
	bslbf

	

Reserved_for_future_use
	3
	uimsbf

	


	
	

	

cost_value
	16
	uimsbf

	         if (security_policy_extension == 0x06 || 0x07)  {
	
	

	

        number_play_back
	8
	uimsbf

	

        }
	
	

	         if (purse_flag == LTK_FLAG_TRUE) {
	
	

	
     
        purse_mode
	1
	bslbf

	

        token_value
	31
	uimsbf

	     

       }
	
	

	

}
	
	

	if (terminal_binding_flag == LTK_FLAG_TRUE) {
	
	

	

TerminalBindingKeyID
	32
	uimsbf

	

RightsIssuerURILength
	8
	uimsbf

	

RightsIssuerURI
	8*RightsIssuerURILength
	bslbf

	

}
	
	

	}
	
	


Table 9: Format of Smartcard Profile LTKM Management Data
Change 4:  As shown below 

6.4.5 LTKM Verification Message Structure

If the V-bit in the MIKEY common header within a LTKM is equal to 1, the Smartcard SHALL send a verification message as a response. If an EXT BCAST payload is present in the LTKM, the verification message shall consist of the following fields: HDR || EXT BCAST || TS || IDr || V. 
	Common HDR

	EXT BCAST

	TS

	Idr

	V


Table 9– Logical Structure of the LTKM Verification Message


The MAC included in the verification payload (V), SHALL be computed over the following payloads (as defined in [RFC 3830]): Common HDR, EXT BCAST, Time Stamp (TS) and the responder's ID (Idr). The SMK is used as the MIKEY Pre Shared Key (PSK) used to derive the key used in the MAC computation as per [RFC 3830].

If the security_policy_ext_flag, the V-bit in the MIKEY common header and the purse_flag are equal to 1 in the received LTKM, the EXT BCAST payload of the LTKM SHALL be replicated in the EXT BCAST payload of the LTKM verification message with the token_value indicating the remaining purse value after the processing of purse update. 
In this mode, if the cost_value field included in the EXT BCAST payload of the LTKM is equal to 0xFFFF, then the cost in the internal token purse associated with the SEK/PEK SHALL NOT be updated with the cost_value and the EXT BCAST payload of the LTKM SHALL be replicated in the EXT BCAST field of the LTKM verification message with the current cost of the purse associated to SEK/PEK or SMK in the cost_value field.

Sending a LTKM to the USIM with the security_policy_ext_flag, the purse_flag, the purse_mode and the V-bit flag in the MIKEY common header set to 1, the token_value set to 0x7FFFFFFF and the cost_value set to 0xFFFF and no KEMAC Key Data sub-payload permits to retrieve without change the remaining tokens in the internal purse and the cost value of the associated SEK/PEK or SMK.
If no EXT BCAST payload is present in the LTKM, the LTKM verification message SHALL be constructed according to [3GPP TS 33.246].

	

	

	

	

	



In all cases the terminal SHALL forward the LTKM verification message to the BSM.
Change 5:  As shown below 

6.5 Layer 3: Short Term Key Message - STKM

The table below shows the MIKEY message format used for STKMs in the Smartcard Profile. The message structure SHALL be identical to the the MIKEY message used by MBMS to deliver the MBMS Traffic Key (MTK), as defined by [3GPP TS 33.246], with the addition of the EXT BCAST payload.  The EXT BCAST payload is described in section 6.4.2 Editor please insert a dynamic link.
	Common HDR

	EXT MBMS

	EXT BCAST

	TS

	KEMAC


Table 7 – Logical Structure of the MIKEY Message Used for STKMs


The EXT MBMS payload, depicted in Table 7, is defined in section section 6.4.4 “General extension payload” of [3GPP TS 33.246] and reproduced below for convenience. For the Smartcard Profile STKM the EXT MBMS payload is the extension payload defined for use with MBMS MIKEY MTK message.


	Key Domain ID sub-payload

	Key Type ID sub-payload (MSK ID)

	Key Type ID sub-payload (MTK ID)


Table 13 – EXT MBMS Used within the MBMS MTK Message

All fields within the STKM SHALL be populated as defined in [3GPP TS 33.246] for the MBMS MTK message, with the exception of the EXT BCAST payload. The mappings described in section 6.1.1 Editor please insert a dynamic link for the Smartcard Profile parameters, i.e. SEK ID is mapped to MSK ID and SEK is mapped to MSK, TEK is mapped MTK ID and TEK is mapped to TEK.

The EXT BCAST payload SHALL be populated as defined in section 6.5.1.


	
	
	

	
	
	

	
	
	

	
	
	



Note that the EXT BCAST for STKMs is specific to the Smartcard Profile and is not supported by MBMS.
6.5.4 EXT BCAST for STKMs
To include Smartcard Profile specific information in STKMs that can not be supported by the MBMS MTK message, a new MIKEY Generic Extension Header payload (described in section 6.4.2 -  Editor please insert dynamic link) is used. For STKMs this payload is reffered to as the EXT BCAST for STKMs. The EXT BCAST for STKMs is used to transport information related to the use of the TEKs contained within the STKM. 


6.5.4.1 
Smartcard Profile compliant terminals MUST support the EXT BCAST for STKMs defined in this section. MIKEY implementations in existing 3GPP MBMS (U)SIMs will ignore the EXT BCAST for STKMs as these extensions are not supported by 3GPP MBMS [3GPP TS 33.246]. There is no requirement for Smartcards to process the EXT BCAST for STKMs.
For the EXT BCAST for STKMs the fields of the MIKEY Generic Extension Header MUST contain the following data:

Next Payload (8 bits): This field MUST be populated as defined in [RFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “Broadcast Traffic Key Stream Information” and is assigned the value of 5. 

[Editor’s Note: The actual value can be different than 5 as there are currently several extension header proposals in IETF and by the time an IETF draft is submitted the number allocated here (5) may already be taken by other proposals]
Length (16-bits): This field MUST be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable Length): This field MUST contain the Smartcard Profile STKM Management Data defined in section 6.5.1.1 Editor please insert a dynamic link 
6.5.4.2 STKM Management Data

The format below SHALL be used for the Smartcard Profile STKM Management Data. 
	Smartcard Profile STKM Management Data
	Length
	Type

	short_term_key_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	Uimsbf

	

protection_after_reception
	2
	Uimsbf

	

terminal_binding_flag
	1
	Uimsbf

	

access_criteria_flag
	1
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	
}
	
	

	
traffic_key_lifetime
	4
	uimsbf

	
If (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	8
	bslbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	}
	
	


Table 13: Format of Smartcard Profile STKM Management Data












�This field only seems to exist as ID in the Purchase data fragment? Which parameter name is correct?


�Is this still true?


�This text was in the original docment but has been moved to here from above where it is shown as deleted.


�The table and text were in the original document but have been moved to here to help readability - changes to original text shown as change barred


�This text was in the original document (see above where deleted text is shown) but has been moved to here, and changed as shown.


�Table included in orignal text (see below where table is shown as deleted) but has been moved to here.


��Text was in the original document but has been moved to here. Changes to the original text are shown change barred.








NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

