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1 Reason for Change

This CR has to be considered as a companion of the CR 2006-584R02.

The CR2006-584R02 specifies the location_restriction_based Access criteria descriptor for the STKM. To ensure enforcement of this access criterion in a secure manner, the processing of this access criterion needs to be located in a secure function. This CR describes the enforcement of this access criterion in the case of smartcard profile.

2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061218-D. 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
Change 1:  Changes to section 6.5.2

6.5.2 OMA BCAST STKM Processing
When the OMA BCAST STKM message arrives at the terminal, the terminal SHALL NOT perform MIKEY anti-replay processing or validity data check. This verification will take place in the USIM card and will depend on the security_policy_extension stored with the associated SEK/PEK key. 

The terminal SHALL perform the resending check according to 3GPP MBMS [3GPP TS 33.246] before sending the STKM to USIM by comparing the TEK ID field in the Extension payload received in the STKM with the ID of the current TEK buffered in the terminal. This procedure avoids a decrease of the purse in the USIM in case of pay-per-time security policy modes, when duplicate TEKs are sent in the interval of TEK renewal. If the TEK ID extracted from the Extension payload is less than or equal to the current TEK ID, the message SHALL NOT be sent to the USIM. Otherwise, the STKM is sent to the USIM and the following procedure applies:
On reception of the OMA BCAST MIKEY STKM message the USIM first retrieves the SEK/PEK with the Key Domain ID and the SEK/PEK ID found in MBMS Extension payload of the OMA BCAST MIKEY message and performs the message validation as described in [3GPP TS 31.102]. 
After a successful message validation, the USIM checks for the presence of a stored security policy extension associated to the SEK/PEK used to authenticate the STKM. 

If no security policy extension is present the SEK/PEK is processed according to [3GPP TS 31.102] otherwise the following procedure applies:

First the secure function checks the presence of access criteria in the message and controls that the access criteria are met using internal information. This internal information depends on the type of access criteria. For the current version of the specification, access criteria defined are for parental control and location based restriction. See section 6.5.2.1 for the enforcement of parental control and 6.5.2.2 for the enforcement of location based restriction. 
If parental control ends with a failure the secure function aborts the processing of the STKM and depending of the implementation, returns the status word ‘XXXX’ (code assigned by 3GPP CT6) or sends a proactive command ‘DISPLAY TEXT’ (as described in [3GPP 31.111] or [3GPP2 C.S.0035-A]) in order to inform the user that his age is not in accordance to the moral level of the program. The terminal SHALL support the proactive command ‘DISPLAY TEXT’.
If the location based restriction ends with the status ‘blackout’ the secure function aborts the processing of the STKM and depending of the implementation, returns the status word ‘XXXX’ (code assigned by 3GPP CT6) or sends a proactive command ‘DISPLAY TEXT’ (as described in [3GPP 31.111] or [3GPP2 C.S.0035-A]) in order to inform the user that the program can not be displayed in this area. The terminal SHALL support the proactive command ‘DISPLAY TEXT’.
Otherwise, the USIM performs a key validity data check by comparing the received Timestamp field (TS) in the OMA BCAST STKM message with the stored key validity data, in the form of Timestamp interval “TS low” and “TS high” of the associated SEK/PEK. If the received TS is lower than “TS low” or is greater than “TS high”, then the USIM SHALL return the status word '6985' (Conditions of use not satisfied). 

If the security_policy_extension is equal to 0x00 or 0x02 or 0x04, the USIM SHALL compare the received Timestamp field (TS) with the stored anti replay value of the associated SEK/PEK. If the received TS is equal or lower than the internal stored anti replay value, then the USIM returns the status word '9865' (Key freshness failure). Otherwise, the stored anti replay counter SHALL be set to the received TS value.

Note: Less than or equal is to be taken in the meaning of RFC1982. If the less than or equal relation is undefined in the sense of RFC1982, the message should be considered as being replayed and shall be discarded.

If the security_policy_extension is equal to 0x06 or 0x07 or 0x08 or 0x09, the USIM SHALL perform the anti replay verification described above except that the Key freshness failure SHALL NOT be returned to the terminal.The Key freshness failure in these cases is used to detected the play-back of content and the action performed depends on the security_policy_extension value.

If the security_policy_extension equals to 0x00 or 0x01 or 0x02 or 0x03, the USIM SHALL decrement the purse associated with the SEK/PEK key group or SMK by the stored cost value associated with that SEK/PEK. Then, the USIM returns the decrypted TEK and Salt key (if Salt key is available).

If the security_policy_extension is equal to 0x04 or 0x05 then, the USIM returns the decrypted TEK and Salt key (if Salt key is available).

If the security_policy_extension is equal to 0x06 or 0x07 and the play-back counter is not equal to zero and an anti-replay verification failure is detected by the USIM, the play-back counter SHALL be decreased by one and the anti-replay counter of the associated SEK/PEK SHALL be set to the lower limit (TS low) of the SEK/PEK key validity data payload. Then, the USIM returns the decrypted TEK and Salt key (if Salt key is available). The USIM SHOULD delete the SEK/PEK when the associated play-back counter is equal to zero and a Key freshness failure is detected, this situation occurring when all play-back allowed are already consumed and a new play-back occurs.

If the security_policy_extension is equal to 0x08 and the play-back counter is not equal to zero and an anti-replay verification failure is detected by the USIM, the purse associated with the SEK/PEK Key Group SHALL be decremented by the cost_value associated with that SEK/PEK. The play-back counter SHALL be decreased by one and the anti-replay counter of the associated SEK/PEK  SHALL be set to the lower limit (TS low) of the associated key validity data. Then, the USIM returns the decrypted TEK and Salt key (if Salt key is available). The USIM SHOULD delete the SEK/PEK when the associated play-back counter is equal to zero and a Key freshness failure is detected. 

If the security_policy_extension is equal to 0x09 and the play-back counter is not equal to zero and an anti-replay verification failure is detected by the USIM, the purse associated with the SMK SHALL be decremented by the cost_value associated with the SEK/PEK, the play-back counter SHALL be decreased by one and the anti-replay counter of the associated SEK/PEK is set to the lower limit (TS low) of the key validity data. Then, the USIM returns the decrypted TEK and Salt key (if Salt key is available). The USIM SHOULD delete the SEK/PEK when the associated play-back counter is equal to zero and a freshness failure is detected. 

For the security_policy_extension modes using the purse or the play-back counter, the USIM SHALL abandons the function in cases where the purse cannot be decreased by the cost_value or play-back counter is invalid or equals zero..In these cases the status word '91xx'  is returned to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS,…) in order to start a dialog with the user. The terminal fetches the pending proactive command, performs it and sends to the USIM the response of the proactive command execution.

If the V-bit in the OMA BCAST STKM message is equal to 1, the USIM shall not send a verification message as a response. 

For GBA_U based implementation, upon reception of the STKM the terminal sends the message to the USIM which identifies/generates SEK or PEK to decrypt the encrypted TEK. The USIM/(R )UIM then sends back TEK in the clear to the terminal.  If a TBK is used, then the returned value is the TEK wrapped by the TBK. For GBA_ME based implementation the terminal handles the decryption of the TEK.
6.5.2.1 Enforcement of the parental control
The enforcement of the parental control is processed as follow:

The secure function checks if information concerning the parental control is available for the SMK. If no information is available the enforcement of parental control ends successfully and the processing of the STKM resumes.

Otherwise, the parental_control_enable_flag is checked. 

If the parental_control_enable_flag is set to 0, the parental control is disabled and the processing of the STKM SHALL resume without enforcement of access condition.

If the parental_control_enable_flag is set to 1, the parental control is active and the enforcement of access condition SHALL be executed.

Enforcement of access condition consists on the check between the level_granted or user_age value received at the reception of a LTKM and the rating_value received in the STKM.  Rating_type in the STKM may be restricted to countries specified in the list of country_code. If such a list exists in the STKM, first a check of the current location of the terminal against country_code present in the list is performed as followed:

Beforehand, the secure function has requested information about the current location of the Terminal using the proactive command ‘PROVIDE LOCAL INFORMATION’ (as described in [3GPP 31.111]or [3GPP2 C.S.0035-A]). This information includes local information such as Mobile Country Code that could be compared to the country codes included in the list of the STKM. The terminal SHALL support the proactive command ‘PROVIDE LOCAL INFORMATION’. If the current country_code of the device corresponds to none of the country_codes present in the STKM, the rating_type doesn’t apply and the parental control ends successfully. Otherwise if a match exists, the rating_type applies and the check of the rating_value SHALL be performed.

For this check, the rating_type received in the STKM SHALL be compared to all rating_type stored in the secure function. 

If there is a match, the level_granted SHALL be correlated with the rating_value received in the STKM. This correlation depends on the rating_type.

If there is no match but a rating_type with value 0x00 is stored in the secure function, the user_age SHALL be used for the correlation with the rating_value. The correlation depends on the rating_type received in the STKM

If there is no match and no rating_type with value 0x00 is stored, the parental control ends successfully and the processing of the STKM resumes.

If there is a match for a rating_type with value 0x00, the user_age stored in the secure function is used for the correlation with the rating_value received in the STKM. If the user_age is equal or higher to the minimum age indicated by the rating_value received in the STKM then the parental control ends successfully. Otherwise the parental control ends with a failure.

If the parental control ends successfully the processing of STKM resumes.

Otherwise the secure function MAY ask the user to enter a PINCODE using the proactive command ‘GET INPUT’ (as described in [3GPP 31.111] or [3GPP2 C.S.0035-A]). The terminal SHALL support the proactive command ‘GET INPUT’.

If the PINCODE is correct the parental control ends successfully

If the PINCODE is false (number a false PINCODE depends on the implementation) the parental control ends with a failure, the processing of STKM is aborted and user is informed that his age is not in accordance to the moral level of the program (see 6.5.2).

OR ends directly with a failure, the processing of the STKM is aborted the user is informed that his age is not in accordance to the moral level of the program. (see 6.5.2)
6.5.2.2 Enforcement of location_based_restriction
The enforcement of the location_based_restriction is processed as follow:

Beforehand, the secure function has requested to the terminal current location information sending a proactive command ‘PROVIDE LOCAL INFORMATION’ as described in [3GPP 31.111] or [3GPP2 C.S.0035-A]. To request this information the secure function, on a polling of the terminal returns a status code ‘91XX’ to the terminal to indicate that a proactive command is pending. The terminal fetches the pending proactive command ‘PROVIDE LOCAL INFORMATION’, performs it and sends to the secure function the response of the proactive command execution. The terminal sends then to the secure function the country_code, location_area_code and cell _ID_value in case of 3GPP as defined in [3GPP 31.111] or the country_code, part of IMSI, System Identification (SID), Network identification (NID), BASE_ID, BASE-LAT and BASE_LONG as defined in [3GPP2 C.S.0035-A]. The terminal SHALL support proactive command ‘PROVIDE LOCAL INFORMATION’. 
The secure function will be able to handle some target_area_type that relies on information provided by the practive commanf ‘PROVIDE LOCAL INFORMATION’. 
If target_area_type is 0x2: the country_code of the current location of the terminal is used and is compared to the country_code specified in the STKM.

If there is a match and if interpretation flag in the STKM is set to 0 (“normal”) and if the override flag is set to 0, the location_based_restriction ends with the status ‘blackout’, i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see 6.5.2).
If there is no match and if interpretation flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 0,  the location_based_restriction ends with the status ‘blackout’ i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see 6.5.2). 
If there is a match and if interpretation flag in the STKM is set to 0 (“normal”) and if the override flag is set to 1, the location_based_restriction ends with the status ‘need specific entitlements’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary entitlements. Then the STKM processing resume to check if a PPV for this program is active.(see 6.5.2).

If there is no match and if interpretation flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 1,  the location_based_restriction ends with the status ‘need specific entitlements’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary entitlements. Then the STKM processing resume to check if a PPV for this program is active. (see 6.5.2). 

Otherwise the location_based_restriction enforcement ends without blackout, i.e. the terminal MAY render the media streams and then the STKM processing SHALL resume. 
If target_area_type is 0x5: depending of the cell_target_area_type, the Cell Global Identifier or the location Area Identifier or the SID, or the SID+NID…of the current location of the terminal is used and compared to the cell_area_values received in the STKM.
If there is a match and if interpretation flag in the STKM is set to 0 (“normal”) and if the override flag is set to 0, the location_based_restriction ends with the status ‘blackout’, i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see 6.5.2).

If there is no match and if interpretation flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 0,  the location_based_restriction ends with the status ‘blackout’ i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see 6.5.2). 

If there is a match and if interpretation flag in the STKM is set to 0 (“normal”) and if the override flag is set to 1, the location_based_restriction ends with the status ‘need specific entitlements’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary entitlements. Then the STKM processing resume to check if a PPV for this program is active.(see 6.5.2).

If there is no match and if interpretation flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 1,  the location_based_restriction ends with the status ‘need specific entitlements’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary entitlements. Then the STKM processing resume to check if a PPV for this program is active. (see 6.5.2). 

Otherwise the location_based_restriction enforcement ends with the status ‘without blackout’, i.e. the terminal MAY render the media streams and then the STKM processing SHALL resume. 
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