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1 Reason for Change

This CR addresses the following 3 comments:
	XBS042
	2007.02.15
	T
	12.1
	Source: Fraunhofer IIS

Form: OMA-BCAST-2007-0251R01

Comment: 

In section 12.1, there is an example with a single OMADRMKMSBox for multiple tracks. However according to the DRM v2.0.1 specification, this is not possible.

Proposed Change: 

Remove the example
	Status: OPEN



	XBS046
	2007.02.15
	T
	12.1
	Source: Fraunhofer IIS

Form: OMA-BCAST-2007-0251R01

Comment: 

In Section 12.1, tables 37 and 38 contain an overview of the box hierarchy PDCF file format. Since the PDCF file format is based on the ISO file format, the tables mainly describe the ISO file format. To prevent diversion of specifications based on the ISO file format, it is recommended not to describe or redefine the ISO box hierarchy in derived specifications. In these derived specifications, it suffices to only state which box contains which newly defined box.

Also, section 12.1 seems to be unnecessary since it only repeats what is already specified in the PDCF file format specification.

Proposed Change: 

Remove section 12.1, and the fifth paragraph in section 12: "Section 12.1 describes the overall Adapted PDCF structure."
	Status: OPEN

See comment XBS042.

See proposed resolution.


	XBS049
	2007.02.15
	E
	12.2.2
	Source: Fraunhofer IIS

Form: OMA-BCAST-2007-0251R01

Comment: 

In Section 12.2.2, there is a lot of repeated information from other specifications. To avoid mismatches, it is better to refer to these specifications than to repeat them.

Proposed Change: 

Replace repeated information by references.
	Status: OPEN




It cleans-up Section 12 by removing some copied ISO file format and OMA DRM v2.0 PDCF boxes by its corresponding reference to the ISO file format or OMA DRM v2.0 DCF specification.

Text which is already specified in OMA DRM v2.0 DCF and ISO should not be redefined here, but only referenced. It should be clear to the reader, which are the really new things standardised for the Adapted PDCF.
In 350R01, Changes 1 and 2 substitute Change 1 in 350. The rest was not modified. 

Following changes apply:

· In change 2: remove Table 38,

· In change 1&2: move Tables 37 and 39 to an Informative Section in the Appendix
· In change 1: modify the text in the new Appendix to explicitly say, that the two tables are only examples.
In 350R02, following changes apply:

· In change 1: remove first column of Tables 1 and 2 in new Appendix, which states which boxes are mandatory and which are optional.

· In change 1: modify the introductory text in new Appendix by deleting the explanation about the first column of the Tables.

· In change 4: replace “OMABCAST DRM AU Header” with “OMABCASTAUHeader”
· In change 4: remove change in last sentence (original sentence remains)

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree the CR.

6 Detailed Change Proposal

7 Make a new informative appendix including Table 37 and Table 39 and some introductory text in section 12.1

A.16

PDCF box structure example (Informative)

This informative section presents a non-exhaustive example of the PDCF box structure, including the boxes defined by ISO in [ISO14496-12] and the OMA boxes defined in [DRMCF-v2] and in this specification.
In both Tables below additional boxes may be necessary. The nesting order of the boxes is as follows: on the left is the parent and on the right, the child. 

Table 1 
 shows an example of the ‘ftyp’ and ‘moov’ part of the PDCF box structure when a protected audio or video track is defined. Note, that the OMA information is specified per track. The file format structure corresponds to OMA DRM v2.0 [DRMCF-v2] and is not modified in this specification. It is fully ISO compliant.


Table 1: 
 partial box structure of a PDCF file with a single protected track

	Data type/value
	
	
	
	
	
	
	
	
	
	Field purpose

	‘ftyp’
	
	
	
	
	
	
	
	
	
	ISO File header ( fixed File Type box)

	‘moov’
	
	
	
	
	
	
	
	
	
	ISO movie box

	
	‘mvhd’
	
	
	
	
	
	
	
	
	ISO movie header box

	
	‘trak’
	
	
	
	
	
	
	
	
	ISO track box

	
	
	‘tkhd’
	
	
	
	
	
	
	
	ISO track header

	
	
	‘tref’
	
	
	
	
	
	
	
	ISO track reference

	
	
	‘mdia’
	
	
	
	
	
	
	
	ISO media information box

	
	
	
	‘mdhd’
	
	
	
	
	
	
	ISO media header

	
	
	
	‘hdlr’
	
	
	
	
	
	
	ISO handler

	
	
	
	‘minf’
	
	
	
	
	
	
	ISO media information container

	
	
	
	
	‘stbl’
	
	
	
	
	
	ISO sample table box, container for the time/space map

	
	
	
	
	
	‘stsd’
	
	
	
	
	ISO sample descriptions
‘soun’ for audio tracks

‘vide’ for video tracks


	
	
	
	
	
	
	‘encv or 'enca'
	
	
	
	ISO protected sample entry

	
	
	
	
	
	
	
	‘sinf’
	
	
	ISO protection scheme information box (always present)

	
	
	
	
	
	
	
	
	‘frma’
	
	ISO original format (always present)

	
	
	
	
	
	
	
	
	‘schm’
	
	ISO SchemeTypeBox (when used to apply to single track)

	
	
	
	
	
	
	
	
	'schi'
	
	ISO SchemeInformationBox (if applies to this ‘trak’ only)

	
	
	
	
	
	
	
	
	
	‘ohdr’
	OMA DRM Common Headers box (when used to apply to single track)

	
	
	
	
	
	
	
	
	
	'osfm'
	OMA Sample format Box (when used to apply to single track)

	
	
	
	
	
	
	
	
	
	
	


 Table 3 below shows an example of the OMA STKM track structure inside a PDCF file.
Table 3
: part of the box structure of a PDCF file showing OMA STKM track

	Data type/value
	
	
	
	
	
	
	
	
	
	Field purpose

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	‘trak’
	
	
	
	
	
	
	
	
	ISO track box

	
	
	‘tkhd’
	
	
	
	
	
	
	
	ISO track header

	
	
	‘tref’
	
	
	
	
	
	
	
	ISO track reference

	
	
	‘mdia’
	
	
	
	
	
	
	
	ISO media information box

	
	
	
	‘mdhd’
	
	
	
	
	
	
	ISO media header

	
	
	
	‘hdlr’
	
	
	
	
	
	
	ISO handler

	
	
	
	‘minf’
	
	
	
	
	
	
	ISO media information container

	
	
	
	
	‘stbl’
	
	
	
	
	
	ISO sample table box, container for the time/space map

	
	
	
	
	
	‘stsd’
	
	
	
	
	ISO sample descriptions

'meta' for OMA STKM track (Metadata track)


	
	
	
	
	
	
	‘oksd’
	
	
	
	OMA key sample description box


Change 1:  Remove whole Section 12.1 "Overall PDCF Structure". Add some text that refers to the Appendix 16.
12. 
Adapted PDCF

This section allows a STKM stream (transmitted using Layer 3 of the 4-layer model for Service Protection and Content Protection of RTP streams using ISMACryp) to be stored within a PDCF. It applies to both DRM Profile and Smartcard Profile. Recording is explained in [BCAST10-ServContProt].
The existing PDCF file format as defined in OMA DRM v2.0 [DRMCF-v2] allows audio video content to be stored in a file format together with the relevant OMA DRM information. Audio and video tracks can be encrypted as defined in [DRMCF-v2] using the appropriate CEK stored in a Generalised Rights Object (GRO).
Creating adapted PDCF recordings does not require a GRO. Playback of adapted PDCF recording is governed by the protection_after_reception flags in the key stream (see [BCAST10-ServContProt]) and, for certain values of the protection_after_reception_flags, by GROs.

Content can be streamed over RTP using ISMACryp. To allow storing this kind of streamed content in a PDCF file, a couple of adaptations to the PDCF file format are made. This modified PDCF file format is called Adapted PDCF.

Section 0 describes the overall Adapted PDCF structure.

Section Fehler! Verweisquelle konnte nicht gefunden werden. explains how to store TEK stream information in Adapted PDCF. In the context of broadcast services, RTP streams can be encrypted at the content level (encrypting Access Units using ISMACryp as explained in [BCAST10-ServContProt]) using TEKs. This key is not the traditional CEK stored in an RO. In the broadcast context the CEK is a Service Encryption Key (SEK) or a Program Encryption Key (PEK) delivered using Layer 2. This SEK or PEK allows the TEK delivered in Traffic Encryption Key stream messages delivered in Layer 3 to be decrypted. The TEK is used to encrypt content transmitted in RTP packets using ISMACryp. As this key changes regularly, Adapted PDCF allows the storage of the relevant TEK stream information.
Section Fehler! Verweisquelle konnte nicht gefunden werden. specifies the AES_128_BYTE_CTR encryption algorithm. This algorithm is used in ISMACryp and is included in Adapted PDCF to allow the storage of ISMACryp protected AUs in a PDCF file, without re-encryption.
The informative Appendix A.16 describes the logical PDCF box structure.







	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	




	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	


	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	




	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	


	
	
	
	
	
	
	
	
	
	
	
	


Change 2:  Move Section 12.2 "PDCF Adaptation for Key Stream Inclusion" to 12.1.  Substitute  Figure 30 by Figure 31 in Section 12.2.2. In new Figure 30, substitute "OMA Key Stream" by "OMA STKM Stream"
12.1 PDCF Adaptation for Key Stream Inclusion

This section details the modifications required in the PDCF file format of OMA DRM v2.0 [DRMCF-v2] so as to allow an OMA key stream to be stored in the PDCF.

The adapted PDCF file format is schematically shown in Figure 30 below in a simplified format, as per OMA DRM v2.0. The only difference between the diagram below and the original PDCF file format is the addition of an OMA STKM track in the Movie Box and the associated OMA STKM track data in the Media Data box. Full backward compatibility with the original PDCF file format is thus ensured.

Details on the PDCF file format, STKM track and details on how to link the STKM track to appropriate audio / video tracks are given in this specification in the sections below.

Supporting the adapted PDCF format defined in this specification is OPTIONAL for a Device, as is the case for the original PDCF format in OMA DRM v2.0.
Figure 30: Example of a PDCF with a protected video track

[image: image1.emf]ISO-based media file
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Change 3:  Re-write Section 12.2.2 "OMA DRM Information Boxes" as follows
12.3 
OMA DRM Signaling Information







As specified in OMA DRM v2.0 DCF specification [DRMCF-v2], the ISO ProtectionSchemeInfoBox (‘sinf’) with its sub-boxes is used to carry OMA DRM key management system specific information.


	




















Table 4: PDCF scheme type for OMA DRM

	scheme_type
	Value
	Semantics

	OMA DRM
	‘odkm’
	OMA DRM is used for key management in the PDCF.


Table 5: PDCF scheme version for OMA DRM

	scheme_version
	Value
	Semantics

	OMA BCAST 1.0
	0x00000300
	OMA DRM version is 2.0 extended for BCAST

(version 2.0 does not allow the STKM track)


For PDCF files conforming to this specification, in the ISO SchemeTypeBox ('schm') the SchemeType MUST be the 4CC ‘odkm’ and SchemeVersion MUST be 0x00000300. The file MUST contain at least one OMADRMKMSBox. A PDCF MUST support only OMA DRM for the key management system.


The ISO SchemeInfoBox ('schi') is used to carry DRM key management system specific information. This box includes the OMADRMCommonHeaders box ‘ohdr’, as the first sub-box and the OMADRMAUFormatBox, as the second sub-box. 

For more details on the information included in the OMADRMCommonHeaders box refer to [DRMCF-v2]. In this version of the specification the EncryptionMethod field in the OMADRMCommonHeaders box is extended with the value 0x03 to contain the additional AES_128_BYTE_CTR algorithm. 
In this version, the OMADRMAUFormatBox MUST be present. The value of the fields in the OMADRMAUFormatBox are described below. 















aligned(8) class OMADRMAUFormatBox extends FullBox('odaf', 0, 0) {

bit(1) SelectiveEncryption;

bit(7) reserved;

unsigned int(8) KeyIndicatorLength;

unsigned int(8) IVLength;

}


Table 6: OMADRMAUFormatBox fields

	Field name
	Type
	Purpose

	SelectiveEncryption
	bit(1)
	Indicate whether selective encryption is used or not

	Reserved
	bit(7)
	Reserved, SHOULD be set to 0.

	KeyIndicatorLength
	unsigned int(8)
	Size of the key indicator in bytes

	IVLength
	unsigned int(8)
	Size of the IV in bytes


The SelectiveEncryption bit MAY be set either to 1 or to 0. If the selective encryption bit is set to 0 then all content to which the ISO ProtectionSchemeInformationBox applies is encrypted and no "encrypted" field is present in OMABCASTAUHeader. 
If the selective encryption bit is set to 1 then the OMABCASTAUHeader preceding Access Units indicates whether or not a particular AU is encrypted.
The KeyindicatorLength describes the size of the key indicator in bytes. In this version of the specification, the value of KeyIndicatorLength does not have to be set to 0.
12.2.2.3
 SmartcardProfile Box

The ExtendedHeaders field MAY include one or more instances of the SmartcardProfile Box:

aligned (8) class SmartcardProfile extends FullBox('scpb', version, flags) {


unsigned int(8) KeyIDLength; 



// KeyID length in bytes


byte Key_id[];




// Key_id


if(flags & 0x000001) {



unsigned int(16) KeyIssuerURLLength; 

// KeyIssuer URL field length in bytes



char KeyIssuerURL[];


// KeyIssuer URL string


}


} 

SmartcardProfile box fields are described in the table below. 

If flags & 0x000001, a KeyIssuerURL can be provided for acquiring the key identified by Key_id. 

The KeyIssuerURL in the SmartcardProfile box SHALL be used first. If this fails or if the KeyIssuerURL is not present, the Device MAY try the RightsIssuerURL in the CommonHeaders box. 

Table 7: SmartcardProfile box fields

	Field name
	Type
	Purpose

	KeyIDLength
	unsigned int(8)
	Length of the Key ID in bytes

	Key_id
	byte[]
	Value of Key ID

	KeyIssuerURLLength
	unsigned int(16)
	Length of the KeyIssuerURL (optional)

	KeyIssuerURL
	char[]
	Key Issuer URL (optional)


12.2.2.4
 DRMProfile Box

The ExtendedHeaders field MAY include one or more instances of the DRMProfile Box:

aligned (8) class DRMProfile extends FullBox('drmb', version, flags) {


unsigned int(8) KeyIDLength; 



// KeyID length in bytes


byte Key_id[];




// Key_id


if(flags & 0x000001) {



unsigned int(16) KeyIssuerURLLength; 

// KeyIssuer URL field length in bytes



char KeyIssuerURL[];


// KeyIssuer URL string


}

} 

DRMProfile box fields are described in the table below. 

If flags & 0x000001, a KeyIssuerURL can be provided for acquiring the key identified by Key_id. 

The KeyIssuerURL in the DRMProfile box SHALL be used first. If this fails or if the KeyIssuerURL is not present, the Device MAY try the RightsIssuerURL in the CommonHeaders box. 

Table 8: DRMProfile box fields

	Field name
	Type
	Purpose

	KeyIDLength
	unsigned int(8)
	Length of the Key ID in bytes

	Key_id
	byte[]
	Value of Key ID

	KeyIssuerURLLength
	unsigned int(16)
	Length of the KeyIssuerURL (optional)

	KeyIssuerURL
	char[]
	Key Issuer URL (optional)


12.2.2.5
 OMABCASTAUHeader

The OMABCASTAUHeader specifies the format for each access unit protected by OMA DRM. This header MUST precede the codec-specific sample data in each access unit. It provides the OMA DRM information whose length is specified in the OMADRMAUFormatBox defined in Section 12.2.2
. The OMABCASTAUHeader is placed before each AU as shown in Figure 32. 

Figure 2: OMABCASTAUHeader and access unit


The OMABCASTAUHeader is defined as follows:

aligned(8) class OMABCASTAUHeader {


if( SelectiveEncryption == 1) {


// from the OMASampleFormatBox


bit(1)
EncryptedAU;

// Encryption indicator



bit(7)
reserved;


// Must be zero


}


else EncryptedAU = 1;


if( EncryptedAU == 1 ) {



unsigned int(8 * IVLength) IV;



unsigned int(8 * KeyIndicatorLength) KeyIndicator;


}
}

Table 9: OMABCASTAUHeader fields

	Field name
	Type
	Purpose

	EncryptedAU
	bit(1)
	Encryption Indicator for the access unit.

	IV
	unsigned int(8)
	IV preceding the access unit playload.

	KeyIndicator
	unsigned int(8)
	Key indicator field preceding the access unit payload.


Table 10: Encryption indicator values

	Encrypted
	Value
	Semantics

	None
	0
	Access unit is not encrypted.

	Encrypted
	1
	Access unit is encrypted.


A playing Device uses the header information for decryption purposes and is able to extract the actual sample(s).
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�Add corresponding reference


�Note, that some changes were made on the text





�Add correct Table number. Note, that first column of the Table was deleted.


�Some changes were made here.


�Note, that some changes were added


�Note, that some changes were made here.


�Add correct table number. Note that the first column of the Table was removed.


�Some changes were made here


�Note, that some changes were made here.


�Note to Editor: add section number


�This Figure (originally in Section 12.2.2.2) substitutes the Figure in Section 12.2


Note, that "OMA Key Track" was changed to "OMA STKM Track"


�Note to Editor: add section number


�Note to Editor: add section number


�Note to Editor: add section number


�Note to Editor: add section number


�Note to Editor: add section number


�Note to Editor: add section number
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