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1 Reason for Change

This CR is to resolve consistency review comments SG-F-0129
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	T
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From: doc #0129
Comment :
The Service&Content protection related signaling in SG is changed a lot during the 1sr round review, but not reflected in this application scenario. 

Proposed Change :
CR to be provided
	Status: OPEN
Editor: 




2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

The mechanisms specified in this CR, and subsequent modifications, if agreed for adoption in BCAST R1.0 specs, may influence the specification of synchronized switching between main and auxiliary programming, if applicable, for the Rich Media Enabler (RME) under work in BAC MAE.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree the proposed changes on SG TS section Appendix 
6 Detailed Change Proposal

Appendix D. Service Guide Application Scenarios (Informative)
D.4 Scenario of a broadcast streaming service protected by multiple Key Management Systems
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Legend:

svcConPro = “serviceContentProtection” attribute

baseCID =  “baseCID” attribute

ProKeyID = “ProtectionKeyID” element

KMS = “KeyManagementSystem” element

proType = “protectionType” attribute

PIURI = “PermissionsIssuerURI” element

TBKID = “TerminalBindingKeyID” element

tbkPIURI = “tbkPermissionsIssuerURI” attribute

riURI = “rightsIssuerURI” attribute

Attributes or Elements in red: NM/TM

Attributes or Elements in green: NO/TM

Attributes or Elements in yellow : NO/TO

Access 1

KMS:

KMSType: 1 (oma-bcast-gba_u-mbms)

  proType: 2 (CP & playback of recording)

       PIURI: www.ri.bcast.org/ri_03

   type: true (Smartcard profile)

TBKID: 01

    tbkPIURI: www.ri.bcast.org/ri_02

       ProKeyID: w0KGCiVR...; GBOKGCi…;

KMS:

 kmsType: 2 (oma-bcast-gba_me-mbms)

       proType: 1 (SP)

       PIURI: www.ri.bcast.org/ri_04

              type: true (Smartcard profile)

       ProKeyID: w0KGCiVR...; C0KGBOKGCi…;

SvcConPro: true

baseCID: bcast_svc_1

ProKeyID: iVBORw0KGC...;

MIIEZzCCA9gA…;

riURI: www.ri.bcast.org/ri_01 riURI: www.ri.bcast.org/ri_01

riURI: www.ri.bcast.org/ri_01 riURI: www.ri.bcast.org/ri_01

PurchaseChannel 5

riURI: www.ri.bcast.org/ri_01

Access 3

KMS:

   kmsType: 3 (oma-bcast-prov-bcmcs)

       proType: 2 (CP & playback of recording)

       PIURI: www.ri.bcast.org/ri_01

type: true (Smartcard profile)

       ProKeyID: CiwVBOR0KG...;FisTHeD09IR…;

SvcConPro: true

baseCID: bcast_svc_2

Content 1

baseCID: bcast_svc_1

ProKeyID: 0KGCiVBORw...;

KMS:

  kmsType: 0 (oma-bcast-drm-pki)

       proType: 0 (CP)

       PIURI: www.ri.bcast.org/ri_01

type: false (DRM profile)


Figure 10 :  Use of SG to signal service and content protection information

This application scenario describes how the service and content protection information of a broadcast service protected by multiple Key Management Systems (KMS) is signalled using the Service Guide.
First of all, to generally inform the terminal and the user whether a service is protected or not the ‘serviceContentProtection’ attribute in the associated ‘Service’ fragment is set to “true” or “false”. 
In the example shown in Figure 10, to access the protected Service 1 there are three access channels specified by three ‘Access’ fragments, Access 1, Access 2 and Access 3, for each of which different KMS are used. The KMS related information is signalled by ‘KeyManagementSystem’ element in the ‘Access’ fragment. From the linkage between the ‘Service’ fragment and the ‘Access’ fragments, the terminal can easily find out by how many and what exact KMSs a specific service is protected.
In this example, the KMS type of Access 1 is “oma-bcast-drm-pki”, the protection type used with this KMS is Content Protection as defined by LTKM (i.e. protection_after_reception in STKM = 0x03 [BCAST10-ServContProt]); the Permissions Issuer URI to acquire SEK/PEK is “www.ri.bcast.org/ri_01”, and in case of Access 1 the Permissions Issuer is synonymous with the Rights Issuer  because DRM profile is used here. 
The KMS type of Access 2 is “oma-bcast-prov-bcmcs”, the protection type used with this KMS is Content Protection as defined by LTKM plus playback of protected recording permission (i.e. protection_after_reception in STKM = 0x02), its Permissions Issuer URI to acquire SEK/PEK is also “www.ri.bcast.org/ri_01” which is shared with KMS of Access 1. That means one Permissions Issuer can support multiple KMSs. 
For Access 3 two types of KMS are supported; one is “oma-bcast-gba_u-mbms”, the other is “oma-bcast-gba_me-mbms”. The protection type of the former one is Content Protection as defined by LTKM plus playback of protected recording permission (i.e. protection_after_reception in STKM = 0x02) and protection type of the latter one is Service Protection only (i.e. protection_after_reception in STKM = 0x03), the Permissions Issuer URIs are “www.ri.bcast.org/ri_03” and “www.ri.bcast.org/ri_04” respectively. 
Besides the above service and content information which are common to both DRM profile and Smartcard profile, some other parameters in SG are only specific to one profile. Those parameters are only required to be supported when the relevant profile is supported.

For the DRM Profile, part of the Service or Program CID used to identify the corresponding asset within a OMA DRM 2.0 Rights Object are signalled as ‘baseCID’ attribute in the corresponding ‘Service’ fragment and ‘Content’ fragment. The Service or Program CID is obtained from the ServiceBaseCID as described in [BCAST10-ServContProt]. Furthermore, to inform the terminal which Rights Issuer may provide the Rights Issuer Services [BCAST10-DRM-XBS] operated by its home BSM, a ‘rightsIsserURI’ attribute may also be signalled in the ‘PurchaseChannel’ fragment in case of DRM profile.
For the Smartcard profile, the list of the key identifiers needed to access the protected service or content are signalled as ‘ProtectionKeyID’ element in ‘Service’, ‘Content’, ‘Access’ or ‘PurchaseItem’ fragment so that the terminal can determine whether or not it has the correct key material to access the service or content. In the above example, the key identifiers for Content 1 and Service 2 are indicated in the fragment itself because they are not shared by multiple service provider; however for Service 1 because multiple access channels with different KMSs are provided probably from multiple service providers, the protection keys in each KMS are different, hence in this case the protection key identifiers are signalled under ‘KeyManagementSystem’ element of each ‘Access’ fragment, rather than in the ‘Service’ fragment. Further, in case of Samrtcard Profile Terminal Binding Key (TBK) can be used to bind the broadcast service to valid terminals for content protection and the identifier of the TBK is signalled as ‘TerminalBindingKeyID’ sub-element of ‘KeyManagementSystem’. The first KMS of Access 1 in the above example is using TBK. Because the Permissions Issuer to acquire the TBK may be different from the Permissions Issuer to acquire the SEK/PEK, a TBK specific Permissions Issuer is specified as ‘tbkPermissionsIssuerURI’ attribute under ‘TerminalBindingKeyID’ element. However in some cases the same Permissions Issuer is used to provide both PEK/SEK and TBK, then the ‘tbkPermissionsIssuerURI’ attribute will not be instantiated.
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