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1 Reason for Contribution

It has been agreed (by agreement of the idea of CR 2007-0547) to reserve a UDP port number for Smartcard profile LTKM transport.
IANA port number registrations are in principle done as specified in RFC 4340 section 19.9., using an online tool provided by IANA at http://www.iana.org/cgi-bin/usr-port-number.pl.  This IC proposes text to be sent to IANA for UDP port registration.

The text below is copied from RFC 4340:

19.9.  Port Numbers Registry

   DCCP services may use contact port numbers to provide service to

   unknown callers, as in TCP and UDP.  IANA is therefore requested to

   open the existing Port Numbers registry for DCCP using the following

   rules, which we intend to mesh well with existing Port Numbers

   registration procedures.

   Port numbers are divided into three ranges.  The Well Known Ports are

   those from 0 through 1023, the Registered Ports are those from 1024

   through 49151, and the Dynamic and/or Private Ports are those from

   49152 through 65535.  Well Known and Registered Ports are intended

   for use by server applications that desire a default contact point on

   a system.  On most systems, Well Known Ports can only be used by

   system (or root) processes or by programs executed by privileged

   users, while Registered Ports can be used by ordinary user processes

   or programs executed by ordinary users.  Dynamic and/or Private Ports

   are intended for temporary use, including client-side ports, out-of-

   band negotiated ports, and application testing prior to registration

   of a dedicated port; they MUST NOT be registered.

   The Port Numbers registry should accept registrations for DCCP ports

   in the Well Known Ports and Registered Ports ranges.  Well Known and

   Registered Ports SHOULD NOT be used without registration.  Although

   in some cases -- such as porting an application from UDP to DCCP --

   it may seem natural to use a DCCP port before registration completes,

   we emphasize that IANA will not guarantee registration of particular

   Well Known and Registered Ports.  Registrations should be requested

   as early as possible.

   Each port registration SHALL include the following information:

   o  A short port name, consisting entirely of letters (A-Z and a-z),

      digits (0-9), and punctuation characters from "-_+./*" (not

      including the quotes).

   o  The port number that is requested to be registered.

   o  A short English phrase describing the port's purpose.  This MUST

      include one or more space-separated textual Service Code

      descriptors naming the port's corresponding Service Codes (see

      Section 8.1.2).

   o  Name and contact information for the person or entity performing

      the registration, and possibly a reference to a document defining

      the port's use.  Registrations coming from IETF working groups

      need only name the working group, but indicating a contact person

      is recommended.

   Registrants are encouraged to follow these guidelines when submitting

   a registration.

   o  A port name SHOULD NOT be registered for more than one DCCP port

      number.

   o  A port name registered for UDP MAY be registered for DCCP as well.

      Any such registration SHOULD use the same port number as the

      existing UDP registration.

   o  Concrete intent to use a port SHOULD precede port registration.

      For example, existing UDP ports SHOULD NOT be registered in

      advance of any intent to use those ports for DCCP.

   o  A port name generally associated with TCP and/or SCTP SHOULD NOT

      be registered for DCCP, since that port name implies reliable

      transport.  For example, we discourage registration of any "http"

      port for DCCP.  However, if such a registration makes sense (that

      is, if there is concrete intent to use such a port), the DCCP

      registration SHOULD use the same port number as the existing

      registration.

   o  Multiple DCCP registrations for the same port number are allowed

      as long as the registrations' Service Codes do not overlap.

   This document registers the following port.  (This should be

   considered a model registration.)

   discard    9/dccp    Discard SC:DISC

   # IETF dccp WG, Eddie Kohler <kohler@cs.ucla.edu>, [RFC4340]

   The discard service, which accepts DCCP connections on port 9,

   discards all incoming application data and sends no data in response.

   Thus, DCCP's discard port is analogous to TCP's discard port, and

   might be used to check the health of a DCCP stack.

2 Summary of Contribution

Text for IANA UDP port registration according to RFC 4340 section 19.9.
See also port list at http://www.iana.org/assignments/port-numbers and the registration form at http://www.iana.org/cgi-bin/usr-port-number.pl
4088 is still unassigned and 4090 is BCAST SG port.
3 Detailed Proposal

3.1 In RFC 4340 format

omabcastltkm    4088/tcp    OMA BCAST Long-Term Key Messages

omabcastltkm    4088/udp    OMA BCAST Long-Term Key Messages

# OMA BCAST, Frank Hartung <Frank.Hartung@ericsson.com>
3.2 In http://www.iana.org/cgi-bin/usr-port-number.pl format

· Your Name
· Frank Hartung

· Your E-mail

· Frank.Hartung@ericsson.com
· What is the protocol-number between the user machine and the server machine?
· TCP & UDP

· What message formats are used? [The sequence of fields in a message. For example, length, opcode, argument, filename, null.]
· The message format is a MIKEY message as defined in [RFC3830] possibly including “General extension payload”  and “EXT MBMS payload” as defined in [3GPP TS 33.246] and “EXT BCAST” as defined in [OMA-TS-BCAST_SvcCntProtection-V1_0]. (References: [RFC3830] “MIKEY: Multimedia Internet KEYing”, J. Arkko, E. Carrara, F. Lindholm, M. Naslund, K. Norrman,  August 2004, URL: http://www.ietf.org/rfc/rfc3830.txt; [3GPP TS 33.246] “3G Security; Security of Multimedia Broadcast/Multicast Service (Release 7)”, Technical Specification Group Services and System Aspects, 3rd Generation Partnership Project, 3GPP 33.246, URL: http://www.3gpp.org/; [BCAST10-ServContProt] "Service and Content Protection for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_0, URL: http://www.openmobilealliance.org/.)
· What message types are used? [The kinds of messages in the protocol. For example, request, reply, cancel, interrupt.]
· Reply messages [either explicitely requested or implictely requested by service subscription]
· What message op codes are used? [The operation codes in the protocol. For example, read, write, delete, restore.]
· Write
· What message sequences are used? [The allowed sequences of messages. For example, a client sends a request and must wait for a reply from the server, except it can send a cancel.]
· Client sends LTKM request or subscription request. In response, one or several BCAST LTKMs are sent immediately and/or at later points in time.
· What functions are performed by this protocol?
· The protocol transmits long-term key messages that are used in the OMA Mobile Broadcast (BCAST) enabler to protect short-term keys that protect audiovisual services.
· Is either broadcast or multicast used? [Yes/No]

· No
· If yes, how and what for?
· n/a
· Please give us a technical description of your proposed use of the user port number. (At least 2 paragraphs)
· A user subscribes to a mobile broadcast service (e.g. a Mobile TV service) that is delivered using the OMA BCAST standard. As part of the service, long-term key messages (LTKMs) are delivered that allow terminals to access protected services. LTKMs are formatted using the MIKEY [RFC 3830] format with additions as defined by 3GPP and OMA, and need to be transmitted at regular or irregular intervals to the BCAST application. This port registration registers a port number to which LTKM messages are to be delivered. 
· What is the proposed name of the user port number? (For example: Super User Message Service)
· OMA BCAST Long-Term Key Messages
· What SHORT name (14 CHARACTER MAXIMUM) do you want associated with this port number? (For example: sums)
· omabcastltkm
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree on text to be sent to IANA for UDP port registration.
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