Doc# OMA-BCAST-2007-0707R02-CR_Change_to_Service_Provisioning[image: image3.jpg]"sOMaQa

Open Mobile Alliance




_following_HTTP_DIGEST_authentication_in_AD

Doc# OMA-BCAST-2007-0707R02-CR_Change_to_Service_Provisioning
_following_HTTP_DIGEST_authentication_in_AD



Change Request

	Title:
	Change to Service Provisioning following HTTP DIGEST authentication in AD
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST

	Doc to Change:
	OMA-AD-BCAST-V1_0-20070710

	Submission Date:
	2703 Oct 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Dong Jingyu,China Mobile, dongjingyu@chinamobile.com
Mark Priestley, Vodafone, mark.priestley@vodafone.com
Jerome Marcon, Alcatel-Lucent, Jerome.Marcon@alcatel-lucent.fr

	Replaces:
	n/a


1 Reason for Change

In BCAST AD specification, it is defined that some types of provisioning messages have to follow HTTP Digest for message authentication and integrity protection. And the following figure and introduction describe the 4-pass HTTP Digest procedure. In fact, there are two kinds of HTTP Digest procedures, 2-pass and 4-pass. Terminal can also choose to initiate 2-pass procedure for efficiency issue. The CR is to add the corresponding description of the possibility of 2-pass HTTP Digest procedure.
R02: font and style of “Detailed Change Proposal” aligned with Architecture Document styling rules. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes.
6 Detailed Change Proposal
5.4.7.2.3 Use of HTTP Digest to Secure Service Provisioning Messages

After SMK and SRK have been established between the BSP-C and the BSP-M, the BSP-C MAY send the BSP-M any of the following types of Service Provisioning messages:

- Service Request

- Subscription Renewal

- Unsubscribe Request

- Token Request

- LTKM Request
The Service Provisioning messages SHALL use HTTP Digest for access authentication and integrity protection.  The use of HTTP digest SHALL be as defined in  [BCAST10-ServContProt].
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Figure 79 – Generic Call Flow for Smartcard Profile’s Service Provisioning Message Exchange using HTTP Digest

It is assumed that SMK and SRK have been established, as described in Section 5.4.7.2 prior to the start of the service provisioning message exchange described below.

1. The BSP-C sends the service provisioning request message using the HTTP POST message to the BSP-M. As described in [BCAST10-ServContProt], if the BSP-C has the required authentication credentials it includes the Authorization header line in the HTTP POST request.
2. If an acceptable Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with a WWW-Authenticate header containing the digest challenge. If an Authorization header was included in the request message but the BSP-M determined the nonce value used to be stale, the BSP-M sets the stale directive of the digest challenge to “true”. 
3. If the BSP-C receives a digest challenge from the BSP-M, the BSP-C retries the request, including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4.
The BSP-M authenticates the BSP-C by computing the digest response.  If authentication is successful, the BSP-M sends the 200 OK along with the appropriate status code for the message type.

NOTE: In figure 79 the dashed box contains the additional messages between the BSP-M and BSP-C that are required when the initial HTTP post message from the BSP-C does not include an acceptable Authorization  header. 
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