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1 Reason for Change

HTTP Digest (RFC 2617) is the HTTP authentication scheme used in 3GPP MBMS between UE and BM-SC on Ua interface, and in 3GPP2 BCMCS between MS and BCMCS Controller. However in these standards precise use of some important HTTP Digest directives is not always specified.
BCAST Smartcard profile refers to 3GPP MBMS and 3GPP2 BCMCS for HTTP Digest use, and therefore inherits from this under-specified situation. Moreover BCAST Smartcard profile fails to mention the possibility of 2-pass Digest authentication (i.e. it always indicates 4-pass digest authentication), which is not in line with 3GPP MBMS. As an example, a Service Request with Registration phase would take up to 8 HTTP interactions when 4-pass authentication takes place, instead of 4 HTTP interactions when 2-pass authentication is used.
This CR gives the status of some HTTP Digest authentication directives in 3GPP MBMS and 3GPP2 BCMCS, and then proposes some clarifications for BCAST Smartcard profile.
HTPP Digest in 3GPP MBMS Rel 7
· References: Normative text for use of HTTP Digest on Ua interface is provided in TS 33.246 and TS 24.109 section 5.2; informative examples are provided in TS 33.246 Annex H and TS 24.109 Annex B.
· 2-pass authentication, stale nonce and nextnonce: Normative text indicates support for 2-pass HTTP Digest authentication (“The BM-SC MAY not need to challenge the UE…”), but does not specify which of the two RFC 2617 methods below may be used:
1st method (nonce reuse + stale directive): in a 4-pass authentication flow, the BM-SC provides in digest-challenge the new “nonce” to use from now. Terminal in subsequent request and other next requests keeps using this nonce, which results in 2-pass authentication flow, till the BM-SC decides to use a new nonce by challenging the terminal with new nonce value and stale directive set to TRUE ( Despite “stale” directive is not mentioned neither in normative 3GPP text nor in informative examples, it must be supported, otherwise a 401 Unauthorized intended to just refresh the nonce would be interpreted by the terminal as an invalid username/password (B-TID/MRK), meaning GBA run, etc. 
2nd method (next nonce provided): following a successful authentication flow where BM-SC provides in Authentication-Info the “nextnonce” directive, terminal in next request uses this next nonce, which results in 2-pass authentication flow. In case the BM-SC specifies nextnonce directive in all Authentication-Info responses, then 2-pass authentication always takes place with the benefit of safer “one-time” nonces ( Use of “nextnonce” is not mentioned nor precluded neither in normative 3GPP text nor in informative examples.
· Quality of protection, 3GPP ambiguity: In RFC 2617, the absence of qop directive (qop-options) in WWW-Authenticate digest-challenge indicates that computation of Authorization request-digest should be according to superseded RFC 2609 (i.e. “nonce-count”, “cnonce” and “message-qop” are not part of this computation). 3GPP informative examples seem to override this IETF behaviour : <<The options for the quality of protection (qop) attribute is by default "auth-int">>, << The qop attribute is set to "auth-int" by default.>>. If so, 3GPP would deviate from RFC 2617.
· cnonce and nonce-count: “cnonce” and “nonce-count” directives are not mentioned in normative 3GPP text, whereas used in informative examples. But specifying their support is not important because according to RFC2617 it automatically comes with the support of “qop-options” in WWW-Authenticate digest-challenge (meaning it is sufficient to clarify the support of qop-options).
· realm: this directive has a fixed construction scheme specified in section 5.2.2.1 of TS 24.109: “3GPP-bootstrapping@NAF-FQDN” or “3GPP-bootstrapping-uicc@NAF-FQDN”.
HTPP Digest in 3GPP2 BCMCS
· References: Normative use of HTTP Digest between MS and BCMCS Controller is provided in 3GPP2 X.S0022-A; informative examples are given in Annex A of same document.

· Quality of protection: Supported quality of protection schemes are not specified by normative text, but call flow example uses qop=”authint”.

Proposed bug fixes for BCAST 1.0

· Quality of protection: it is proposed to always specify qop-options in WWW-Authenticate digest-challenge because:

1. qop-options “unspecified” in 3GPP could happen to deviate from IETF (is unspecified qop defaulted to RFC 2609 or to ”auth-int” ?)

2. mandating qop-options implies the inclusion of nonce-count and cnonce in Authorization digest-response, which is good to help BSM determine when a nonce is stale, and to improve protection against replay attacks.
3. qop=”auth” is equivalent to qop-options “unspecified” in terms of processing time and complexity.
4. qop=”auth-int” is already supported by the terminal since it is mandated in HTTP Digest AKA on Ub interface (terminal/BSF).

· Construction of “realm” string directive should be fully specified. It is proposed for now to follow 3GPP construction scheme.

· 2-pass authentication methods:  it is proposed to support both indicated methods, and to recommend method based on next-nonce, because it enables consecutive 2-pass authentication flows (efficiency) using one-time nonces (security).

Regarding nextnonce, one concern could be compatibility with 3GPP MBMS (that says nothing about nextnonce support), nevertheless “nextnonce” can be safely unsupported by the terminal (it will use stale nonce in next request, and will be challenged by the BM-SC with this new nextnonce value). A terminal supporting nextnonce will complete service provisioning procedures more quickly and more securely.
Another concern is pipelined HTTP requests, that are precluded when “nextnonce” is used (because HTTP response must be received prior to submit next HTTP request). However a BCAST Service Provisioning request actually carries multiple sub-requests in one single message (i.e. request of multiple keys, or registration to multiple services), meaning a BCAST terminal should not have the need to send authenticated pipelined HTTP requests to the BSM.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

Architecture Document needs to be updated (Service Provisioning Function Related Flows for Smartcard Profile).
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST to review and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Add clarifications on HTTP Digest in section 6.6 of TS SPCP
6.6
Layer 2: Service Provisioning and LTKM Delivery
To access a protected service a terminal must obtain the necessary LTKM(s). To receive the LTKM(s) the terminal must subscribe to or purchase a BCAST purchase item. Subscription MAY be achieved using one of the following Service Provisioning messages, as defined in [BCAST10-Services]:

· “Service Request”

· “Token Purchase Request”

Alternatively, subscription MAY be achieved via other channels, e.g. the user may subscribe to the service via a web portal/shop (see Section 6.10.3 for more details). 
The BSM SHALL authenticate the sender of the Service Provisioning and/or Registration message(s) sent by the terminal, by following the HTTP DIGEST authentication procedure defined in section 6.3.2.1A of [3GPP TS 33.246 v7], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. If authenticated is successful the request SHALL be acknowledged using an HTTP 200 OK message. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 
The Smartcard profile procedures for which this HTTP DIGEST authentication applies SHALL be: Pricing Information, Service Request, Subscription Renewal, Unsubscription, Token Purchase, Account Inquiry, LTKM Request, Registration and De‑registration. 
The terminal SHALL authenticate itself to the BSM in the first request of the concerned procedure, whenever it assumes to hold the valid authentication credentials for the realm in scope. In this case, the terminal SHOULD use in digest-response of Authorization header the nonce provided by “nextnonce” directive in last Authentication-Info response received for this realm, or alternatively the nonce provided by “nonce” directive in last digest-challenge received for this realm.
HTTP DIGEST authentication directives SHALL be specified as follows:

· “realm” directive in digest-challenge SHALL contain two parts delimited by "@" sign. The first part is the constant string "3GPP-bootstrapping" (in the case of a ME-based application) or "3GPP-bootstrapping-uicc" (in the case of a UICC-based application), and the latter part shall be the FQDN of the BSM NAF.
·  “stale” directive SHALL be included in digest-challenge and set to “TRUE” to indicate to terminal that the request digest in digest-response is valid (and consequently also username B-TID/NAI and password SRK) but the nonce used for this digest is stale.  The terminal SHOULD then retry to send the request using in the digest-response the nonce value provided in digest-challenge. 
· “qop-options” directive SHALL always be specified in digest-challenge, with possible values “auth” and/or “auth-int”. Consequently, “cnonce” and “nonce-count” directives SHALL always be specified in digest-response.
· “nextnonce” directive MAY be specified in Authentication-Info header.
Following a successful service registration, the LTKMs corresponding to the services to which the terminal is subscribed SHALL be delivered by the BSM to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246 v7]. This provides support for the scenarios described below:













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

