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1 Reason for Change

In the new version of the specification, the anti-replay check for LTKM messages is not executed in the terminal but in the secure function. (Section 6.6.7.1). This is right for BCAST cards but for MBMS card only this check shall be performed in the terminal as MBMS secure function doesn’t perform this check. The proposal is then to reintroduce this anti-replay check for MBMS only cards.
2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft--20071107-D 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
Change 1:  Change to section 6.6.7.1
6.6.7.1 LTKM Terminal Processing
The Terminal SHALL process the LTKM as defined in section 6.4.6.1 of [3GPP TS 33.246 v7] but SHALL exclude step 2 - the anti replay check, i.e. the Terminal SHALL not check the Timestamp of the received LTKM against the stored LTKM replay detection counter. Unlike MBMS, in the Smartcard profile the LTKM replay detection check is performed by the secure function (see Section ‎6.6.7.3). This anti replay check SHALL be excluded of the LTKM processing in the terminal unless the secure function is located on the Smartcard and the Smartcard is an MBMS only Smartcard, i.e. as indicated by the presence of Service n°69 (MBMS Security) and the absence of Service n°75 (BCAST) from the USIM Service Table, i.e. the file EFUST defined in [3GPP TS 31.102] .
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