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1 Reason for Change

This CR introduces the abbreviation SDP (Session Description Protocol) into the abbreviation section. Furthermore, it corrects two typos in sections 6.2 and 6.3.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The abbreviation should be added and the typos be corrected.
6 Detailed Change Proposal

Change 1:  Add new abbreviation
3.3 Abbreviations

	SCK
	SmartCard Key

	SDP
	Session Description Protocol

	SEAK
	Service Encryption / Authentication Key


Change 2:  Correction of typos
6.2 Relationship between MBMS Security and the Smartcard Profile
As stated above, the Smartcard Profile uses the key management defined by 3GPP MBMS [3GPP TS 33.246 v7]. To clarify the relationship between the two specifications the following tables provide a mapping between the keys and key IDs used in [3GPP TS 33.246 v7] and this specification. The remainder of this specification uses the terminology defined for the Smartcard Profile.

Table 6: Mapping between MBMS keys and Smartcard Profile Keys

	MBMS key
	Smartcard Profile key

	MBMS User Key (MUK)
	Subscriber Management Key (SMK)

	MBMS Registration Key (MRK)
	Subscriber Request Key (SRK)

	MBMS Service Key (MSK)
	Service Encryption Key (SEK) 1

	MBMS Traffic Key (MTK)
	Traffic Encryption Key (TEK)


1 The Smartcard also supports the concept of a Program Encryption Key (PEK); see Section ‎11.1 for further details.

Table 7: Mapping between MBMS key IDs and Smartcard Profile Key IDs

	MBMS
	Smartcard Profile

	Key ID
	Construction 
	Key ID
	Construction 

	MUK ID 
	MUK ID is received by combining IDi and IDr, where IDi is the identity of the initiator and the IDr is the identity of the responder. IDr is Bootstrapping –Transaction ID (B-TID) and IDi is the Network Application Function ID (without the Ua security protocol identifier), as defined in [3GPP TS 33.246 v7].
	SMK ID
	As for MUK ID

	MRK ID
	The B-TID is used as the username when MRK is used as the password within HTTP digest and so can be thought of as the MRK ID (although it is never defined as such within the MBMS specification). See [3GPP TS 33.246 v7] for further details. 
	SRK ID
	As for MRK ID

	MSK ID
	MSK ID is 4 bytes long and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the Key Number part. Every MSK is uniquely identifiable by its Key Domain ID and MSK ID where Key Domain ID = Mobile Country Code || Mobile Network Code, and is 3 bytes long (see [3GPP TS 33.246 v7] for further details).
	SEK/PEK ID
	As for MSK ID.

Note that for the Smartcard Profile, the Key Group part value 0x01 is reserved (see Section ‎6.6.3). MBMS reserves the Key Group part 0x00 for future use. This value SHALL also be reserved for the Smartcard Profile.

	MTK ID
	MTK ID is 2 bytes long sequence number and is used to distinguish MTKs that have the same Key Domain ID and MSK ID. Every MTK is uniquely identifiable by its Key Domain ID, MSK ID and MTK ID (see [3GPP TS 33.246 v7] for further details).
	TEK ID
	As for MTK ID


The Smartcard Profile BSM provides the functionality that in MBMS is provided by the MBMS Broadcast-Multicast Service Centre (BM-SC) security functions. As such the Smartcard Profile BSM SHALL support the following MBMS BM-SC security functions: 

· Key Management function

· Key Request function

· Key Distribution function

· Membership function

as defined in [3GPP TS 33.246 v7], with the modifications described in this specification. Note that the Session and Transmission functionality is not required to be supported by the BSM as this functionality is provided by the BSDA. 

MBMS uses the Generic Bootstrapping Architecture (GBA) [3GPP TS 32.220] to establish a MUK and MRK between the BM-SC, an instance of a GBA Network Application Function (NAF), and the USIM/terminal. GBA requires the implementation of a Bootstrapping Server Function (BSF) to enable the bootstrapping procedure required to establish MUK and MRK.  Within this specification the (U)SIM Smartcard Profile BSM is assumed to support BSF functionality required to establish SMK and SRK, which are equivalent to the MBMS MUK and MRK respectively.  However, the BSF may be shared between the BSM NAF and NAFs for other services.  

The (R‑)UIM/CSIM Smartcard Profile derives SMK and SRK from the SmartCard Key (i.e. RK) pre-provisioned on the (R‑)UIM/CSIM and in the BCMCS Subscription Manager (SM) function.  Within this specification the (R‑)UIM/CSIM Smartcard Profile BSM is assumed to support the SM functionality requied to establish SMK and SRK.
Smartcard Profile terminals SHALL support the key management functionality specified for MBMS terminals, as defined in [3GPP TS 33.246 v7], with the modifications described in this specification.  

(U)SIM Smartcard Profile Smartcards (i.e. (U)SIMs) SHALL support all key management functionality specified for MBMS capable (U)SIMs, as defined in [3GPP TS 31.102 v6] and MAY support the additions and modifications described in this specification. 

(R‑)UIM/CSIM Smartcard Profile Smartcards SHALL support the key management functionality specified for MBMS capable (U)SIMs related to the processing of MBMS MSK and MTK messages , as defined in [3GPP TS 33.102] and MAY support the additions and modifications described in this specification. (R‑)UIM/CSIM Smartcard Profile Smartcards SHALL support the functionality defined in [3GPP2 S.S0083-A] to derive the Temporary Key (TK) and Authentication Key (Auth-Key), which correspond to the SMK and SRK respectively, from the pre-provisioned Registration Key (RK).

The SEK/PEK ID are mapped to the MSK ID as described in the above table.  The SEK/PEK ID SHALL comply with the following rule:

Within a Key Group (i.e. SEKs/PEKs with the same Key Group part of the SEK/PEK ID), the Key Number part of the SEK/PEK ID SHALL increase for every new SEK/PEK used by the BSM. This guarantees that, within a same Key Group, a SEK/PEK ID will have a Key Number part greater than the Key Number part of a SEK/PEK ID belonging to a previously delivered SEK/PEK.
6.3 Use of the Smartcard Profile for Various BDS Architectures
Different BDS architectures can be used with the Smartcard Profile using MBMS key management. The Smartcard Profile is applicable to cellular based BDS architectures, which natively can use a point-to-multipoint or point-to-point bearer, and also to broadcast-only BDS architectures with the additional support of a cellular interaction channel.
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