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1 Reason for Change

Following discussions at the London BCAST meeting (Dec 07) it was agreed that some text should be added to the MBMS adaptation specification to capture the requirement for TEK ID (MTK ID) management to comply with the rules defined in 3GPP TS 33.246.
While making this change it was noted that sub section 7.1.1.1 contained a considerable amount of text that was repeated and/or unclear. New text has been proposed which are aimed at addressing these issues. No functional changes have been proposed.

2 Impact on Backward Compatibility

None identified
3 Impact on Other Specifications

None identified
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is kindly asked to review the proposed changes and consider them for inclusion in the relevant specification. 
6 Detailed Change Proposal

Change 1:  As shown below
7.1.1.1 SRTP encryption: Sharing a protected media stream between BCAST and 3GPP- MBMS terminals
This subsection describes how a number of broadcast service providers can share an SRTP protected media stream while maintaining compatibility with the 3GPP MBMS specifications. The solution allows MBMS only terminals to share a protected media stream with BCAST terminals using the DRM or Smartcard Profile.   

The use of SRTP is mandatory with respect to 3GPP MBMS [3GPP TS 33.246]. This means that IPSec and ISMACryp protected media streams, which are supported in BCAST, can not be shared with MBMS only terminals.

A protected media stream is encrypted using a single set of Traffic Encryption Keys (TEKs). Broadcast service providers wishing to share a protected media stream must provide their subscribers with STKMs containing the TEKs required for decryption of the content. The STKMs must also contain an identifier to allow the terminal to determine which protected packets the TEK can be used to decrypt. 

The Master Key Identifier (MKI) identifies the correct Traffic Encryption Key (TEK) to use to decrypt the protected media stream. The MKI is included in the SRTP packets of the protected media stream and SHALL be used as defined in [RFC 3711].
According to [3GPP TS 33.246] 
the MKI is formatted as follows where MSK is the MBMS Service Key and MTK is the MBMS Traffic Key:

MKI = MSK ID || MTK ID
The MSK ID and MTK ID are constructed as follows:

· MSK ID (4 bytes): is split into 2 sub parameters: the Key Group part and the Key Number part. 

· Key Group part (2 bytes): is used to group keys together in order to allow the efficient management of stored MSKs.

· Key Number part (2 bytes): is used to distinguish MSKs that have the same Key Domain ID and Key Group part.

· MTK ID (2 bytes): is used to distinguish MTKs that have the same MSK ID and Key Domain ID. 
In BCAST the SEK is the functional equivalent of the MBMS MSK and the TEK is the functional equivalent of the MTK. The SEK ID and TEK ID are constructed as per the MSK ID and MTK ID respectively.
If several broadcast service providers share the same SRTP protected media stream, distributed by a single BSDA, the MKI value transmitted in SRTP packets will also be shared. 
This in turn means that the SEK IDs (MSK IDs) and TEK IDs (MTK IDs) included in the STKMs transmitted by each of the broadcast service providers must be the same. For the SEK ID (MSK ID) this means that both the Key Group part and the Key Number part must be the same.
The requirement to synchronise the SEK IDs (MSK IDs) and TEK IDs (MTK IDs) between broadcast service providers implies that the update frequency of both SEKs (MSKs) and TEKs (MTKs) must also be synchronised.








[3GPP TS 33.246] mandates that when a new MSK is taken into use, the MTK ID of the first MTK protected by that MSK must be set to an initial value greater than zero. Additionally, for each new MTK protected by a specific MSK, the value of the MTK ID must be greater than the value used for the previous MTK. In most situations the practical choice for the initial value and the MTK ID increment will be one. However, this does not prevent the use of different values. If the MTK ID is used as part of the MKI for a protected media stream which is shared between broadcast service providers addressing BCAST and MBMS only terminals, the rules defined in [3GPP TS 33.246] for the update of MTK IDs must be respected by the BSDA.   


In summary to share a protected media stream and maintain compatibility with MBMS: 

· In order for the terminal to identify the correct TEK (MTK) to use to decrypt the protected media stream, all broadcast service providers must distribute STKMs that include the SEK ID (MSK ID) and TEK ID (MTK ID) used to generate the MKI value used by the shared SRTP stream.
· The MKI must be constructed as follows: MKI = (MSK ID || MTK ID) 
· A single set of TEKs (MTKs) must be used. It follows that the STKMs provided by each broadcast service provider for the shared protected media stream will necessarily contain the same TEKs (MTKs) and that the TEK (MTK) update period will be the same for all broadcast service providers.
· Broadcast service providers don't have to use the same SEKs (MSKs) to protect their STKMs. However, broadcast service providers must all update their SEKs (MSKs) at the same time and use the same SEK IDs. 
· 
· The BSDA must use the following SRTP parameters values: 

	Parameter / Profile
	DRM Profile
	Smartcard Profile

	MKI
	same as Smartcard
	MSK ID || MTK ID 

(6 bytes)

	MK
	same as Smartcard
	random 128 bits

	MS
	same as Smartcard
	random 112 bits or NULL

	derivation rate r
	0
	0 or non-zero


Table 2: BCAST SRTP Parameters – sharing common stream with MBMS terminals
It should be noted that even though SEK (MSK) update periods must be synchronised between the broadcast service providers sharing a protected media stream, each broadcast service provider can independently define key validity periods for the SEKs (MSKs) that they issue to their users. The key validity periods defined by the broadcast service provider cannot exceed the lifetime of the SEK (MSK). SEK (MSK) key validity periods can be updated without updating the SEK (MSK), cf. section 6.5.3 [TS 3GPP 33.246]. The SEK ID (MSK ID) must be changed when a new SEK (MSK) is used.
The following can then be considered:
Assuming that there is a single shared protected media stream, the SEK renewal period is one month, and that there are two broadcast service providers (A and B):
· Subscribers from broadcast service provider A can access the shared media stream using SEK_A1 to decrypt the TEKs in the STKMs sent by broadcast service provider A. Broadcast service provider A issues its subscribers with LTKMs that include SEK_A1, with a key validity period of one week and a SEK ID = SEK_1. Broadcast service provider A can issue a second LTKM to provide their subscribers with an additional week’s access to the protected media stream. In this case the second LTKM would contain the same SEK (SEK_A) and the same SEK_ID (SEK_1) but with a key validity period extended to cover the additional week. 
· Subscribers from broadcast service provider B can access the shared media stream using SEK_B1 to decrypt the TEKs in the STKMs sent by broadcast service provider B. Broadcast service provider B issues its subscribers with LTKMs that include SEK_B1, with a key validity period of one month and a SEK ID = SEK_1. 
In the above example, the value of the SEK_ID is shared between the broadcast service providers, while the SEK and the key validity periods are different. Using different key validity periods allows the broadcast service providers to offer their subscribers customised service offerings related to the same shared protected media stream. 



Broadcast service providers A and B have to periodically update the SEK used to protect the STKMs. SEK updates must be completed at the same time by A and B. Furthermore, A and B must use the same SEK_ID for each new SEK. 
With the above solution, different use cases are possible depending on the number of BSDAs and key management systems implemented by the broadcast service providers.
7.1.1.1.1 A single SRTP stream shared by three broadcast service providers using the Smartcard Profile

The first use case deals with sharing a single protected SRTP stream between three broadcast service providers implementing the Smartcard Profile for key management. Figure 4 outlines this use case.
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Figure 4: Sharing a single SRTP stream between three broadcast service providers implementing the Smartcard Profile for key management
Figure 4 illustrates how a single protected media stream distributed by the BSDA can be shared between broadcast service providers A, B and C, all of whom implement the Smartcard Profile.

Broadcast service providers A, B and C generate their own SEKs; SEK_A, SEK_B and SEK_C respectively. The SEKs are all different. The update frequency of the SEKs is synchronised amongst broadcast service providers. The identifier used for each of the broadcast service provider’s  SEK is synchronised. For SEK_A, SEK_B and SEK_C the MKI used is WXYZ || 123 (SEK_ID || TEK ID). Each broadcast service provider distributes the common TEK, in an STKM protected by the relevant SEK, over the broadcast bearer. Each broadcast service provider broadcasts their own STKM stream.
The BSDA broadcasts the protected media stream encrypted with the common TEK. Upon reception of the protected media stream the Terminal retrieves the correct TEK to decrypt the content based on the SEK ID and the TEK ID extracted from the MKI

.
7.1.1.1.2 Two SRTP streams, provided by two different BSDAs and shared by three broadcast service providers all using the Smartcard Profile

The second use case illustrates how two SRTP protected media streams, provided by different BSDAs (BSDA_1 and BSDA_2), can be shared between three broadcast service providers implementing the Smartcard Profile. Figure 5 outlines this use case.
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Figure 5: Sharing two SRTP streams between three broadcast service providers using the Smartcard Profile for key management
Figure 5 illustrates how two SRTP protected streams provided by BSDA_1 and BSDA_2 can be shared between three broadcast service providers X, Y and Z, all of whom implement the Smartcard Profile.  The protected media stream  broadcast by BSDA_1 is shared by X and Y while the protected media stream broadcast by BSDA_2 is shared by X,Y and Z. 
Broadcast service providers X, Y and Z generate their own SEKs for each of the protected media streams that they are sharing; SEK_X1/SEK_X2, SEK_Y1/SEK_Y2 and SEK_Z2 respectively. The SEKs generated by each broadcast service provider are different, as are SEKs used by X and Y for the protected media streams provided by BSDA_1 and BSDA_2. 
The SEK IDs used for each protected media stream is synchronised between the broadcast service providers, e.g. SEK_ID = "WXYZ" is used for stream 1 and SEK ID = "STUV" is used for stream 2. The update frequencies of the SEKs for each protected media stream are synchronised between broadcast service providers. Each protected media stream uses a common TEK and TEK ID, e.g. for TEK_1, which is used for stream 1, the TEK_ID = "123 ", while for TEK_2, which is used for stream 2, the TEK_ID = "456". Each broadcast service provider distributes the common TEKs (TEK_1 and TEK_2), in an STKM protected by the relevant SEK, over the broadcast bearer. Each broadcast service provider broadcasts their own STKM stream.
BSDA_1 and BSDA_2 broadcast the protected media stream encrypted with the corresponding common TEK, e.g. TEK_1 for stream 1 and TEK_2 for stream 2. Upon reception of the protected media stream the terminal retrieves the TEK required to decrypt the content based on SEK ID and TEK ID extracted from the MKI.





7.1.1.1.3 A single SRTP stream shared by broadcast service providers using the DRM profile and (U)SIM and (R‑)UIM/CSIM variants of the Smartcard profile 
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Figure 6: sharing a single SRTP stream between several Broadcast service providers, using the Smartcard profile and the DRM Profile for key management
The third use case illustrates how a single SRTP protected stream can be shared between broadcast service providers implementing the Smartcard profile and the DRM Profile. Figure 6 illustrates this use case. 
Broadcast service providers A implements the DRM Profile, broadcast service provider B implements the (U)SIM variant of the Smartcard Profile and broadcast service provider C implements the (R‑)UIM/CSIM variant of the Smartcard Profile. 

Broadcast service providers A, B and C generate their own SEKs. . The SEKs generated by each broadcast service provider are different. A TEK common to broadcast service providers A, B and C is used to protect the media stream. 
The value of the MKI, which in the above example is " WXYZ || 123", has to be synchronised between
 the broadcast service provider implementing the DRM Profile and 
the two broadcast service providers implementing the variants of the Smartcard Profile.

The BSDA  broadcasts the protected media stream encrypted with common TEK. 

Upon reception of the protected media stream the terminal retrieves the TEK required to decrypt the content based on MKI. 
















� It is noted that the MBMS terminals and BCAST terminals are likely to be receiving the media stream over different bearers in which cases their would be no bandwidth efficiency savings but there are still potentially valid use cases, e.g. an Broadcast service provider chooses to broadcast protected media over MBMS or another bearer dependent location to dual mode terminals.   


� The constraint related to the synchronisation of the identifiers, and the frequency of the update of the keys is heavy, but it was the best alternative to suit 3GPP specifications as the key identifier is related to MSK and MTK IDs and as the update of the MSK key material, and then of the MSK ID implies a reset of the MTK ID.








�Text moved from below – changes shown
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