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1 Reason for Change

Following the changes introduced in CRs 0871R02 and 0870R01 it was requested that some informative text be provided to explain the reasoning behind the terminal and smartcard processing of LTKMs. This Cr attempts to do that. The Cr does not add or modify any functionality and as such it is suggested that it could be included in an informative Annex to the specification.
R01
· Correction of UDP port in table

· Addition of more examples in table
· Sentence “All LTKMs sent by the BSM will be sent to UDP port 4359.” moved for clarification

· Note added to the second scenario to describe use of TEK IDs

· Correction to last paragraph which incorrectly contained a reference to the EXT BCAST payload 
R04
· Addition of a reference

· Removal of two cases from the table that were introduced in R01 as they incorrectly suggested  that terminal filtering was applied to LTKMs received on 2269, which is inconsistent with what is specified in the normative text. 

· Clarification that SEKs are not stored in EF MSK

· Editorial changes

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group are kindly asked to consider the proposed text for possible inclusion in the specification.
6 Detailed Change Proposal

Change 1:  Addition of a Reference

2. References

2.1 Normative References
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[...]
Change 2:   Proposed text for an informative annex

BCAST compatibility with MBMS Smartcards (Informative)

The Smartcard Profile builds on the MBMS Security Specification [3GPP TS 33.246 v7], adding a number of features and capabilities, e.g. the ability to use IPSec and ISMACryp, support for multiple business models through the use of Security Policy Extensions, etc. 

When specifying these additions the intention was that it should be possible for MBMS Smartcards to be used within a BCAST system. This section provides clarification of how BCAST 1.0 enables the use of MBMS only Smartcards.

Different LTKM formats
BCAST 1.0 introduces two significant changes to the format of the MSK message defined by [3GPP TS 33.246 v7]:

· To carry BCAST specific information a new MIKEY General Extension Payload is defined - the EXT BCAST (see section 6.6.4 Editor please insert dynamic link). The use of the EXT BCAST payload is dependent on the type of Smartcard being addressed (see below);

· When the EXT BCAST indicates the use of a Security Policy Extension, the Key Validity (KV) data will be formatted as an interval of 32 bit Timestamps rather than 16 bit TEK IDs.  

As defined in [3GPP TS 33.246 v7], an MBMS only Smartcard will ignore the EXT BCAST payload. This allows for the use of the EXT BCAST payload in LTKMs sent to MBMS only Smartcards as the payload may include information that can be used by the Terminal, for example information relating to the Terminal Binding Key (TBK). However, MBMS only Smartcards should reject LTKMs with KV data formatted as an interval of Timestamps as the data will be twice as long as expected (note however that this error case is not addressed explicitly in [3GPP TS 31.102]). 

A BCAST Smartcard will support MBMS processing and can therefore process LTKMs with or without the EXT BCAST payload and with either type of KV data. 

SEK/MSK storage, management and use

An MBMS only Smartcard will store a SEK/MSK from a successfully processed LTKM in an internal Key Store and record the respective reference data in the file EFMSK. When an MBMS only Smartcard processes a BCAST STKM or MBMS MTK message it looks for the relevant SEK/MSK reference in the file EFMSK to retrieve the key. 

A BCAST only Smartcard will store a SEK/MSK including the related reference data in the BCAST Key Store.

In the following the terms MBMS Key Store and BCAST Key Store refer to both, the storage of the keys and the related reference data, which in the case of MBMS is maintained in EFMSK. 

If an MBMS only Smartcard is used both as part of a Smartcard Profile implementation and as part of a parallel MBMS Security implementation, SEKs and MSKs will be stored in the same Key Store. The broadcast service provider must therefore ensure careful management of SEK/MSK IDs to avoid ID collisions, which could result in keys being incorrectly deleted or rejected.

A BCAST Smartcard cannot determine whether an LTKM has originated from a BCAST or MBMS system. This is due to re-use of MBMS commands by BCAST to forward the LTKM from the Terminal to the Smartcard (see Appendix E Editor please insert dynamic link). This presents a problem: The BCAST Smartcard must process all LTKMs with the same format in the same way and therefore when it receives an LTKM without an EXT BCAST payload it will store the SEK/MSK in the MBMS Key Store and when it receives an LTKM with an EXT BCAST payload it will store the SEK in the BCAST Key Store. It follows that the MSKs for use within an MBMS system will always be stored in the MBMS Key Store (they are always sent in an LTKM without an EXT BCAST payload) but SEKs for use within a BCAST system could either be stored in the MBMS Key Store or BCAST Key Store. This was considered not to be acceptable as: 

· The Smartcard would have to look in two places for the SEK required to process the STKM, adding complexity to an already complex process and possibly impacting performance;

· The Terminal would have to get information from two locations in order to know which SEKs where present on the Smartcard;

· In the case of parallel MBMS Security and Smartcard Profile implementations, there would be no easy way of differentiating which keys in the MBMS Key Store were for use within an MBMS system and which were for use within a BCAST system. Furthermore, the broadcast service provider would have to manage SEK/MSK IDs to avoid collisions (see below).       

Terminal filtering based on UDP port and Smartcard type

LTKMs sent by a BCAST system are sent to UDP port 4359, while MSK messages sent by MBMS system are sent to UDP port 2269. The Terminal can therefore determine whether a LTKM originated from a BCAST or MBMS system. The Terminal can also determine whether it is paired with a BCAST or MBMS only Smartcard by examining the USIM Service Table.

Knowing both the origin of the message, the contents of the message and the type of Smartcard which it is paired with, the Terminal can decide whether or not it should forward the messages to the Smartcard. 

	LTKM format
	UDP port
	Smartcard type
	Forwarded to Smartcard

	EXT BCAST
	FLAG set *
	KV data format
	
	
	

	No
	No
	TEK ID 
	4359
	MBMS
	Yes

	No
	No
	TEK ID
	4359
	BCAST
	No

	No
	No
	TEK ID 
	2269
	MBMS
	Yes

	No
	No
	TEK ID
	2269
	BCAST
	Yes

	Yes
	Yes
	TimeStamp
	4359
	MBMS
	No

	Yes
	Yes
	TimeStamp
	4359
	BCAST
	Yes

	Yes
	No
	TEK ID 
	4359
	MBMS
	Yes

	Yes
	No
	TEK ID
	4359
	BCAST
	No

	
	
	
	
	
	

	
	
	
	
	
	


* FLAG is set to “Yes” if one or more of the following LTKM flags is set to LTK_FLAG_TRUE: security_policy_ext_flag, consumption_reporting_flag and access_criteria flag. It also indicates that the KV data is formated as a TimeStamp.
Table XXX: Example LTKM filtering based on the Terminal filtering rules

Rules for LTKM creation and processing

When a BCAST EXT payload with one or more of the following LTKM flag
· security_policy_ext_flag,
· consumption_reporting
· flag and access_criteria flag.
is set to LTK_FLAG_TRUE  in an LTKM the KV data is formatted as a TimeStamp and as TEK_ID otherwise.

Rules for the BSM:

When addressing a BCAST Smartcard, the BSM SHALL send an LTKM that includes an EXT BCAST payload that either indicates the use of a security policy extension (in which case the KV data will be formatted as an interval of TimeStamps) and/or is being used for consumption reporting and/or is being used to set access criteria in the Smartcard. 
All LTKMs sent by the BSM will be sent to UDP port 4359. 
When addressing a MBMS only Smartcard, the BSM SHALL either:

· Send a LTKM that does not include an EXT BCAST payload;

· Or send an LTKM that includes an EXT BCAST payload in which the security_policy_ext_flag and the consumption_reporting_flag and the access_criteria flag are set to LTK_FLAG_FALSE. This case is allowed in order to support the use of the Terminal Binding Key (TBK) as described above.
In both cases the KV data is formatted as a TEK ID range.

Rules for the Terminal:

The following text only covers the case in which the secure function is located on the Smartcard. 

The Terminal applies the following filtering rules to LTKMs received over the UDP port 4359 to stop LTKMs that have been incorrectly formatted by the BSM being sent to the Smartcard. No filtering is applied to MSK messages received on UDP port 2269. 

When the Terminal is paired with an MBMS only Smartcard and the received LTKM contains an EXT BCAST payload, if the security_policy_ext_flag or the consumption_reporting_flag or the access_criteria flag are set to LTK_FLAG_TRUE, the Terminal identifies that this message cannot be correctly processed by the MBMS only card and filters it out.
If the Terminal is paired with a BCAST Smartcard and the received LTKM does not contain an EXT BCAST payload, the Terminal identifies that this message would be incorrectly treated as an MBMS MSK message by the BCAST card and filters it out.
Rules for the Smartcard:

Based on the rules for LTKM formatting defined for the BSM, a BCAST Smartcard should reject an LTKM if  the EXT BCAST payload is present and the security_policy_extenstion flag, consumption_reporting_flag and access_criteria_flag are set to LTK_FLAG_FALSE (see section 6.6.7.2 Editor please insert dynamic link for further details)
. Note that for this situation to occur the BSM must have generated the wrong type of LTKM for the Smartcard and the Terminal must have failed to filter out the incorrectly formatted LTKM.
Example Scenarios

To illustrate how the functionality described above supports BCAST/MBMS interoperability the following scenarios are used: 

A broadcast service provider deploys a BCAST system and MBMS only Smartcards. The broadcast service provider does not use TBK functionality.

1. The broadcast service provider issues its subscribers with LTKMs that do not contain the EXT BCAST payload. The LTKMs are sent to UDP port 4359. 

2. The Terminal receives an LTKM. As the LTKM does not contain an EXT BCAST payload and the Terminal is paired with an MBMS only Smartcard, the Terminal forwards the message to the Smartcard. 

3. The MBMS only Smartcard processes the LTKM as an MBMS MSK message, as defined by [3GPP TS 33.246 v7], storing the SEK in the MBMS Key Store. 

4. The broadcast service provider issues STKMs than include the EXT BCAST payload.

5. The Terminal receives the STKMs and forwards them to the Smartcard.

6. The Smartcard processes the STKMs as it would for MBMS MTK messages, as defined by [3GPP TS 33.246 v7], ignoring the EXT BCAST payload and using the relevant SEK references stored in EFMSK to process the message contents.
Note: In this scenario if the broadcast service provider wishes to deploy a parallel MBMS security solution, e.g. they use BCAST Smartcard Profile for content broadcast over a DVB-H bearer but MBMS Security for content distributed over an MBMS bearer, they must ensure that the range of SEK IDs used for each of the two systems do not overlap. 

A broadcast service provider deploys a BCAST system and both MBMS only and BCAST Smartcards
1. The broadcast service provider issues its subscribers with MBMS only Smartcards with LTKMs that do not contain the EXT BCAST payload and its subscribers with BCAST Smartcards with LTKMs containing the EXT BCAST payload. Both types of LTKMs are sent to UDP port 4359. How the broadcast service provider determines which of its subscribers has which type of card is implementation specific. 

2. A Terminal paired with a MBMS only Smartcard receives an LTKM that does not contain an EXT BCAST payload. As the Terminal is paired with an MBMS only Smartcard, it forwards the message to the Smartcard. A Terminal paired with a BCAST Smartcard receives an LTKM that contains an EXT BCAST payload. As the Terminal is paired with a BCAST Smartcard, it forwards the message to the Smartcard. 

3. The MBMS only Smartcard processes the LTKM as an MBMS MSK message, as defined by [3GPP TS 33.246 v7], storing the SEK in the MBMS Key Store. The BCAST Smartcard processes the LTKM according to BCAST 1.0 and stores the SEK in the BCAST Key Store.

4. The broadcast service provider issues STKMs than include the EXT BCAST payload.

5. The Terminal receives the STKMs and forwards them to the Smartcard.

6. The MBMS only Smartcard processes the STKMs as it would for MBMS MTK messages, as defined by [3GPP TS 33.246 v7], ignoring the EXT BCAST payload and using the relevant SEK stored in EFMSK to process the message contents. The BCAST Smartcard identifies that the STKM is a BCAST STKM and not an MBMS MTK message through the presence of the EXT BCAST payload and processes the message according to BCAST 1.0, using the relevant SEK from the BCAST Key Store.
Note: The TEK IDs used in the STKMs must be incremented according to the rules for MTK IDs defined in [3GPP TS 33.246 v7]. As the same STKMs are used by MBMS and BCAST Smartcards, the maximum lifetime of a SEK is 162 -1 TEKs, i.e. the range of TEK IDs that can be defined by the KV data of the LTKMs sent to the MBMS Smartcards. The KV data of the LTKMs sent to BCAST Smartcards should therefore correspond to the same period, e.g. number of TEKs multiplied by the TEK update period. 
A broadcast service provider deploys both a BCAST system and a parallel MBMS system. Both systems use BCAST Smartcards 
1. The broadcast service provider issues BCAST LTKMs containing the EXT BCAST payload and also MBMS LTKMs that do not contain the EXT BCAST payload, i.e. MSK messages. The BCAST LTKMs are sent to UDP port 4359 while the MBMS LTKMs are sent to UDP port 2269. 

2. If the Terminal receives an LTKM on UDP port 4359 it determines that this is a BCAST LTKM. As the LTKM contains an EXT BCAST payload and the Terminal is paired with a BCAST Smartcard, the Terminal forwards the message to the Smartcard. 
If the Terminal receives an LTKM on UDP port 2269 it treats this message as an MBMS MSK message and processes it according to [3GPP TS 33.246 v7]. Assuming the Terminal processing is successful, the Terminal forwards the message to Smartcard. 

3. The BCAST Smartcard processes the MBMS LTKM as an MBMS MSK message, as defined by [3GPP TS 33.246 v7], storing the SEK in MBMS Key Store. The BCAST Smartcard processes the BCAST LTKM as defined by BCAST 1.0 storing the SEK in the BCAST Key Ktore. 

4. The broadcast service provider issues BCAST STKMs that include the EXT BCAST payload. The broadcast service provider also issues MBMS STKMs (MTK Messages), which do not include the EXT BCAST payload.

5. The Terminal receives both sets of STKMs and forwards them to the Smartcard.

6. The BCAST Smartcard processes the BCAST STKMs as defined by BCAST 1.0, using the relevant SEK stored in BCAST Key Store to process the message contents. The BCAST Smartcard processes the MBMS STKMs as it would for MBMS MTK messages, as defined by [3GPP TS 33.246 v7], using the relevant MSK stored in the MBMS Key Store to process the message contents.












�Dependent on CR 0871 being implemented 





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 5 (of 7)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

