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1 Reason for Change

The parental PIN in the specification is defined as a local PIN in the USIM application. The key reference of the PINCODE used for this parental function is dynamically signaled to the terminal in the response of the AUTHENTICATE command MTK generation mode, when a VERIFY PIN command is needed to give access to the user.

The restriction in the key reference to local PIN for the PINCODE seems to cause some issue for some manufacturers that assume that only one local PIN could be assigned to an application. 

On the other hand, this restriction could be annoying if several applications want to share the same parental PIN (several USIM applications with OMA BCAST application in each). 

We propose then to open the parental PIN key reference to any key reference available in the TS 102 221 except local PIN. Smartcard manufacturers could then use global pin, or application PIN or ADM pin, depending on the applications residing in the smartcard and depending on the operator, and his service. 
Following offline discussions on the subject of parental pincode, it seems that some handset manufacturers need to know the status of the Parental PIN. This status could be known with the current specification, only after issuing the AUTHENTICATE command on MTK generation mode, where the key reference of the PIN is signalled.
We propose to give the visibility of the key reference of the parental PIN and its status at any time using a new mode in the OMA BCAST command: Parental PIN Status mode.

Currently the format of the PIN in the LTKM message is defined as follows: 

... As an example, pincode "020579" is decoded as follows: 

	FF 
	FF 
	FF 
	FF 
	FF 
	FF 
	FF 
	FF 
	FF 
	FF 
	00 
	02 
	00 
	05 
	07 
	09 

	Bit 0 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Bit 127


And it is written also that the PIN is constructed as specified for PIN and PIN2 in 3GPP TS 31 111 v6. 

The specification concerned is TS 31 101 v6 and not TS 31 111. And the coding of the PIN in this specification is described as follow:

“PIN and PIN2 are coded on 8 bytes. Only (decimal) digits (0‑9) shall be used, coded in CCITT T.50 [5] with bit 8 set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the ME shall pad the presented PIN with 'FF' before sending it to the 3GPP application.”

Then to be compliant to the 3GPP spec the following coding (using ASCII digits and filing up with FF) of the PIN in the Parental control message should be more appropriate as it is the format used in the UICC and the terminal for the coding of PINs.

	30 
	32 
	30 
	35 
	37
	39 
	FF 
	FF 
	FF
	FF
	FF 
	FF
	FF
	FF 
	FF 
	FF 

	Bit 0 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Bit 127


The parental control message contains a TS field, but in the parental control message processing, there is no mention of the replay detection processing. But it is important that this replay detection processing is performed to avoid attacks on the PIN by an unlimited number of retries as the PIN retry counter is reset each time the parental control message is sent.
This CR proposes then an addition in the section 6.6.5.2 Parental control message processing.
2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft--20071218-D 

It is proposed to introduce the changes in a new version of the BCAST document 
6 Detailed Change Proposal

Change 1:  in section 6.7.3.10.1 Parental control
· Check if PINCODE has been verified:
A PINCODE is defined in the Smartcard and mapped into any key reference defined in table 9.3 of §9.5.1 of [ETSI TS 102.221] not related to local PIN (i.e Level 2 and 4) and not assigned to other purpose in the card. The key reference is assigned for the parental control function at the manufacture of the Smartcard and to be used in the VERIFY PIN and UNBLOCK_PIN commands between the Smartcard and the terminal. The key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the UICC for the parental control function. The PINCODE function is optional in the Smartcard for the parental control.

Change 1:  in annex E 

Table 73: Coding of Parental Control Operation Data Object tag'88'
	Byte(s)
	Description
	Coding
	Length

	1
	Key reference of the PIN defined for the parental control
	See below
	1

	2
	Current rating_type
	See below
	1

	3
	Current rating_value
	See below
	1

	4
	level_granted value for the current rating_type
	See below
	1


For the parental control operation, only the BCAST management_data response values 0x07, 0x08, 0x09 and 0x0A are allowed.
Key reference of the PIN:

The key references are defined in [ETSI TS 102.221].  The PINCODE used for the parental control SHALL be unique.

The value of the key reference is in the range of values defined in table 9.3 in §9.5.1 of [ETSI TS 102.221] excluding the values for local PINs (I;E; level 2 and 4). As defined in Section ‎6.6.5, the key reference chosen at the manufacture of the Smartcard SHALL be uniquely assigned in the UICC for the parental control function. 
Change 2:   Annex E

E.2 OMA BCAST COMMAND

E.2.1 Command Description

A new command has been defined in 3GPP/ETSI for OMA BCAST Key management system. 

Smartcard operations of this command are supported if service n°68 and service n°75 are set "available" in the EFUST.

The command can be used in several modes:

· SPE Audit mode
· SPE Record Signalling mode 

· Recording Audit Mode

· Parental PIN Status mode
Other modes may be defined in the future, for future release of OMA BCAST specification.

SPE Audit Mode is used by the terminal to retrieve in the Smartcard the SEK/PEK ID Key group or all SPE instances corresponding to a specific SEK/PEK ID Key group.
Record Signalling Mode is used by the terminal to signal to the Smartcard the recording of content and to allow the Smartcard to retrieve the SEK/PEKs used for the protection of this recorded content. This command results in flagging the corresponding SPE instance in the Smartcard as a SPE that should not be deleted by the Key management system, and could be used for further playback of the content.

Recording Audit Mode is used by the terminal to retrieve all the recordings that have been signalled in the Smartcard and their associated flagged SPEs.
The Parental PIN Status is used by the terminal to retrieve the PIN Status template DO (PS-DO) (as defined in [ETSI TS 102.221]) corresponding to the Parental control PIN, which contains the Status of the PIN and its key reference 
Table 95: Coding of SPE Audit Mode

	Code
	Value

	CLA
	As specified in TS 31.101 [3GPP TS 31.101 v6]

	INS
	'1B' 

	P1
	See table below

	P2
	See table below

	Lc
	Length of subsequent data field

	Data
	See below

	Le
	‘00’


P1 Parameter

Parameter P1 is used to control the data exchange between the terminal and the Smartcard and is dependant of the mode used for the command.  The definition of this P1 parameter is then defined in the section of each command. 

P2 Parameter
Parameter P2 specifies the Mode of the OMA BCAST Command as follows:

Table 96: Coding of the Reference Control P2

	Coding

b8-b1
	Meaning

	0x01
	SPE Audit Mode

	0x02
	SPE Record Signalling Mode

	0x03
	Recording Audit Mode

	0x04
	Parental PIN Status

	0x05 -0xFF
	RFU


Coding of Data is specified in the following sections for each mode of the command.

Change 2:   

E.2.2 Parental PIN Status Mode

E.2.2.1 Description of the command

The Smartcard operations in this security context are supported if service n°75 is set to "available" in the EFUST.

The terminal SHALL send this command to the Smartcard to retrieve the Key reference and the PIN Status template DO (PS-DO) of the Parental control PIN. 

At the reception of this command, the Smartcard SHALL return (in the response data) the PIN Status template DO (PS-DO) (as defined in [ETSI TS 102.221]) corresponding to the Parental control PIN, which contains the Status of the PIN and its key reference.  

In case the parental control function is not supported by the Smartcard the command fails and the status word ‘6A81’ (Function not supported) is returned.

In case the parental control function is supported by the Smartcard but no PIN is defined in the Smartcard for this parental control function the command fails and the status word ‘6A88’ (Referenced data not found) is returned.
Input:

‑
None
Output:
‑
Pin Status Data Object corresponding to the Parental control PIN.
E.2.2.2 Command Parameters and Data

If the P2 parameter of the OMA BCAST Command is ‘04’: Parental PIN Status mode, the command parameters SHALL be coded as follows:

Table 1: Coding of P1

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	0
	0
	0
	0
	0
	0
	0
	0
	Not used


Input data: None
If the command (Parental PIN Status mode) is successful, the response parameters/data SHALL be coded as follows:

Table 2: Coding of Response Parameters and Data if Parental PIN Status Mode Command Successful
	Byte(s)
	Description
	Coding
	Length

	1
	Parental PIN Status operation response Data Object tag (‘73’)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 
	Parental PIN Status operation response Data Object length 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	3 to 10
	OMA BCAST Parental PIN Status Template  DO TLV
	
	8

	


Table 3: Coding of OMA BCAST Parental PIN Status Template DO TLV

	Byte(s)
	Description
	M/O
	Length

	1
	OMA BCAST Parental PIN Status Template DO Tag =  ‘C6’
	M
	1

	2
	OMA BCAST Parental PIN Status Template DO length = ‘06’
	M
	1

	3 
	PS-DO Tag (‘90’)
	M
	1

	4
	Length
	M
	1

	5
	Value PS-Bytes
	M
	1

	6
	Key-reference tag (‘83’)
	M
	1

	7
	length
	M
	1

	8
	Value Key-reference
	M
	1


The Value PS-Bytes is coded as followed:

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	0
	X
	X
	X
	X
	X
	X
	X
	Parental Pin defined in the Key reference TLV is disabled

	1
	X
	X
	X
	X
	X
	X
	X
	Parental Pin defined in the Key reference TLV is enabled


The Value Key-reference is coded as the table 9.3: PIN mapping into key references, in §9.5.1 of [ETSI TS 102.221] and all key reference values not related to local PIN (i.e. level 2 and 4) defined in this table and not already assigned for other purpose in the card can be used.
If the parental function is not supported by the card, the card SHALL answer a SW ‘6A81’: function not supported.

If the parental function is supported but without parental PIN defined in the card, the card SHALL answer the SW ‘6A88’: referenced data not found

Change 3:  in section 6.6.5

6.6.5 Parental Control Message Structure and Processing
A MIKEY message for parental control is introduced. The parental control message SHALL be formatted as defined below:
Table 15: Logical Structure of the Parental Control Message
	Common HDR

	EXT BCAST

	TS

	MIKEY RAND

	IDi

	IDr

	KEMAC


The terminal SHALL forward the parental control message to the secure function. Values in the message are as follows:

· In the Common HDR, if the V-bit is set to 1 to request, the secure function SHALL send a verification message, as described in Section ‎6.6.6.1.

· In the EXT BCAST, the parental_control_management_data are carried as defined in Section ‎6.6.5.1.
· TS, MIKEY RAND, IDi, IDr payloads SHALL be populated as defined in [3GPP TS 33.246 v7] for the MBMS MSK message.

· In the KEMAC, the “Encr data len” SHALL be equal to 0 if no PINCODE is carried in this message, otherwise this is 16 bytes. The material to be encrypted is a PINCODE (64 bits) padded to 128 bits with 1 for the 64 least significant bits. As a convention, the most significant bit is on the left hand side of the string, i.e. the PINCODE part of the message (64 most significant bits) is constructed as specified for PIN and PIN2 in section 7 of [3GPP TS 31.101 v6]. The mechanism for encrypting the PINCODE is the mechanism used for encrypting the SEK/PEK in a LTKM. The key used for the AES engine is the key used for encrypting the SEK/PEK (derived from the SMK key and the RAND carried in the same message). In the Key data sub-payload, the type is 2 and there is no KV data. The MAC (included in the KEMAC) is computed over the full message as defined in RFC 3830 [9]. The key used in the MAC computation is the authentication key derived from SMK as described in RFC 3830 [9]. As an example, pincode “020579” is decoded as follows:

	30
	32
	30
	35
	37
	39
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	Bit 0 (MSB)
	(LSB) Bit 127


Change 4:  in section 6.6.5.2

6.6.5.2 Parental Control Message Processing

When receiving the parental control message, if the secure function supports the enforcement of the parental control, it does the following:
· Compares the received Time Stamp field (TS) with the stored Parental Control Message replay detection counter. This replay detection counter is associated to the NAF_ID part of the SMK and then there is one replay detection counter per NAF.
· Extracts the list of rating_type/level_granted pairs. This list of pairs is a user specific setting and is associated to the SMK used to protect the parental control message. If a list is already present, it SHALL be deleted and the newly received list SHALL replace it. Note: A default setting for rating_type/level_granted pairs specific to a service provider may be possible during the Smartcard manufacture.

· If the encrypted PINCODE is present in the KEMAC of the message, the secure function decrypts the PINCODE, unblocks the PIN if blocked, and replaces the current PINCODE value with the received value. The PINCODE SHALL be associated to the BCAST functionality (there is only one parental control PINCODE regardless of the BSM).
If the secure function is located in the Smartcard, the command used to transmit the parental control message from the terminal to the Smartcard is the AUTHENTICATE Command in MBMS security context and MSK update mode. The response to the AUTHENTICATE command is as described in ‎E.1.2.
· If the enforcement of the parental control is supported, the Smartcard SHALL return the new list of the rating_type/level_granted pairs. Additionally, the Smartcard SHALL include in this response message the status 0x0F, 0x10, or 0x11, if either PINCODE or rating_type/level_granted pair or both have been successfully changed. The terminal MAY then inform the user that the PINCODE has been changed and that the old PINCODE is no more usable.
· If the enforcement of the parental control access criteria is not supported, the response message includes the status 0x0E “Parental control not supported”.












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 7)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 7)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

