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1 Reason for Change

In the OMA BCAST DRM Profile, an inconsistency was found with respect to the service_CID and program_CID and their compliance with RFC 2392 (which defines the cid: URI syntax) and RFC 2396 (which defines the generic URI syntax). According to the DRM REL and DCF specs, content IDs must comply with these RFCs.

CIDs in BCAST are defined in line with the following example:
service_CID = “cid:” || stringtomakeitunique || "#S" || baseCID || "@" || HEX(service_CID_extension) || "_" || HEX(permissions_category)

The component “stringtomakeitunique” is defined by OMA BCAST to be the empty string, as baseCID is defined to be unique according to Appendix H of BCAST TS SG.

There are two bugs that are fixed with this CR:

1) As stringtomakeitunique is defined to be empty, CIDs start with “cid:#S....”. However, according to RFC 2396 URI syntax, it is illegal to use “#” as the first character following the colon after the URI component “scheme” (i.e. “#” immediately after cid: is forbidden)

2) Further, the “:” character (which is introduced in Appendix H as part of baseCID) is not allowed in a content id according to RFCs 2392 and referenced RFC 2822.

This set of CRs (against 3TSs SPCP, XBS, SG) proposes the following resolution:

· Delete "stringtomakeitunique", because in the spec it is stated that it is an empty string.
· Add a defined character ”b” in front of “#”, such that the syntax of the resulting CID no longer violates RFC 2396 URI syntax. 

· Add a note that any characters in baseCID that are not allowed according to RFC 2392 SHALL be escaped, i.e. replaced by their hex representation. For example, “:” becomes “%3A”.
Please note that this CR is part of a set of three related CRs (127, 128, 129) against TSs SG, SPCP, XBS. 
R01 corrects one clerical error in the added text below “program BCRO”: (see Appendix H of (see Appendix H of [BCAST10-SG]) 
2 Impact on Backward Compatibility

None. 
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the following change.
6 Detailed Change Proposal

Change 1:  Add normative references

2.1 Normative References
	[RFC 2392]
	“Content-ID and Message-ID Uniform Resource Locators”, E. Levinson, August 1998, 
URL: http://www.ietf.org/rfc/rfc2392.txt 

	[RFC 2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”, T. Berners-Lee et al., August 1998, 
URL: http://www.ietf.org/rfc/rfc2396.txt 


Change 2:  Section 11.1.1

11.1.1 Linking Key Stream Message to Generalised Rights Object

To successfully process a key stream message, the Device MUST find an appropriate GRO that refers to the correct content and holds the appropriate key material. Both normal RO (e.g. as delivered via ROAP) as well as BCROs are equally usable in this respect.

A key stream message is linked to a GRO by comparing content identifiers. In a normal RO, this is the value encoded in the <o-ex:context> element of the <o-ex:asset> elements inside the <o-ex:rights> element in the <ro> element of the <protectedRO> element in the <ROResponse> message. In a normal RO, the content identifier is a CID (Content ID). In a BCRO, this is the value of the BCI fields in each asset.

The CID is constructed as follows:

program RO

program_CID = 
'cid:' || ‘b’ || ‘#P’ || baseCID ||’@’ || hex(program_CID_extension)

service RO

service_CID =
'cid:' || ‘b’ || ‘#S’ || baseCID ||’@’ || hex(service_CID_extension)

Note that 'program_CID' and 'service_CID' shall be globally unique. Note further that because of the specification of 'baseCID' in the OMA BCAST SG, the global uniqueness is guaranteed (see Appendix H of [BCAST10-SG])..The baseCID component MUST NOT contain characters which are disallowed either by RFC 2396 URI syntax or by RFC 2392 cid-url syntax, such as ":".
The hex() function is a hexadecimal presentation of the parameter containing hexadecimal characters 0-9 and a-f (in lowercase) with possible preceding zeros.

EXAMPLE
For a 16-bit value 2748, hex() returns "0abc". There are always two characters generated for each byte.

The BCI used is a binary value, which is defined by the key stream layer:

program BCRO

program_BCI = 
SHA1-64( 'cid:' || ‘b’ || ‘#P’ || baseCID || ’@’ ) || program_CID_extension )

service BCRO

service_BCI = 
SHA1-64( 'cid:' || ‘b’ || ‘#S’ || baseCID || ’@’) || service_CID_extension )

Note that 'program_BCI' and 'service_BCI' shall be globally unique. Note further that because of the specification of 'baseCID' in the OMA BCAST SG, the global uniqueness is guaranteed  (see Appendix H of [BCAST10-SG]) . The baseCID component MUST NOT contain characters which are disallowed either by RFC 2396 URI syntax or by RFC 2392 cid-url syntax, such as ":". 
To process a key stream message, the DRM Agent should be given also the bsdaID and the serviceBaseCID. These values are defined in the service guide [BCAST10-SG].

In case program_flag=1 in the key stream message, the agent would first try to find a GRO with matching content identifiers. The DRM agent will determine if any of the GROs it has stored governs an asset that has a content identifier (CID or BCI) based on bsdaID, baseCID and program_CID_extention 
where program_CID_extension is found in the key stream message. Alternatively, the agent could be given the whole content identifier in combination with the key stream message to be processed. This requires the agent’s environment to compute this content identifier using information from the service guide [BCAST10-SG] and the key stream message.

If one or more of such GROs are found, the Device MUST select one GRO among those as specified in 5.9 "Order of Rights Object Evaluation" in [DRMREL-v2]. That GRO is now linked to this key stream message.

Otherwise, if service_flag=1 in the key stream message (regardless of P=1 or P=0) then the agent tries to find GROs with a content identifier (CID or BCI) based on bsdaID, baseCID and service_CID_extention.

If one or more of such GROs are found, one is selected among those using the normal OMA procedures. That GRO is now linked to this key stream message.

If no suitable GRO is found, then the DRM Agent MUST stop processing this key stream message.
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