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1 Reason for Change

The RFC 4563 does introduce the possibility to use the CS ID map type ‘empty map’ in LTKMs indicating that the map/policy information is conveyed outside of MIKEY. This has been introduced for use in combination with ISMAcryp and IPSec protected streams but should also be made available for optional use in combination with SRTP protected streams (which for example provides the ability for servers to perform uniform generation of LTKMs).
Revision 01:

Improvements based on comments from Uwe Rauschenbach and Thomas Rusert.
Revision 02:

Additional improvements based on offline comments.
Revision 03:

Additional clarifications based on discussions with Ericsson.
Revision 04:

Strictly no changes compared to revision 03 – but due to a bug on the OMA website, revision 04 was created.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is requested to accept the changes proposed.
6 Detailed Change Proposal

Change 1:  Introduction of empty map for SRTP 
6.7.4
STKMs and traffic encryption protocols

STKM can be sent over UDP. It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address but on a separate IP port – refer to Section ‎10.1 on how this is signaled)

If the traffic_protection_protocol equals to TKM_ALGO_DCF, then the STKM MAY be delivered as a separate object inside a FLUTE session, together with the protected traffic, having its own FDT entry.

SRTP

3GPP MBMS security [3GPP TS 33.246 v7], on which the Smartcard Profile is based, is designed for use with SRTP. It follows that the STKM defined in Section ‎6.7 is compatible with SRTP. SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the STKM.   The SRTP Master Key (MK, 128 bits) and Master Salt (MS, 112 bits) SHALL be sent within the STKM.  For compatibility with the DRM Profile a NULL MS MAY be sent.
The correct TEK to use to decrypt the data is indicated using the MKI (Master Key identifier) field, which SHALL be included in the SRTP packets as defined in [RFC 3711]. The MKI SHALL be the TEK ID, unless compatibility with MBMS terminals is required in which case the MKI SHALL be a concatenation of SEK/PEK ID and TEK ID, i.e. MKI = (SEK/PEK ID || TEK ID).  See Section ‎11.3.2 for further details on the requirements related to sharing protected traffic streams

The key derivation rate MAY be zero.
The CS ID map type subfield in the LTKM message MAY be set to value '1' (empty map) as defined in [RFC4563], which indicates that SP is absent. In this case, the SRTP Policy corresponding to the (U)SIM based Smartcard Profile and DRM Profile interoperability case shall be assumed as described in section 9.2
:
· AES_128_CTR encryption algorithm
· HMAC-SHA-1 Authentication algorithm
· A NULL 112 byte Master Salt (MS)
· A key derivation rate of 0
Note: [BCAST10-MBMS-Adaptation] sets restrictions with regards to usage of the CS ID map type.
ISMACryp
The Smartcard Profile STKM, defined in Section ‎6.7, is compatible with ISMACryp.  For content encryption, the usage of ISMACryp SHALL be signalled by traffic_protection_protocol value in the STKM.  The Smartcard Profile TEK ID corresponds to the key_indicator in the DRM Profile STKM. The key_indicator sent in the OMABCASTAUHeader as part of the encrypted stream SHALL correspond to the TEK ID (2 bytes) sent in the EXT MBMS payload of the STKM.  Note that, unlike for SRTP, there is no requirement for compatibility with MBMS only terminals and therefore the key_indicator is never required to be a concatenation of SEK/PEK ID and TEK ID, i.e. SEK/PEK ID || TEK ID.  The 128 bit TEK SHALL be transported, as for SRTP, in the KEMAC field of the STKM.
 The CS ID map type subfield in both LTKM and STKM message SHALL be set to value '1' (empty map) as defined in [RFC4563], regardless of SRTP authentication is used or not.  The MIKEY inner key derivation follows [RFC3830] section 4.1.4. 
If no SRTP authentication is used, the 128 bit encryption key SHALL be sent instead of the MK.  The MS is not used.  Salt keys SHALL be signalled in SDP.  No SRTP key derivation is done in ISMACryp.
If SRTP authentication is used, MK (128 bits) and MS (112 bits) SHALL be sent within the STKM and used to derive encryption and authentication keys as per SRTP [RFC3711].
IPsec
IPsec encryption SHALL be signaled by traffic_protection_protocol value in the BCAST STKM. The 4-byte SPI sent in IPsec packets SHALL consist of constant prefix 0x0001 followed by the 2-byte MTK ID. In other words, SPI = (0x0001 || MTK ID).

The security policy information is as specified in this document, and the CS ID map type subfield in both LTKM and STKM MIKEY message SHALL be set to value '1' (empty map) as defined in [RFC4563].  Consequently cs_id SHALL be set to 0x00000000 within the IPsec key derivation of section 4.1.3 in [RFC3830].

The MTK SHALL be transported in the KEMAC field. The 16-byte IPsec encryption key (the key for ESP encryption) SHALL be derived from the MTK as specified by MIKEY ([RFC3830], Section 4.1.3) using the "encryption key" constant. If traffic authentication is used, the 16-byte Traffic Authentication Seed (TAS) SHALL be derived from the MTK as specified by MIKEY using the "authentication key" constant. The IPsec authentication key (TAK, 20 bytes) is derived from the TAS, as described in Section ‎9.1. No salt is used.

Change 2:  Changes in section 6.6

6.6
Layer 2: Service Provisioning and LTKM Delivery
To access a protected service a terminal must obtain the necessary LTKM(s). To receive the LTKM(s) the terminal must subscribe to or purchase a BCAST purchase item. Subscription MAY be achieved using one of the following Service Provisioning messages, as defined in [BCAST10-Services]:

· “Service Request”

· “Token Purchase Request”

Alternatively, subscription MAY be achieved via other channels, e.g. the user may subscribe to the service via a web portal/shop (see Section ‎6.10.3 for more details). 
The BSM SHALL authenticate the sender of the Service Provisioning and/or Registration message(s) sent by the terminal, by following the HTTP DIGEST authentication procedure defined in section 6.3.2.1A of [3GPP TS 33.246 v7], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. If authenticated is successful the request SHALL be acknowledged using an HTTP 200 OK message. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 

The Smartcard profile procedures for which this HTTP DIGEST authentication applies SHALL be: Pricing Information, Service Request, Subscription Renewal, Unsubscription, Token Purchase, Account Inquiry, LTKM Request, Registration and De‑registration. 

The terminal SHALL authenticate itself to the BSM in the first request of the concerned procedure, whenever it assumes to hold the valid authentication credentials for the realm in scope. In this case, the terminal SHOULD use in digest-response of Authorization header the nonce provided by “nextnonce” directive in last Authentication-Info response received for this realm, or if “nextnonce" directive not present or not supported, SHALL use the nonce provided by “nonce” directive in last digest-challenge received for this realm.
HTTP DIGEST authentication directives SHALL be specified as follows:

· the “realm” directive in digest-challenge SHALL contain two parts delimited by the "@" sign. The first part is the constant string "3GPP-bootstrapping" (when SMK and SRK where established using GBA_ME) or "3GPP-bootstrapping-uicc" (when SMK and SRK where established using GBA_U), and the latter part shall be the FQDN of the BSM (NAF).

· the “stale” directive SHALL be included in digest-challenge and set to “TRUE” to indicate to terminal that the request digest in digest-response (and consequently also the username B-TID/NAI and password SRK) is valid  but the nonce used for this digest is stale.  The terminal SHOULD then retry to send the request using in the digest-response the nonce value provided in digest-challenge. 

· the “qop-options” directive SHALL always be specified in digest-challenge, with possible values “auth” and/or “auth-int”. Consequently, “cnonce” and “nonce-count” directives SHALL always be specified in digest-response.

· the “nextnonce” directive MAY be specified in Authentication-Info header.

Following a successful service registration, the LTKMs corresponding to the services to which the terminal is subscribed SHALL be delivered by the BSM to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246 v7]. This provides support for the scenarios described below:

· The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal. Pushing LTKMs to registered terminals allows the BSM to spread the delivery of SEKs/PEKs required by a large number of users to manage network congestion, e.g. the BSM determines when the LTKM is pushed to the terminal.
The “Registration” message, as defined in [BCAST10-Services], SHALL be sent by the terminal after the application is started and the terminal re-establishes connectivity to the interactive network associated with its service provider. In addition, the “Registration” message SHALL be sent by the terminal in response to the Smartcard Profile Trigger message [BCAST10-Services] and in response to a BSM Solicited Pull Procedure where the BM-SC Solicited Pull message is formatted according to Section ‎6.6.3 below. This message indicates to the BSM that the terminal is available to receive any LTKMs that it may have missed while it was unreachable. Note that when a terminal establishes connectivity with an interactive network that is not associated with its service provider, e.g. in the case of roaming between cellular networks, the terminal MAY send the Registration message.

The sending of the “Registration” message also ensures that the terminal establishes the necessary IP connectivity required to enable the BSM to push the LTKM(s) over UDP. Note that the “Registration Request” message corresponds to the MBMS “User Service Registration” message, as defined in [3GPP TS 33.246 v7].
When the BSM wishes to push an LTKM, if the network is able to retrieve a valid IP address for the terminal, the LTKM can be pushed over UDP. Otherwise, the BSM can use the BSM Solicited Pull Procedure Initiation over SMS Bearer feature described below to deliver the LTKM.

· The terminal SHALL request the LTKM associated to a particular service when the terminal realises that it has missed an LTKM update, e.g. due to being out of coverage.  The terminal SHALL use the “LTKM Request” message, as defined in [BCAST10-Services], to request the missed LTKM.  Note that the “LTKM Request” message corresponds to the MBMS “MSK Request message”, as defined in [3GPP TS 33.246 v7].
· The BSM MAY trigger the terminal to request the current LTKM for a particular service. This process SHALL be as defined for the “BM-SC solicited pull procedure” in section 6.3.2.2.4 of [3GPP TS 33.246 v7]. The solicited pull procedure can be used to provide a means to update the terminal with a new SEK when:

· the SMK is no longer valid, e.g. the BSM can respond to the “Registration Request” message from the terminal with an HTTP 401 WWW Authenticate message, thereby initiating a new run of GBA; 

· the terminal is not trusted to provide acknowledgment of LTKM delivery, e.g. with the solicited pull procedure the BSM can assume successful delivery if the terminal does not repeat the “Registartion Request”  message;  
· the UE has just registered to a User Service, and needs to initiate the delivery of the SEK/PEK
The terminal SHALL send the LKTM request to a Request-URI compliant with [3GPP TS 33.246 v7] section G.2.3, that SHALL be structured as follows:

http://IDi/keymanagement?requesttype=msk-request
where IDi is the BSM FQDN carried in the MIKEY IDi payload of the LTKM initiating the procedure (for the (U)SIM Smartcard Profile, IDi payload = NAF_Id without the Ua security protocol identifier). As specified in [3GPP TS 33.246 v7], the terminal MAY add additional URI parameters to the Request-URI.
When a terminal has successfully unsubscribed from a BCAST service using an “Unsubscribe Request”, as defined in [BCAST10-Services], or via other means like a web shop, the BSM MAY invalidate the SEK/PEKs on the terminal that are associated with the relevant purchaseItemID and that are not used by any other purchase items to which the device is subscribed. The BSM invalidates SEKs/PEKs by sending an LTKM with invalid Key Validity data, i.e. the lower bound is greater than the upper bound, where the bounds define the allowed range of either TEK or TimeStamp values. 

Note that once a purchaseItemID has expired, i.e. the content associated with this purchaseItemID has been broadcast, the terminal SHALL remove the purchaseItemID from all subsequent “RegistrationRequest” and “Deregistration request” messages, as defined in [BCAST10-Services], sent to the BSM.
Table 8 below shows the MIKEY message format used for LTKMs in the Smartcard Profile.  The message structure SHALL be identical to the MIKEY message used by MBMS to deliver the MBMS Service Key (MSK) (defined by [3GPP TS 33.246 v7]) apart from the addition of the (optional) EXT BCAST payload as defined in [RFC4909].  The EXT BCAST payload is described in Section ‎6.6.3. 
Table 8: The Logical Structure of the MIKEY Message used for LTKMs. The use of brackets is according to section 1.3 of RFC 3830 (MIKEY)

	Common HDR

	EXT MBMS

	{EXT BCAST}

	TS*

	MIKEY RAND

	IDi

	IDr

	{SP}

	KEMAC



* The TS (timestamp) field in the LTKM pertains strictly to the LTKM, for the purpose of LTKM replay detection.  It is not the same timestamp that exists in the STKM (the latter serves for replay detection of STKMs).

The structure of the EXT MBMS payload, depicted in Table 8 above, is defined in Section 6.4.4 “General extension payload” of [3GPP TS 33.246 v7] and reproduced below for convenience. For the Smartcard Profile LTKM the EXT MBMS payload is the extension payload defined in [3GPP TS 33.246 v7] for use with MBMS MIKEY MSK message.
Table 9: The Logical Structure of the EXT MBMS Payload

	Key Domain ID sub-payload

	Key Type ID sub-payload (MSK ID)


All fields in the Smartcard Profile LTKM, with the exception of the EXT BCAST payload and the modifications defined in this section, SHALL be populated as defined in [3GPP TS 33.246 v7] for the MBMS MSK message.  The mappings described in Section ‎6.2 for the Smartcard Profile parameters SHALL be used, i.e. SEK/PEK ID is mapped to MSK ID and SEK/PEK is mapped to MSK.

All fields in the BCAST MIKEY LTKM SHALL be populated as defined in [3GPP TS 33.246 v7] with the above mapping for BCAST parameters.  BCAST MIKEY LTKM messages SHALL be transported to UDP port number 4359, registered with IANA under the name “omabcastltkm”.

The EXT BCAST for LTKMs SHALL be populated as defined in Section ‎6.6.3.  If the LTKM message includes the EXT BCAST payload and the security_policy_ext_flag is set to LTK_FLAG_TRUE or the consumption_reporting flag is set to LTK_FLAG_TRUE, then the Key Validity data subfield of the KEMAC payload in the LTKM defines the Key Validity interval for the SEK/PEK in terms of a specified interval of STKM Timestamp values:

From (32-bits): 
Lower limit of STKM Timestamp (“TS low”) 

To (32bits):
Upper limit of STKM Timestamp (“TS high”) 

It should be noted that the use of STKM Timestamps to define Key Validity, as described above, is a deviation from the MBMS Security specification.
SP is present only when the LTKM addresses a streaming service which uses SRTP (unless empty map is used as defined in section 6.7.4 create link to the section number).  
If the LTKM message does not include the EXT BCAST payload or when the security_policy_ext_flag is set to LTK_FLAG_FALSE and the consumption_reporting flag set to LTK_FLAG_FALSE, the standard Key Validity data is constructed as per [3GPP TS 33.246 v7], i.e. the Key Validity data subfield in the KEMAC payload is defined in terms of sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID, where MTK ID is a 16 bits identifier).  
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