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1 Reason for Change

Section 5.1.6.10.3 (LTKM delivery over HTTP) of the “services” document forbids renewing an entitlement over HTTP. Indeed, it states "The BSM SHALL NOT include LTKMs not carrying a SEK/PEK (i.e. with KEMAC Encr Data Len = 0)”. While BCAST smartcard profile authorizes to send new Key Validity and SPE data without sending the SEK itself, the exposed sentence prevents from doing so over HTTP. We thus propose to remove this sentence. However, for consistency reasons, we add the fact that "BSM solicited pull messages initiating a registration procedure" are forbidden in HTTP responses (in addition to forbidding the inclusion of LTKMs initiating a BSM solicited pull procedure).
Also, the HTTP mode authorizes to transmit several LTKMs, but the anti-replay mechanism forbids submitting them to the SIM in the wrong order. It may thus be useful to specify that head-end equipment shall insert LTKMs in payloads in the correct order.

We thus propose to remove "The BSM SHALL NOT include LTKMs not carrying a SEK/PEK (i.e. with KEMAC Encr Data Len = 0)”,
and to add “The BSM SHALL insert LTKMs in the HTTP payload in order of increasing TS”.
These two changes enable to send LTKMs without keys over HTTP. Moreover we ensure the order is kept because of LTKM replay detection.

This CR implements the necessary changes in TS Services. 
2 Impact on Backward Compatibility

-
3 Impact on Other Specifications

-
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST working group is asked to agree this CR.
6 Detailed Change Proposal

Change 1:  Remove the restriction on LTKMs not carrying a SEK/PEK and precision about the order of LTKMs in HTTP payloads.
5.1.6.10.3
LTKM delivery over HTTP
The terminal MAY support LTKM delivery over HTTP as defined in this section.

In this version of specification, LTKM delivery over HTTP designates the delivery of LTKMs:

· in the Registration Response payload,  by the inclusion of RegistrationResponseServiceExtension(s) and related <LTKM> sub-element(s), as defined in section 5.1.6.7.3.

· in the LTKM Response payload, by the inclusion of LTKMResponseMSKExtension(s) and related <LTKM> sub-element(s), as defined in section 5.1.6.8.1.

· in the Deregistration Response payload, by the inclusion of DeregistrationResponseServiceExtension(s) and related <LTKM> sub-element(s), as defined in section 5.1.6.9.1.

· in the Service Response payload, by the inclusion of <LTKM> elements in the Smartcard Profile specific part of the message, as defined in section 5.1.5.2.2.

· in the Unsubscribe Response payload, by the inclusion of <LTKM> elements in the Smartcard Profile specific part of the message, as defined in section 5.1.5.4.2.

· in the Token Purchase Response payload, by the inclusion of <LTKM> elements in the Smartcard Profile specific part of the message, as defined in section 5.1.5.5.2.

The following applies for the delivery of LTKMs in any of these HTTP responses: 

· The BSM SHALL NOT include LTKMs in unsuccessful HTTP responses
· The BSM SHALL NOT include LTKMs initiating a BSM solicited pull procedure or BSM solicited pull messages initiating a registration procedure
· In case multiple LTKMs are carried in the same HTTP payload, the BSM SHALL insert them in order of increasing TS.
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