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1 Reason for Change

In the smartcard profile, the validity of the LTKMs is not signalled as “time interval” but as “STKM index interval”. Only the smartcard knows if an LTKM is still valid, by using it to decrypt an STKM.
This introduces the issue that the terminal can not determine if an LTKM has expired without asking the smartcard to try and decrypt an STKM. In practice, this only happens when the terminal switches to a channel, i.e. such approach leads to a downgraded user experience in case an updated key did not get delivered to the terminal due to, e.g., loss of network coverage, and the terminal tries to work with an outdated key. 
Only the server knows key expiry information beforehand. It can push the keys to the terminal if it is registered (or send an SMS trigger to register). 

Permanent registration means that the terminal needs to be connected with the BSM via the interaction channel and stay connected with a PDP context open. PDP contexts are a scarce resource and it is worthwhile to use them with care, in particular if the service is distributed over a non-cellular broadcast network like DVB-H and the cellular network is not required all the time.

In case a terminal is not registered, the BSM can send an SMS trigger and wait for the terminal to register. Eventually this does not happen if the SMS should get lost. So, this mechanism works in many cases but requires some assumptions in the server and is also not 100% error-free, and SMS bandwidth in the networks is required.
If the terminal would have information to decide when to request key renewal, it could register or request keys proactively. This would have the following advantages:

· the terminal does not need to be registered all the time, thus decreasing PDP context use 

· the terminal may register less frequently, which decreases registration data traffic

· the terminal can recover from situations when no valid key is available for a service without the user noticing, which improves user experience

To complement the existing mechanisms for LTKM update, this set of CRs against TS Services (#323) and TS SPCP (#324) proposes the following:

· the server SHOULD include key validity information in UTC in a new BCAST LTKM access criteria descriptor, in order to provide to the terminal information about when the key will expire

· the terminal MAY implement strategies for pro-active key renewal in order to reduce network load and to improve user experience in out-of-coverage situations

· the smartcard MAY ignore this descriptor

2 Impact on Backward Compatibility

-
3 Impact on Other Specifications

There is a related CR against TS SPCP.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The BCAST working group is asked to agree this CR.
6 Detailed Change Proposal

Change 1:  Add text on client processing of LTKM with time information
5.1.6.10.4
LTKM general processing

Unless otherwise stated, the terminal SHALL process all the LTKMs delivered by the BSM using any of the delivery mechanisms signaled by the BSM in the registration response, or using UDP if the BSM omitted this signaling in the registration response. The terminal MAY ignore LTKMs delivered by the BSM using other delivery mechanisms. Note that as the terminal signals the LTKM delivery mechanisms that it supports in the registration request, the BSM should not deliver LTKMs using a mechanism that is not supported by the terminal.

In case multiple LTKMs are carried in the same payload, the terminal SHALL process them one by one in order of inclusion in the payload.

For each processed LTKM with V flag in HDR set, the terminal SHALL send one verification message over UDP to the BSM IP address resolved from NAF FQDN encoded in IDi payload. In case multiple LTKMs are carried in the same payload, the verification messages SHALL be sent one by one in order of LTKM processing.

If the key validity is provided in the utc_key_validity access criteria descriptor in the LTKM as UTC time according to section 6.6.4.3.1
 of [BCAST10-ServContProt], the Terminal MAY use this information in order to optimize the network traffic for LTK renewals:
· It MAY use this information to reduce the frequency of Registration requests and the time it keeps registrations open 
· It MAY use this information to update LTKMs individually by means of the MSK request procedure. Implementations SHOULD take measures to randomly distribute those requests over time in order to reduce the probability large network traffic peaks.












�New section introduced by CR OMA-BCAST-2008-0xxx-CR_LTKM_key_validity_signalling_fix_SPCP. Editor, please cross-check if the section number is correct.
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