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1 Reason for Change

Issues

TS Services specifies one mechanism enabling the terminal to request the LTKMs needed to decrypt a recorded content: basically this can be achieved by indicating in the Service Request a list of SEKs/PEKs ID as well as the range of STKM timestamps covering the portion of recorded content to play back.

A number of flaws was identified in this mechanism, essentially because such a Service Request attempts at the same time to request purchase items as well as LTKMs. Whether requested purchase items and requested LTKMs are related or not is not specified.

· If they are related, the main flaws are: the terminal will most of the time hardly be able to retrieve the Purchase Item IDs corresponding to a range of STKM timestamps. Also, what if the range of requested LTKMs is only partially covered by the requested purchase items ?
· If they are not related, the main flaw is: how can the BSM signal in the Service Response which requested LTKMs are agreed or refused to be delivered ? Considering also that the full SEK/PEK ID is given in the MBMS EXT payload of each STKM, why not just use LTKM request for the retrieval of LTKMs not related to any Purchase Items ?
It really seems that mixing a purchase item request and an LTKM request within the same message brings a lots of issues. 
Further issue analysis is provided in INP 404R01, where proposal of this CR is denoted Proposal 3. See also INP 0287 and Reason for Change of CRs 373/375.

About STKM timestamp range

Still, the usefulness of STKM timestamp Min/Max in Service Request is recognized. If the terminal records a portion of a live stream, it must tell the BSM the exact range of recorded STKM timestamp. Otherwise the BSM would deliver an LTKM with an LTKM key validity data much wider than the recorded interval.
Proposal

The proposal is:

· In the Service Request, remove the ability to request LTKMs, whether purchase items are besides specified (TS Services today) or not (CR 0375 proposal).

· Allow terminal-initiated LKTM request to request LTKMs missing for recorded content playback

· In LKTM request, add “timestampMin” and “timestampMax” attributes, used to specify that the LTKMs are requested in a context of pay-per-view. 

· In LTKM response, for each LTKM refused to be delivered because additional purchase is needed:

· Specify in Response Code the value “402 Payment Needed”
· Optionally include in <LTKMresponseMSKExtension>:

-
a <PurchaseChannelReference> element, containing the ID of a valid PurchaseChannel fragment, available on the broadcast channel and/or on the interaction channel. This element enables the terminal to identify the proper PurchaseURL or PortalURL to use for further purchase transaction.

- 
a <GlobalPurchaseItemID> element as well as a <PurchaseDataReference element>. These twio IDs are returned to enable the terminal to either initialize an HTTP POST to a Web portal or construct a Service Request, so to have a chance to purchase the LTKMs missing for recorded content playback.

Other change
Occurrence of <LTKM> in <LTKMResponseMSKExtension> changed from “0..N” to “0..1”. This change is also proposed by CR OMA-BCAST-2008-0410.
R01:
a) Returned information now carried within a <PurchaseInformation> element.
b) Scope of GlobalPurchaseItemID & PurchaseDataID:

· Offline discussions showed that companies would use this pair of URIs differently. It can be used:
· as a self-contained contextual information, somehow replicating the content of the LTKM request (SEK/PEK IDs as well as the range of STKM timestamps). The PurchaseURL/Portal entity receives this pair of URIs and has all needed information to initialize the purchase, thus avoiding to contact the BSM.
· as a transaction ID. The PurchaseURL/Portal entity receiving this pair of URIs communicates this transaction ID to the BSM, so to find out what the LTKM request was about.
· as service provisioning-only GlobalPurchaseItemID / PurchaseDataID, valid for Service Provisioning entity through Service Request. But not valid for  the Service Guide.

· as a Web portal globalPurchaseItemID / PurchaseDataID, valid for Web portal, but not necessarily valid for Service Provisioning or of Service Guide.

· As a Service Guide globalPurchaseItemID / PurchaseDataID, identifying true PurchaseItem and PurchaseData fragments, available on broadcast channel or else on interaction channel.
· R01 hopefully enables all these usages, by adding a new element <Usage> in <PurchaseInformation> element. 
c) Encoding issue:
· The size of PurchaseInformation is a bit large (three URIs, plus one or many usages). And this PurchaseInformation must be present for each SEK/PEK with “402 Payment Required” status code.
Besides, when STKM timestamp range is provided in the request, this PurchaseInformation will be identical for all “402” SEKs/PEKs. So to avoid duplicating verbose information (and unnecessary processing in terminal), R01 proposes to include for each “402” SEK/PEK either a PurchaseInformation, or a PurchaseInformationReference referencing a PurchaseInformation included elsewhere in the LTKM response. 
Remaining limitations:
· The redirection from LTKM request to Service Provisioning is limited to the Service Request. Token Purchase Request is not considered, because:
· terminal would not know how many tokens to request
· Token Purchase procedure does not allow price negotiation
· Token Purchase Request is more to recredit a purse than for delivering missing SEKs/PEKs. 
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST to review and agree the proposed bug fix.
6 Detailed Change Proposal

Change 1:  In Service Request message, remove the ability to request LTKMs
5.1.5.2
Service Request Message

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item(s), and is applicable to both the DRM Profile and Smartcard Profile.  This message is used strictly for the subscription/purchase of purchase item(s) which is(are) not associated with token-based payment 

Note that for the Smartcard Profile, (U)SIM Smartcard Profile terminals shall not release the Packet Data Protocol (PDP) context [3GPP TS 23.060] used by the "Service Request" until a "De-registration" procedure has been performed. This is to ensure that the BSM is aware of the correct terminal IP address for the purpose of performing LTKM deliveries. The network may initiate the release of terminal PDP contexts, as defined in [3GPP TS 23.060], in the case that there is a limit on the number of active PDP contexts that it can maintain.

5.1.5.2.1
Service Request

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item. If the price is specified in the request message and it differs from the price calculated by the BSM for one or more of the purchase items included in the request, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Also, if the price is not specified for one or more of the purchase items  in the request message, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Otherwise, the BSM SHALL respond with Service Response message (5.1.5.2.2).
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceRequest
	E
	
	
	Service Request Message to subscribe or purchase PurchaseItem

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   ServiceEncryptionProtocol

   PurchaseItem

   DrmProfileSpecificPart



	

	requestID
	A
	O
	0..1
	Identifier for the Service request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. 

For DRM profile, in case of roaming this element SHALL be included, otherwise it MAY be included. If it is missing, the network SHALL be able to identify the user with other means.

For Smartcard profile, this element SHALL be omitted, and the user identity SHALL be provided by the network with HTTP DIGEST authentication procedure defined in section 6.6
 Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI

3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. This element SHALL be included when the device supports the DRM profile. In this case, the device shall not allow the user to modify the DeviceID.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID

1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	ServiceEncryptionProtocol
	E1
	O
	0..N
	Lists each service encryption protocol supported by the device, including the mandatory ones. Defined values: “ipsec”, “srtp”, and “ISMACryp”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.

Note: This element is only included in the message if a service is to be delivered over Interaction channel.
	string

	Purchase
Item
	E1
	M
	1..N
	Contains the list and price of items the user wants to order and the list of services the user wants to subscribe notification.

Contains the following attributes:

   globalIDRef

Contains the following elements:

   PurchaseDataReference

   Service
	

	globalIDRef
	A
	M
	1
	The identifier of the Purchase Item.  The Purchase Item identifier is advertised in the PurchaseItem fragment of the Service Guide as GlobalPurchaseItemID and is inserted in this message in the same format.
	anyURI

	PurchaseDataReference
	E2
	O
	0..1
	Contains the price information.

This specifies the PurchaseData fragment in the Service Guide which is to be used for this subscription.

Contains the following attribute

idRef

Contains the following Element:

   Price
	

	idRef
	A
	M
	1
	References the identifiers of PurchaseData Fragment advertised in Service Guide.
	anyURI

	Price
	E3
	O
	0..1
	The price of the Purchase Item known to the user from Service Guide.  If PurchaseData in the Service Guide contains multiple price entries by currency, this element should be specified to indicate to the BSM the entry desired by the user.  

Contains the following attribute:

   currency
	decimal

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes.
	string

	UserConsentAnswer
	E2
	O
	0..1
	Signals whether user agreed to the Terms of Use as represented by id of the related TermsOfUse element.

true:
User agrees the terms of the 
Terms of Use.

false:
User disagrees the terms of the 
Terms of Use.

If this element is not present the interpretation is that the user has not read or understood the Terms of Use.
	boolean

	id
	A
	M
	1
	The URI uniquely identifying the Terms of Use this ‘UserConsentAnswer’ relates to.
	anyURI

	Service
	E2
	O
	0..N
	Reference of the Service. This element is only used for subscribing service-specific Notification 

Contains the following attributes:

   globalIDRef

   notification

Note: This element is only used for the purpose of subscribing to service-specific Notification.  In addition, this element should not be confused with the MBMS User Service ID (the latter is the equivalent MBMS designation for the concatenation of the attributes ‘PurchaseItemID.@gobalIDRef’ and ‘PurchaseData.@idRef’ in BCAST.
	

	globalIDRef
	A
	M
	1
	Unique ID of the Service, as represented by the GlobalServiceID. It is used to identify the Service. 


	anyURI

	notification
	A
	M
	1
	Subscription to receive Notification Message related to the Service over Interaction Channel.  If notification=true, it means Notification over Interaction Channel is subscribed.  If notification=false, it means Notification over Interaction Channel should not be delivered. 
	boolean

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following attributes:

   rightsIssuerURI

Contains the following element:

   BroadcastMode
	

	rightsIssuerURI
	A
	O
	0..1
	ID of the rights issuer associated with the BSM. 
	anyURI

	Broadcast
Mode
	E2
	O
	0..1
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation.
	boolean

	
	
	
	
	



	

	
	
	
	
	




	

	
	
	
	
	
	

	
	
	
	
	
	



Table 7: Structure of Service Request in General Service Provisioning Message 

Change 2:  Extend LTKM request/response.

5.1.6.8
LTKM Request Procedure

Upon the completion of the subscription/purchase transaction (as defined by the Service Request messages in Section 5.1.5.2), or once the lifetime of the current SEK/PEK in the Smartcard has expired, the required new SEK/PEK can be obtained via the LTKM Request procedure.  This can occur:

· When the BCAST Terminal has missed a SEK/PEK key update procedure, due to, for example, being out of coverage;

· In response to a BM-SC solicited pull procedure;
· When the BCAST Terminal does not or no longer hold the SEKs/PEKs needed to play back a content protected recorded stream. 
For the Smartcard Profile, this procedure is the MBMS MSK request procedure as defined by [3GPP TS 33.246], in which the key identification information comprises a list of one or more Key Domain ID – SEK/PEK ID pairs, subject to the following clarification.  For the (U)SIM Smartcard Profile terminal, the SRK used in the HTTP digest authentication of the subscriber corresponds to the MBMS Request Key (MRK); for the (R-)UIM/CSIM Smartcard Profile terminal, the SRK is the BCMCS Authentication Key (Auth-Key).
If the terminal initiates the LTKM request procedure to obtain the LTKMs necessary to play back a content protected recorded stream, the terminal SHALL first identify the list of  recorded STKMs for which decryption is needed to play back the recorded stream. The terminal SHALL then specify in top-level element <mbmsMSKRequest> the “timestampMin”and “timestampMax” attributes to indicate the lower bound and upper bound of the total range of STKM timestamp values (4 bytes). The terminal SHALL also specify the complete list of  SEK/PEK IDs  associated to this list of recorded STKMs.
As specified in section G.2.3 of [3GPP TS 33.246], the LTKM response SHALL contain one <Response> element per requested SEK/PEK, and for each requested SEK/PEK the response code SHALL be one of the status codes listed in Table G.2.4-1 of [3GPP TS 33.246]. In particular, the BSM SHALL set this response code to “402 Payment Required” if the terminal is not authorized to receive this LTKM. The BSM SHALL NOT use response code “402 Payment Required” for other purposes.
In addition, the BSM MAY include in the LTKM response one or several LTKM ResponseMSKExtensions in order to:

· include the LTKM(s) carrying the SEK(s)/PEK(s) requested in the LTKM request. This mechanism is defined in sections 5.1.6.8.1 and 5.1.6.10.3;
· include a PurchaseInformation consisting of  usage(s), PurchaseChannelID, GlobalPurchaseItemID and PurchaseDataID, which the terminal MAY use to retrieve the requested LTKMs not authorized to be delivered within this LTKM request procedure.
5.1.6.8.1
LTKM Request extensions

The LTKM Response payload is an “mbmsMSKRequest” message defined according to XML schema “urn:3GPP:metadata:2005:MBMS:mskResponse” specified in section 11.6.1 of [3GPP TS 26.346 v7].

To allow the signaling of an STKM timestamp range in the LTKM request, two global BCAST attributes “timestampMin” and “timestampMax” are defined in the namespace “urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-XMLSchema-orderqueries]. When included in the LTKM request, they SHALL be present in top-level <mbmsMSKRequest> element as allowed by the <xs:anyAttribute> wildcard defined there. 
These two attributes SHALL be present when the LTKM request aims to obtain LTKMs needed for playback of content protected recorded content, and SHALL be omitted otherwise.
These two attributes are defined as follows:
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	timestamp Min
	A
	O
	0..1
	The lower bound of the range of STKM timestamp values (4 bytes) for which the SEKs or PEKs are requested
	hexBinary

	timestamp Max
	A
	O
	0..1
	The upper bound of the range of STKM timestamp values (4 bytes) for which the SEKs or PEKs are requested.
	hexBinary


5.1.6.8.2
LTKM Response MSK Extension

The LTKM Response payload is an “mbmsMSKResponse” message defined according to XML schema “urn:3GPP:metadata:2005:MBMS:mskResponse” specified in section 11.8.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific information at <Response> level of LTKM Response payload (i.e. at the level corresponding to one requested SEK/PEK), an LTKMResponseMSKExtension element is defined in the namespace “urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-XMLSchema-orderqueries]. This element MAY be included in each/any <Response> element in the response. When included in a <Response> element, it SHALL be present once as a child of <Response> element matching the <xs:any> wildcard defined there. 
This LTKMResponseMSKExtension element is structured as follows:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKMResponseMSKExtension
	E
	
	0..1
	Defines a container for the inclusion of BCAST-specific information at the <mbmsMSKResponse> level of LTKM Response payload defined in section 11.8.1 of [3GPP TS 26.346 v7]. 

Contains the following attributes:


version

Contains the following sub-elements:


LTKM

PurchaseInformation

PurchaseInformationReference
	

	version
	A
	NM/

TM
	1
	Version of this extension element.
0x00 identifies BCAST 1.0
Default value: 0x00.
	unsignedByte

	LTKM
	E1
	NO/

TO
	0..1
	Smartcard profile BCAST LTKM (base64-encoded MIKEY message) carrying the SEK/PEK identified by the <MSK> element sibling of <LTKMResponseMSKExtension> element.

This element SHALL NOT be included if <ResponseCode> element sibling of <LTKMResponseMSKExtension> does not indicate status code “200 OK”.

More details on this element are further specified in section 5.1.6.10.3.
	base64Binary

	PurchaseInformation
	E1
	NO/
TO
	0..1
	This element provides purchase information enabling terminal to acquire the requested SEK/PEK using Service Provisioning or Web portal, when this SEK/PEK is not authorized to be delivered within this LTKM request procedure.
This element MAY be present when ResponseCode sibling of LTKMResponseMSKExtension indicates “402 Payment Required”, and SHALL be omitted otherwise.
The BSM MAY provide this PurchaseInformation. The terminal MAY ignore this PurchaseInformation.
If the terminal acquires the GlobalPurchaseItemID and PurchaseDataID of this PurchaseInformation using one of the indicated usages, it SHALL be delivered with the SEKs/PEKs which this PurchaseInformation is associated with.
Contains the following attribute:
     id
Contains the following elements:
     Usage
     PurchaseChannelReference
     PurchaseItem
	

	id
	A
	NM/

TM
	1
	Uniquely identifies this PurchaseInformation element in the XML instance. This ‘id’ is intended to be referenced by PurchaseInformationReference element(s) of the same LTKM response.
	ID

	Usage
	E2
	NM/

TM
	1..N
	Specifies usage and scope of validity of GlobalPurchaseItemID provided by PurchaseItem, and PurchaseDataID provided in PurchaseDataRererence. Possible values: 

0 – Service Guide
These two identifiers  SHALL identify respectively valid PurchaseItem and PurchaseData fragments advertised in Service Guide, available on broadcast channel and/or interaction channel. If Usage == 0 is not indicated, the terminal SHALL NOT attempt to retrieve PurchaseItem and PurchaseData fragments using these identifiers. 
1 – Web portal
These two identifiers  SHALL be valid identifiers in the context of a subsequent connection to Web portal. The terminal MAY attempt to send an HTTP POST to Web portal using these values.
2 – Service Request
These two identifiers  SHALL be valid identifiers in the context of a subsequent Service Request to BSM. The terminal MAY attempt to send a Service Request to BSM using these values.
3-127 – reserved for future use

128-255 – reserved for proprietary use


	unsignedByte

	PurchaseChannelReference
	E2
	NM/

TM
	0..1
	This element identifies a PurchaseChannel fragment advertised in Service Guide. The terminal SHALL retrieve and use this Purchase Channel fragment, if it intends to acquire the “402 Payment Required” SEKs/PEKs via Usage == 1 or Usage == 2.
Contains the following attribute

     idRef

	

	idRef
	
	NM/

TM
	1
	Identification of the PurchaseChannel fragment which the PurchaseInformation is associated with.
	

	Purchase
Item
	E2
	NO/

TO
	0..1
	Contains the identifier of a Purchase Item, for which scope and validity is indicated by the Usage element(s) of this PurchaseInformation. 
Contains the following attributes:

     globalIDRef

Contains the following elements:

     PurchaseDataReference


	

	globalIDRef
	A
	M
	1
	Identifier of a Purchase Item which the PurchaseInformation is associated with. 
	anyURI

	PurchaseDataReference
	E3
	M
	1
	Contains the identifier of a Purchase Data, for which scope and validity is indicated by the Usage element(s) of this PurchaseInformation. 
Contains the following attribute

     idRef


	

	idRef
	A
	M
	1
	Identifier of a Purchase Data which the PurchaseInformation is associated with.
	anyURI

	Purchase
Information
Reference
	E1
	NO/

TO
	0..1
	This element references a PurchaseInformation element of the same XML instance. Referencing a PurchaseInformation from a LTKMResponseMSKExtension is semantically equivalent to including this PurchaseInformation in this LTKMResponseMSKExtension.
This element MAY be present when the ResponseCode sibling of the LTKMResponseMSKExtension indicates “402 Payment Required”, and SHALL be omitted otherwise.
Presence of PurchaseInformation and PurchaseInformationReference in the same LTKMResponseMSKExtension SHALL be mutually exclusive.
Contains the following attribute

     idRef

	

	idRef
	A
	NM/

TM
	1
	Identifier of a PurchaseInformation element in the XML instance. 
	IDREF


Table 23: Structure of LTKMResponseMSKExtension 
5.1.6.8.3
Examples (informative)
The example below illustrates an LTKM request procedure performed by terminal to obtain SEKs/PEKs missing for the playback of content protected recorded stream. As LTKMs are not authorized for free delivery within this procedure, terminal is proposed to acquire these SEKs/PEKs using either Web portal or Service Request:
<?xml version="1.0" encoding="UTF-8"?>

<mbmsMSKRequest
    xmlns="urn:3GPP:metadata:2005:MBMS:mskRequest"
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
    xmlns:bcast="urn:oma:xml:bcast:pr:orderqueries:1.0"
    bcast:timestampMin="102710"
    bcast:timestampMax="1029E0"
>

    <MSK>

        <keyDomainID>uHCd</keyDomainID>

        <MSKID>aMkAAA==</MSKID>

    </MSK>

    <MSK>

        <keyDomainID>uHCd</keyDomainID>

        <MSKID>aMkAAB==</MSKID>

    </MSK>

</mbmsMSKRequest>
<?xml version="1.0" encoding="UTF-8"?>

<mbmsMSKResponse
    xmlns="urn:3GPP:metadata:2005:MBMS:mskResponse"         

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
    xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:mskResponse"
    xmlns:bcast="urn:oma:xml:bcast:pr:orderqueries:1.0"
>

    <Response>

        <MSK>

            <keyDomainID>uHCd</keyDomainID>

            <MSKID>aMkAAA==</MSKID>

        </MSK>

        <ResponseCode>402 Payment Required</ResponseCode>

        <bcast:LTKMResponseMSKExtension version="0">

            <PurchaseInformation id="PchInfo1">



    <Usage>1</Usage>  <!-- Web portal -->



    <Usage>2</Usage>  <!-- Service request -->
 


    <PurchaseChannelReference idRef="http://bcastsg1.com/PchChannel23"/>



    <PurchaseItem idRef="http://bcastsp1.com/PchItem456">



        <PurchaseDataReference idRef="http://bcastsp1.com/PchData789"/>



    </PurchaseItem>
            </PurchaseInformation>
        </bcast:LTKMResponseMSKExtension>

    </Response>

    <Response>

        <MSK>

            <keyDomainID>uHCd</keyDomainID>

            <MSKIDJ>aMkAAB==</MSKID>

        </MSK>

        <ResponseCode>402 Payment Required</ResponseCode>

        <bcast:LTKMResponseMSKExtension version="0">

            <PurchaseInformationReference idRef="#PchInfo1"/>
        </bcast:LTKMResponseMSKExtension>

    </Response>
</mbmsMSKResponse>
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