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1 Reason for Change

INP 0385 (“To be or not to be registered in Smartcard profile) demonstrated that it was not suitable for the BSM to send a trigger (BSM solicited pull message to initiate registration, or BSM solicited pull procedure message to initiate LTKM request procedure) to a non-registered terminal.
In this perspective, CR 0414 (‘When to send and process Smartcard profile triggers”) proposes to forbid BSM to send triggers to non-registered terminals, and forbids non-registered terminals to process such triggers.

INP 0385 showed also that terminal registered state seen from BSM standpoint, could not be synchronized with actual BCAST application running state in terminal, due to certain state transitions:

(a) Terminal being deregistered and BCAST application stopped, terminal cannot perform registration on BCAST application start (cause: point-to-point network not available)

(b) Terminal being registered and BCAST application running, terminal cannot perform deregistration on BCAST application end (cause: point-to-point network not available)

(c) Terminal being registered and BCAST application running, terminal cannot perform deregistration due to uncontrolled power down.
Recovering from Case (a) is already addressed in TS Services: 
The Registration procedure is invoked by the terminal when the BCAST Client is started or re-activated and upon re-establishing connectivity to the interactivity network after having lost coverage or in response to a Smartcard Profile Trigger Message (see Section 5.1.8.1) or in response to a BSM Solicited Pull Procedure where BM-SC Solicited Pull message is formatted according to Section 6.6.2 of [BCAST10-ServContProt].

Recovering from Cases (b) and (c) is not addressed in TS Services: 

The Deregistration procedure is invoked by the terminal upon termination or suspension of the BCAST Client, or whenever the terminal wishes to indicate that it is not anymore available to receive LTKMs.
This CR therefore proposes to recommend the terminal to perform a deregistration when possible if it could not do it upon termination or suspension of the BCAST client. This change is denoted “CHANGE 3” in INP 0385.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST to review and agree the proposed bug fix.
6 Detailed Change Proposal

Change 1:  Specify a new case where deregistration should be performed
5.1.6.9
Deregistration Procedure

The Deregistration procedure is invoked by the terminal upon termination or suspension of the BCAST Client, or whenever the terminal wishes to indicate that it is not anymore available to receive LTKMs.
It may happen that the terminal is unable to perform a Deregistration procedure upon termination of the BCAST Client, due to uncontrolled power down or loss of coverage of interaction channel network. In this case, the terminal should perform a Deregistration procedure on the first occasion,  i.e. upon next availability of  interaction channel network while BCAST Client is besides not running (since otherwise the terminal would perform a Registration procedure).

The Deregistration message SHALL contain the IDs of all  the purchase items to which the terminal has currently purchased or the single parameter “oma-bcast-allservices”. If the message contains list of purchase items, items that are unsubscribed but still valid because of presence subscribedUntil attribute in Usubscribe Response message SHALL be also included.

Note: If any subscription becomes invalid while terminal is registered, terminal SHOULD perform the deregistration procedure followed by the new registration procedure which reflects the change in the list of currently valid purchase items in terminal to BSM.

For the Smartcard Profile, this procedure is the MBMS User Service Deregistration procedure as defined by [3GPP TS 33.246], in which the MBMS User Service IDs is given by the concatenation of GlobalPurchaseItemID and the PurchaseDataReference.  This procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.
The BSM MAY include in the deregistration response one or several DeregistrationResponseServiceExtensions, in order to:

· deliver LTKMs corresponding to the services that the terminal has deregistered to. This mechanism is defined in sections 5.1.6.9.1 and 5.1.6.10.3. The LTKMs contained in the deregistration response MAY be used to invalidate SEKs/PEKs, e.g. by carrying invalid Key Validity Data.
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