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1 Reason for Change

As pointed out by the discussion in the Jeju interim meeting, the use of the override parameter in the location_based_restriction Access Criteria Descriptor in SPCP specification is underspecified.
The meeting participants considered different options, including (i) to update the specification text or (ii) to remove the feature. As both of these options would be work consuming, it was proposed to add text to state the use is currently underspecified.
This CR proposes the text, as discussed during the Jeju meeting at November 18th, 2008.
2 Impact on Backward Compatibility

None. 
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the changes as introduced in the following seciton.
6 Detailed Change Proposal

Change 1:  Section 6.7.3.15
 6.7.3.15 Enforcement of location_based_restriction
The enforcement of the location_based_restriction is processed as follow:

Beforehand, the secure function has requested to the terminal current location information sending a proactive command ‘PROVIDE LOCAL INFORMATION’ as described in [3GPP 31.111 v6] or [3GPP2 C.S.0035-A].  To request this information the secure function, on a polling of the terminal returns a status code ‘91XX’ to the terminal to indicate that a proactive command is pending.  The terminal fetches the pending proactive command ‘PROVIDE LOCAL INFORMATION’, performs it and sends to the secure function the response of the proactive command execution.  The terminal SHALL support proactive command ‘PROVIDE LOCAL INFORMATION’ as described in [3GPP 31.111 v6] or [3GPP2 C.S.0035-A]. 

The secure function will be able to handle some target_area_type that relies on information provided by the proactive command ‘PROVIDE LOCAL INFORMATION’. 

If target_area_type is 0x2, then the country_code of the current location of the terminal is used and is compared to the country_code specified in the STKM.  The comparison results in the following cases:
· If there is a match and if interpretation flag in the STKM is set to 0 (“normal”) and if the override flag is set to 0, then the location_based_restriction ends with the status ‘blackout’, i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section 6.7.3).

· If there is no match and if interpretation flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 0, the location_based_restriction ends with the status ‘blackout’ i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section 6.7.3). 
· If there is a match and if interpretation flag in the STKM is set to 0 (“normal”) and if the override flag is set to 1, the location_based_restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active (see Section 6.7.3).

· If there is no match and if interpretation flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 1,  the location_based_restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active (see Section 6.7.3). 

· Otherwise the location_based_restriction enforcement ends without blackout, i.e. the terminal MAY render the media streams and then the STKM processing SHALL resume. 

If target_area_type is 0x5, then depending of the cell_target_area_type, the Cell Global Identifier or the location Area Identifier or the SID, or the SID+NID…of the current location of the terminal is used and compared to the cell_area_values received in the STKM.  The comparison results in the following cases:
· If there is a match and if interpretation flag in the STKM is set to 0 (“normal”) and if the override flag is set to 0, then the location_based_restriction ends with the status ‘blackout’, i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section 6.7.3).

· If there is no match and if interpretation flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 0,  the location_based_restriction ends with the status ‘blackout’ i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section 6.7.3). 

· If there is a match and if interpretation flag in the STKM is set to 0 (“normal”) and if the override flag is set to 1, the location_based_restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active (see Section 6.7.3).

· If there is no match and if interpretation flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 1,  the location_based_restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active (see Section 6.7.3). 

· Otherwise the location_based_restriction enforcement ends with the status ‘without blackout’, i.e. the terminal MAY render the media streams and then the STKM processing SHALL resume. 

Note that the use of the override parameter of the location_based_restriction Access Criteria Descriptor is underspecified in BCAST 1.0.

Change 2:  Section 7.1.2

 7.1.2   Location_based_restriction_descriptor
This descriptor is for the location-based restrictions on the rendering of content based on [BCAST10-SG].  

An alternative service can be specified in the service guide [BCAST10-SG]. It is possible to specify an alternative service as a blank screen with a burnt-in text notifying the user of the blackout. In this case, the burnt-in text can be conveyed as a subtitle in 3GPP Timed Text format as described in [BCAST10-Services].

If a terminal supporting a location_based_access_descriptor receives an STKM with this descriptor and the terminal is not able to obtain its current location or is not able to process the STKM, then the terminal MUST NOT decrypt the Traffic Key and possible Program Key contained in this STKM and MUST NOT decrypt the corresponding content.  A terminal MAY be capable of determining at least its cell ID using a native bearer signalling mechanism.  A terminal MAY in addition utilize a suitable position location protocol to determine its position.  Examples are SUPL [OMA SUPL] or MLP [OMA MLP].  In the case that a terminal is not capable of determining location information other than a cell ID, additional location information (other than a list of blacked out cell IDs) provided in the location_based_restriction Access Criteria Descriptor MAY be ignored.  In the case that the terminal is able to detect multiple cell IDs using native bearer signalling mechanisms, for the purpose of checking against a possible blackout it MAY select the same cell ID that is being used to receive the protected service.
The descriptor tag for this descriptor is 2.  The value for this descriptor is encoded as follows:

The descriptor tag for this descriptor is 2.  The value for this descriptor is encoded as follows:
Table 35: location_based_restriction Access Criteria Descriptor

	location_based_restriction descriptor
	Length
	Type

	Version
	32
	Uimsbf

	Interpretation
	1
	Uimsbf

	Override
	1
	Uimsbf

	reserved_for_future_use
	6
	Bslbf

	number_of_target_areas
	8
	uimsbf

	for (i=0; i < number_of_target_areas; i++) {
	
	

	    target_area_type
	4
	bslbf

	    reserved_for_future_use
	4
	bslbf

	    if (target_area_type == 0x1) {
	
	

	        shape()
	
	

	    }
	
	

	    if (target_area_type == 0x2) {
	
	

	        Mobile_country_code
	24
	uimsbf

	    }
	
	

	    if (target_area_type == 0x3) {
	
	

	        name_area_length
	8
	uimsbf

	        name_area
	8*name_area_length
	bslbf

	    }
	
	

	    if (target_area_type == 0x4) {
	
	

	        zip_code_length
	8
	uimsbf

	        zip_code
	8*zip_code_length
	bslbf

	    }
	
	

	    if (target_area_type == 0x5) {
	
	

	        cell_target_area()
	
	

	    }
	
	

	    hor_acc
	16
	uimsbf

	}
	
	


interpretation – flag specifying how the restriction is interpreted.  If set to 0 (“normal”), a terminal residing within the defined area may not render the associated media streams.  If set to 1 (“spotbeam”), a terminal located outside of the defined area may not render the associated media streams.

override – flag specifying whether the location-based restriction may be ignored by a properly authorized terminal.  If set to 0, the restriction must be obeyed.  If set to 1, the restriction may be ignored if the terminal is able to obtain the necessary permissions (e.g., PPV Rights Object for the corresponding Program Key).
The override option allows the service provider to signal to the terminal that it may render restricted content regardless of its physical location, as long as the terminal has been pre-authorized to do so.  This could also be used to notify unauthorized terminals of the ability to purchase rights to circumvent the restriction.
Note that the use of the override parameter is underspecified in BCAST 1.0.
version – tells the terminal if the contents of this descriptor have changed since the last STKM.  When the version number is the same as in previous STKMs and the terminal has already processed a descriptor with this same version number, it MAY ignore the contents of this descriptor and assume that geographical restrictions are the same as in previous STKMs with this same descriptor version number. 

<REST OF THE SECTION 7.1.2 NOT CHANGED>
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