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1 Reason for Change

In BCAST1.0 SPCP spec, nowhere it is specified that the terminal SHALL forward the STKM to the Smartcard when received for a dedicated service. This CR proposes to add a sentence in the STKM processing part for clarity.
In annexe E, clarification on the MTK message concerning the TEK. 

In 6.8.1.1 clarification for encryption, to align with service guide.

R01: delete the change1 after discussion with Nokia in Singapore meeting
R02: New changes as agreed in Singapore meeting on Friday 28th of August
2 Impact on Backward Compatibility

This CR is just a clarification of the spec.
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-V1_0-20090212-A. 

It is proposed to introduce the changes in a new version of the BCAST1.0 document, when a maintenance step will occur.
6 Detailed Change Proposal


6.7.3.3 


Change2: 6.8.1.1
6.8.1.1 Service Protection of Streams

Broadcast streams that are signalled as having service protection by the SG via the protectionType field with the value = 1 are associated with STKM stream(s).  The broadcast streams are encrypted by TEKs using IPsec, SRTP or ISMACryp, or not encrypted at all in case no encryption type is specified in service guide..
How to obtain the relevant information from the SG to request the appropriate SEK or PEK (used for TEK protection) to access with the TEK the protected stream is explained in Section ‎6.10.  If the LTKM extension payload is absent, and the “protection_after_reception” value in the STKM = 0x03 (i.e. “Service Protection”), then upon obtaining the TEK from the Smartcard, the terminal can either store the TEK or record the content in the clear or do both.

BCAST related communication between the Smartcard and the Terminal MAY be protected using a Secure Channel as described in Section ‎6.13.  Using a Secure Channel ensures that the TEKs are not exposed in the clear over the Smartcard – Terminal interface. 

Change 3: E.2.1.1
E.2.1.1 OMA BCAST Operation Response:  BCAST management_data Operation

Table 69: Coding of OMA BCAST Operation Response - BCAST management_data Operation (MTK Generation Mode)
	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag ('73')
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response TLV tag = 'AE' 
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	1

	A+3 to A+2+B
	OMA BCAST operation response Data Object  TLV Length (L1)
	As defined in TS 31.101 [3GPP TS 31.101 v6] for BER-TLV data object
	B

	 A+2+B+1
	BCAST management_data response Data Object  tag ('80')
	
	1

	A+2+B+2
	BCAST management_data response Data Object length (L=1)
	
	1

	A+2+B+3
	BCAST management_data  response Data Object 
	See Table 70
	1

	A+2+B+4
	TEK Data Object tag '86' (Note1)
	
	1

	A+2+B+5
	TEK Data Object Length (D)
	
	1

	A+2+B+6 to A+2+B+5+D
	TEK Data Object
	
	D

	(A+2+B+5+D)+1
	SALT Data Object tag '87'
	
	1

	(A+2+B+5+D)+2
	SALT Data Object Length (E)
	
	1

	(A+2+B+5+D)+3 to (A+2+B+5+D)+2+E
	SALT Data Object 
	
	E

	Note1: TEK will only be returned if the BCAST management_data is success full (0x00) and if present in the incoming MIKEY message.

Note2: SALT will only be returned if present in the incoming MIKEY message


Table 70: Coding of BCAST management_data response Data Object tag'80'

	Byte(s)
	Description
	Coding
	Length

	1
	BCAST management_data Status code
	See Table 68
	1


Table 71: Coding of TEK Data Object tag'86'
	Byte(s)
	Description
	Coding
	Length

	1-D
	TEK
	See TS 33.246 [3GPP TS 33.246 v7]
	D


Table 72: Coding of SALT Data Object tag'87'
	Byte(s)
	Description
	Coding
	Length

	1-E
	SALT
	See TS 33.246 [3GPP TS 33.246 v7]
	E














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2009 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20090101-I]

© 2009 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20090101-I]

