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1 Overview

This liaison statement is intended to serve two purposes:

1. Inform 3GPP2 TSG-C of the current status of smartcard specific functionality and roadmap in support of service and content protection in the OMA BCAST Rev 1.0 specifications.  Due to the significant interest for employing the BCAST Smartcard Profile solution for service and content protection of broadcast services on 3GPP smartcards, significant interaction has been maintained between OMA BCAST with 3GPP CT6, and which has led to cooperative spec development, as will be described in this correspondence.  In addition, ETSI SCP mechanisms intended for use in securing the communication between the smartcard and the terminal will be described. 

2. Solicit any inputs from 3GPP2 TSG-C on the BCAST Smartcard Profile functionality for supporting broadcast service and content protection.
2 Proposal

Dear 3GPP2 colleagues,

We would like to inform you of the latest status of the Smartcard Profile functionality as it pertains to the card contents (comprising both UICC and non-UICC based platforms) and smartcard-terminal interface in OMA BCAST 1.0 specifications, and seek any feedback you may have.  It was Feb-07 when we last informed you of Smartcard Profile specification development.  Much of the information below summarizes collaborative specification development between OMA BCAST and 3GPP CT6, and reflects the significant interest among a number of OMA member companies to ensure interoperability with 3GPP smartcards.   In addition, this correspondence describes the intended use of a secure channel between the smartcard and terminal for Traffic Encryption Key (TEK) protection, as defined in ETSI SCP.  The details of the summary contained in this LS can be found in the attached document, which represents the latest version of the OMA BCAST Service and Content Protection specification.
The key aspects of the Smartcard Profile from the smartcard and terminal-card interface perspectives are as follows:
1. For the USIM Smartcard Profile, to support OMA BCAST key management, a new Dedicated File, or DF (with identifier = ‘5F80’) has been defined under the ADF_USIM.  The terminal must select the BCAST DF before issuing any command related to BCAST operations.  To enable the terminal to discover the presence of the BCAST key management capability in the UICC, a new Service n°75 will be defined in the USIM Service Table EFUST in Release 8 of [3GPP TS 31.102].
2. Terminal-to-smartcard interface related functionality:

· To support the functionalities of pay-per-view (PPV) and pay-per-time (PPT) in live or playback mode, parental control and location-based restriction, BCAST has extended the response to the AUTHENTICATE command in the MBMS security context in the MTK Generation Mode and the MSK Generation Mode, as defined in [3GPP TS 31.102].  This is done by using TLVs for OMA BCAST operation response defined under the MBMS operation response Data Object TLV.
· The AUTHENTICATE command for the MBMS security context is extended with an additional OMA BCAST mode of operation that comprises two sub-modes:
· ‘SPE (Security Policy Extension) deletion sub-mode’, which deletes the SPE (permissions pertaining to content consumption in live or playback mode for PPT or PPV programs) and associated data stored in the smartcard;

· ‘Recording deletion sub-mode’, to delete the Content Identifier and its association to flagged SPEs when the corresponding content is erased in the terminal.
· OMA BCAST has defined a specific command called ‘OMA BCAST Command’ for use in various modes defined by the P2 parameter of the command.  Three modes have been defined:
a. ‘SPE  Audit mode’ for the terminal to retrieve from the smartcard the SEK/PEK ID Key group, or all SPE instances corresponding to a specific SEK/PEK ID Key group;
b. ‘SPE Record Signalling mode’ for the terminal to signal to the smartcard the recording of content and to allow the smartcard to retrieve the SEK/PEKs used for the protection of this recorded content;
c. ‘Recording Audit Mode’ used by the terminal to retrieve all the recordings that have been signalled in the smartcard and their associated flagged SPEs.
3. For the protection of the TEK after Short Term Key Message (STKM) processing, BCAST Smartcard Profile specifies that either the secure channel as specified by ETSI SCP in [ETSI TS 102 484], or a Terminal Binding Key mechanism (which involves wrapping the TEK delivered in a STKM by a shared secret key between the Permissions Issuer and the Terminal) can be used.  In the case of the ETSI Secure Channel, the ‘Secured APDU – Application’ secure data transport protocol, in association with the ‘Strong Pre-shared Keys – GBA’ mechanism to set up the security context shall be used.  Related text development for the Service and Content Protection specification is ongoing, and we will inform 3GPP2 when that work has completed.
4. In BCAST 1.0 Smartcard Profile, while it is mandatory for the BCAST terminal and smartcard to support the BCAST DF under the ADF_USIM, the terminal and smartcard may optionally support an ADF for BCAST, i.e. BCAST application, on the UICC.  Related text development for the Service and Content Protection specification is ongoing, and we will inform 3GPP2 when that work has completed.
We hope the information provided in this correspondence will be useful to 3GPP2.  It should provide you high level awareness of OMA BCAST Smartcard Profile functionality pertaining to the smartcard and smartcard-terminal interface in support of BCAST’s service and content protection functionalities.  It could also be considered for use as a reference design for future 3GPP2 smartcard specifications that support the OMA BCAST Smartcard Profile.
3 Requested Action(s)

BCAST kindly asks 3GPP2 to provide us inputs on the BCAST Smartcard Profile for service and content protection, including any comments or suggestions on the current state of specifications, and whether you have specific interest for future collaboration.
As BCAST specifications are expected to be completed soon, we would appreciate your feedback as soon as possible.  If future collaboration is desired by 3GPP2, any design changes to accommodate 3GPP2 smartcards could be considered as part of our next release specifications.  In that regard, we would like to ask whether the current 3GPP2 CSIM specification is capable of local key establishment between the terminal and smartcard in support of the secure channel as specified by ETSI SCP in [ETSI TS 102 484].
4 Conclusion

We look forward to continued harmonization, information exchange and collaboration with 3GPP2.

With best regards, 
OMA BCAST 
(Broadcasting Working Group)
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