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[   ] 
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[   ]
Reason for Change:

This CR introduces a simple mechanism to maintain a list of PPG addresses (a "white list") in the terminal that can be used to validate push messages sent in a connectionless manner. 

Impact on Backward Compatibility:

-

Sections Affected and Additional Explanation of Details of Change (if needed):

6.2.1 Connectionless Push

6.2.1.1 Security Considerations (new section)

6.2.1.1.1 Use of WTLS (new section)

6.2.1.1.2 White List (new section)

8.3 Security Considerations

Proposed Change:

6.2.1 Connectionless Push

The connectionless push must be performed through WSP S‑Unit-Push [WSP], which is one of WSP connectionless session service primitives. Two registered WDP ports, secure and non-secure ports, are reserved in every client capable of connectionless push. The client MUST support the non-secure port and MAY support the secure port. 
Editor's note: The deleted text above is moved to section 6.2.1.1.1. The end of the second last sentence is changed to reflect the introduction of the white list. 

6.2.1.1 Security Considerations

This section contains security requirements and recommendations pertaining to connectionless push. 

6.2.1.1.1 Use of WTLS

If the secure port is supported, WTLS MUST be supported on the port [WTLS].  To accommodate server initiated WTLS connections, a client supporting secure connectionless push MUST be able to initiate the WTLS negotiation process as a result of receiving a Hello Request message [WTLS] on its registered secure WDP port. In doing so, the client MUST use the address quadruplet from where the Hello Request was originated. To protect against spoofing, the client SHOULD validate the Hello Request by comparing the source address from where the Hello request was originated with the address entries in its white list (see section 6.2.1.1.2). The client SHOULD ignore the Hello Request if the validation fails.
6.2.1.1.2 White List

The client SHOULD implement a white list containing addresses of PPGs from which it accepts push messages sent in a connectionless manner. This enables the client to accept or reject messages by comparing the source address of the push message with the address entries in the white list. The source address MUST be obtained from the Server Address parameter in the S‑Unit‑Push primitive [WSP]. A rejected message, i.e. one that fails the white list validation, MUST be silently discarded. 

The white list can be implemented using either information provided via WAP Provisioning [ProvArch], or by proprietary means. In both cases, the following rules apply:

· The end user MAY be provided with a means to manually modify the white list, that is, add and/or delete entries in the list.

· The end user SHOULD be provided with a means to disable reception of push messages from any PPG, and MAY be provided with a means to allow push messages from any PPG. 

In addition to the rules listed above, the following applies if the client supports WAP Provisioning:

· The client MUST be able to use the information available in a WAP connectivity document [ProvCont] to obtain the white list entries. An entry in the white list corresponds to the value of the PXADDR parameter in a PXPHYSICAL characteristic that indicates support for push (i.e. one that has PUSHENABLED=1). 

· If the privileged configuration context indicates that no other configuration contexts are allowed (i.e. the CONTEXT-ALLOW parameter is set to zero (0) in the BOOTSTRAP characteristic [ProvCont]), the end user MUST NOT be provided with a means to add addresses to the white list. 

· The client MUST be able to receive and process WAP connectivity documents [ProvCont] also from sources not included in the white list. 

8.3 Security Considerations

To protect against denial of service attacks, the terminal SHOULD implement a lockout timer. If the terminal receives any additional SIRs during the lockout interval, it should defer processing or discard them until the timer expires. If the requested push session(s) is successfully established (OTA-WSP), or if the active TCP connection(s) is successfully established (OTA‑HTTP), the lockout timer SHOULD be reset. The value of the lockout timer interval is implementation specific.


When a terminal receives an SIR via connectionless push, the validation procedures described in section 6.2.1.1.2 apply. In addition, if a white list is used for validation, and the terminal supports WAP Provisioning [ProvArch], the terminal MUST silently discard the SIR if the following criteria are not met:

· The source address of the PPG sending the SIR and the contact point(s) listed in the SIR are within the same configuration context.

· Only white list entries obtained from a configuration context which ProvURL matches the ProvURL in the SIR (if present) are used to validate the PPG sending the SIR. 

The above measures are applicable if the SIR is received on a non-secure port. If a secure port is used, these measures are generally not necessary. 

Appendix A. Static Conformance Requirements (Normative)

Editor's note: TBD
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