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1 Reason for Contribution

The purpose of this contribution is to define the Management Object needed for Push 2.2 to cope with security issues. 
2 Summary of Contribution
DM group has defined Management Objects where parameters can be easily managed and used by applications.

This contribution defines the Management Object for BAC Push where whitelists are coped with.
3 Detailed Proposal
A.4 Management Object definition                           (Normative)

The present section defines a mobile device Management Object (MO) for OMA BAC Push that restricts the accpeted push messages depending on the originator. The MO can be initially providioned and is used for continuous provisioning to update service configurations.
The OMA BAC Push Management Object consists of relevant parameters required by [PUSH 2.2]. It is compatible with OMA Device Management protocol specifications, version 1.2, and is defined using the OMA DM Device Description Framework as described in [OMA-TS-DM-TND-V1-2] and [OMA-TS-DMStdObj-V1-2].

The Management Object Identifier is: urn:oma:mo:oma-push-2.2:1.0


Protocol compatibility: This MO is compatible with OMA DM 1.2.

Management object name: OMA_PUSH_2.2
A.5 OMA BAC Push Management Object tree

The following figure shows the nodes and leaf objects for the OMA_PUSH_2.2 Management Object.
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Figure XX: The SyncML DM Object for OMA BAC PUSH 

A.6 Management Object parameters

This clause describes the parameters for the OMA BAC PUSH Management Object.

Node: /<X>
This interior node acts as a placeholder for one or more accounts for a fixed node.
Occurrence: OneOrMore
Format: Node
Access Types: Get
Values: N/A




/<X>/AuthoAddr
The AuthoAddr interior node is used to list the Push applications that accept Push messages from a given address..
Occurrence: One
Format: Node
Access Type: Get
Value:
/<X>/AuthoAddr/<X>+
This node contains the  Push applications that accept Push messages from a given address
Occurrence: OneOrMore
Format: Node
Scope: Dynamic 
Access Type: Get 
Value:
/<X>/AuthoAddr/<X>+/Addr
The Addr node can hold addresses of different kinds, for example, an IP address or an SME number. The type of address in the field can be determined on the AddrType node. 
Occurrence: OneOrMore
Format: Chr 
Access Type: Get
Value

/<X>/AuthoAddr?/<X>+/AddrType
The AddrType leaf indicates the type of address in the Addr parameter. If the value is omitted, then the address type is an absolute URI [RFC2396], or a fully qualified Internet domain name (i.e. hostname as defined in section 3.2.2 of [RFC2396]).
Occurrence: ZeroOrOne
Format: Chr
Access Type: Get
Value:
/<X>/AuthoAddr?/<X>+/AuthoPushApp
The AuthoPushApp interior node is used to list the Push Applications that accept content from the address specified in /<X>/AuthoAddr/<X>+/Addr 
Occurrence: One
Format: Node
Access Type: Get
Value: 
/<X>/AuthoAddr?/<X>+/AuthoPushApp/<X>+
This run-time node acts as a placeholder for zero or more related Push application ID.
Occurrence: ZeroOrMore
Format: Node 
Value:
Access Type: Get 


/<X>/AuthoAddr?/<X>+/AutoPushApp/<X>+/AuthoPushAppId
The AuthoPushAppId leaf indicates the Push Application IDs (numeric form) for which the address specified in /<X>/AuthoAddr/<X>+/Addr is authorized to send push. When the value is omitted, any Push Application can receive push messages from this address (similar to 0x00). 
Occurrence: ZeroOrMore
Format: Chr
Interpretation: Authorized Push Application IDs.
Access Type: Get
Value: The Push Application ID numeric value is used. For authorizing any Push Application ID this parameter is omitted.

/<X>/Ext/
The Ext is an interior node where the vendor-specific information about the OMA_BAC-PUSH MO is placed (“vendor” means application vendor, device vendor etc.). Usually the vendor extension is identified by a vendor-specific name under the ext node. The tree structure under the vendor identified is not defined and can therefore include a non-standardized sub-tree.
Occurrence: ZeroOrOne
Format: node
Access Types: Get
Values: N/A
A.7 Management Object example                           (Informative)
Sender 1 is a SIP Push Sender Agent which IP address is 111.111.111.111.
Sender 2 is a SIP Push Sender Agent which address is www.MMSauthorized.com
There are at least two Push Applications on a Push Receiver Agent: 

· A MMS application which numeric id is 0x04

· A DRM application which numeric id is 0x07
 Push Sender 1 is authorised to send content to any Push application of the Push Receiver Agent but Push Sender 2 is only authorised to send content to the MMS application.

The Management Object is defined as following: 
< AuthoAddr >

<X>
< Addr >




111.111.111.111


< /Addr >
< AddrType >




IPV4


< /AddrType>


<AuthoPushApp>




< AuthoPushAppId/ >



</AuthoPushApp>

</X>

<X>
< Addr >




www.MMSauthorized.com 



< /Addr >

< AddrType/ >



<AuthoPushApp>




< AuthoPushAppId >




0x04



< /AuthoPushAppId >



</AuthoPushApp>

</X>
</AuthoAddr>
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To approve this Management Object
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