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1 Reason for Contribution

This contribution addresses part 2 of action item “BAC CD-2006-A088”, “DCD AI 1214 #2: Re. Doc 159. Need to address DCD-3 security requirements, as follows: 1. Mention need to provide option to specify security level in session management. 2. Define security options in security section.”

2 Summary of Contribution

The action item reflects the group consensus that we should separately the aspects of connection security for session establishment actions (and DCD-3 interface operations in general), from the authentication and session configuration aspects which are the primary focus of the session establishment operations. The TS text will still address how security features used to secure the DCD-3 operations may provide some direct value to the DCD-3 operations themselves (e.g. use of client certificates in setup of a TLS/DTLS record protocol, as well as for authentication), but as an optional deployment dependency between the two “layers” (DCD-3 connection security, and the DCD-3 operations).
3 Detailed Proposal

10. DCD Security

10.1 Authentication

10.1.1 Authentication in Session Establishment
In session establishment, DCD Clients act as subscriber agents for authentication purposes, and DCD Servers act as agents for DCD Service Providers for authentication purposes. This section refers to authentication of the DCD Client and DCD Servers acting in those roles.
Authentication during session establishment ensures that DCD Clients and DCD Servers can trust the other entity in the session relationship. The necessity of establishing this trust relationship may vary for different DCD Service Providers or DCD Clients. This necessity is assumed to be known through preconfiguration, or through discovery as explicitly supported by the mechanisms described below, Other discovery mechanisms are unspecified.
DCD Clients SHALL supply authentication in session establishment, per the security policy of the DCD Server with which a session is being established. DCD Servers SHALL supply authentication in session establishment, per the security policy of the DCD Client with which a session is being established. DCD Clients and DCD Servers SHALL accept valid authentication, when supplied per their security policy.
Three modes of DCD Client authentication are specified for use by the DCD Enabler:

· DCD Client authentication provided by functions external to the DCD Enabler. DCD Servers MUST support this method of DCD Client authentication.
· DCD Client authentication via HTTP Digest Authentication [RFC2617]. DCD Servers MUST support this method of DCD Client authentication. DCD Clients MUST support this method of DCD Client authentication.
· DCD Client authentication via a lower-layer security facility, e.g. TLS-based delivery of a client certificate. DCD Servers SHOULD support this method of DCD Client authentication. DCD Clients SHOULD support this method of DCD Client authentication.
If DCD Client authentication is not recognized or otherwise not accepted by a DCD Server (e.g. the specific subscriber is not authorized to activate the DCD Enabler as requested), the DCD Server SHALL provide an “authentication error” response to the DCD Client. Upon an “authentication error” response during session establishment, DCD Clients SHALL provide an appropriate error response to affected DCD-Enabled Client Applications. Further DCD Client behavior in this case (e.g. session establishment retry) is unspecified.
One mode of DCD Server authentication is specified for use by the DCD Enabler:

· DCD Server credentials-based authentication via a lower-layer security facility, e.g. delivery of a server certificate. DCD Servers SHALL support this method of DCD Server authentication. DCD Clients SHALL support this method of DCD Server authentication.

If DCD Server authentication is not recognized or otherwise not accepted by a DCD Client (e.g. the server certificate has expired or cannot be validated), the DCD Client SHALL provide an “authentication error” response to the DCD Server. Further DCD Server behavior in this case is unspecified. Upon an “authentication error” response during session establishment, DCD Clients SHALL provide an appropriate error response to affected DCD-Enabled Client Applications. Further DCD Client behavior in this case (e.g. session establishment retry) is unspecified.
In addition, unauthenticated service may be provided if allowed per the security policy of the DCD Server and/or DCD Client. DCD Servers SHALL provide session establishment without DCD Client authentication, if allowed per DCD Service Provider security policy. DCD Clients SHALL provide session establishment without DCD Server authentication, if allowed per DCD Client security policy.
10.1.1.1 DCD Client Authentication provided by functions external to the DCD Enabler
In this mode, DCD Client authentication is provided by non-DCD network elements, e.g. as operated by the DCD Service Provider. This is a typical approach to client authentication in cases which client-provided authentication is not available or not trusted. The details are unspecified, but may include such options as:
· Subscriber identification via RADIUS, provided directly to the DCD Server

· Proxy-inserted subscriber identification, e.g.
· The DCD Client is configured to use a proxy for the DCD-3 interface, and sends DCD-3 requests via the proxy instead of direct to the DCD Server.

· The proxy inserts a subscriber identity indication (e.g. HTTP header) based upon network information (e.g. from RADIUS) into the request, and forwards it to the DCD Server. The subscriber identity may be in any form supported/permitted to be inserted by the network proxy for delivery to all or specific destinations.
10.1.1.2 DCD Client authentication via HTTP Digest Authentication
In this mode, DCD Client authentication is provided by the DCD Client from pre-configured or subscriber-provided credentials. The mechanisms for pre-configuration or subscriber entry of credentials are unspecified.
HTTP Digest Authentication [RFC2617] is used to deliver the credentials to the DCD Server:

1. The DCD Server indicates the need for DCD Client authentication via Digest Authentication by responding to the first DCD-3 interface message with a digest access authentication challenge, including a generated nonce value.
2. The DCD Client sends a challenge response with its credentials, hashed per the supplied nonce value. Note the credentials may be derived from a variety of sources, e.g. user-provided/stored or provisioned “username:password”, or 3GPP GBA-provided credentials.
3. The DCD Server retrieves the credentials from the hashed digest-response value.

10.1.1.3 DCD Client and DCD Server authentication via lower-layer security facilities
In this mode, DCD Client and/or DCD Server authentication is provided by facilities of an underlying security layer, e.g. TLS-provided client or server certificates. The methods of certificate management and notification of error conditions to the DCD Client or DCD Server are assumed to be addressed by the underlying transport security, and are unspecified.
10.2 Authorization and Content Protection

10.2.1 Content Protection in Session Establishment
Content protection during session establishment ensures that DCD Clients and DCD Servers can trust the privacy and integrity of the operations and data exchanged with the other entity during the session establishment. The necessity of content protection during session establishment may vary for different DCD Service Providers or DCD Clients. This necessity is assumed to be known through preconfiguration, or through discovery as explicitly supported by the mechanisms described below, Other discovery mechanisms are unspecified.

DCD Clients SHALL provide content protection for session establishment, per the security policy of the DCD Server with which a session is being established. DCD Servers SHALL provide content protection for session establishment, per the security policy of the DCD Client with which a session is being established.
One mode of content protection for session establishment is specified for use by the DCD Enabler:

· Use of transport layer security provided by TLS [RFC4346] or DTLS [RFC4347]. DCD Servers and DCD Clients SHALL support TLS or DTLS to provide content protection for DCD-3 interface operations and data, as applicable to the underlying transport protocol in use for DCD-3.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this contribution be discussed and agreed.
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