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1. Scope
(Informative)

This specification continues the work of defining  ‘push’ to deliver content to a mobile device utilising the OMA architecture. This architecture specification defines the specific elements involved in delivery of the push function using SIP. In the definition of the entire push solution defined by the OMA this architecture specification co-exists and references from the work of the OMA Push 2.1 Enabler Release [PUSH2.1]. 

In order to facilitate integration into a variety of OMA enabler releases this specification deals with those elements of the general push architecture that are significantly affected by the introduction of a SIP based push mechanism.

2. References

2.1 Normative References

None
2.2 Informative References

	[3GPP TS 33.203]
	“Access Security for IP-based services”, 3GPP TS 33.203  Release 6

	[3GPP TS 33.210]
	“Network domain security; IP network layer security”, 3GPP TS 33.210,  Release 6

	[3GPP TS 23.228] 
	“IP Multimedia Subsystem (IMS); Stage 2”, 3GPP TS 23.228 Release 6

	[3GPP2 X.S0013-002-A] 
	"All-IP Core Network Multimedia Domain: IP Multimedia Subsystem - Stage 2", X.S0013-002-A Revision A, Version 2.0, 3GPP2, 2004

	[3GPP2 S.R0086-0]
	“IMS Security Framework”,  2004

	[IMSArch]
	"Utilization of IMS capabilities Architecture", Open Mobile Alliance(, OMA-AD-IMS-V1_0-20050204-C URL:http://www.openmobilealliance.org/

	[OMNA]
	"OMA Naming Authority". Open Mobile Alliance(.
http://www.openmobilealliance.org/tech/omna

	[PAG]
	"Presence Using Simple Architecture Document", OMA-PAG-SIMPLE-AD-V1_1, Open Mobile Alliance(. URL:http://www.openmobilealliance.org/

	[PushArch]
	"WAP-250-PushArch", Open Mobile Alliance(. http://www.openmobilealliance.org/tech/affiliates/wap/

	[PushOTA]

	"Push OTA Protocol", Open Mobile Alliance(.  , WAP-235-PushOTA,  URL:http//www.openmobilealliance.org/

	
	

	[PushSIP]
	"OMA-TS-SIP_Push-V0_3_0-20051019-D ", Open Mobile Alliance(. URL:http://www.openmobilealliance.org/

	[PUSH2.1]
	"Push 2.1 Enabler Release ", Open Mobile Alliance(. URL:http://www.openmobilealliance.org/

	[RFC3261]
	"SIP: Session Initiation Protocol". J. Rosenberg et al. June 2002. URL:http://www.ietf.org/rfc/rfc3261.txt


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	
	

	Application-Level Addressing
	The ability to address push content between a particular user agent on a client and push initiator.

	
	

	
	

	
	

	
	

	
	

	
	

	Push Access Protocol
	A protocol used for conveying content that should be pushed to a client, and push related control information, between a Push Initiator and a Push Proxy/Gateway.

	Push Content
	Content, metadata and application level control information that has a shared interpretation by both sender and receiver agents.

	
	

	
	

	Push Receiver agent
	Push Receiver agent is a logical entity that uses the SIP Push procedure to receive push content, and generate a response to the Push Sender agent request.

	Push Sender agent
	Push Sender agent is a logical entity that creates a push request, and then uses the SIP Push procedure to send push content.

	
	

	
	

	
	


3.3 Abbreviations

	
	

	IMS
	IP Multimedia Subsystem

	ISC
	IMS Service Control (Interface between a CSCF and an Application Server)

	MMD
	Multimedia Domain

	OMA
	Open Mobile Alliance

	OMNA
	Open Mobile Aliance Naming Authority

	PPG
	Push Proxy Gateway

	
	

	SIP
	Session Initiation Protocol

	
	

	
	

	UE
	User Equipment

	
	

	
	

	URI
	Uniform Resource Identifier

	3GPP
	3rd Generation Partnership Project

	3GPP2
	3rd Generation Partnership Project 2


4. Introduction


In the "normal" client/server model, a client requests a service or information from a server, which then responds in transmitting information to the client. This is known as “pull” technology: the client “pulls” information from the server. Browsing the World Wide Web is a typical example of pull technology, where a browser submits a URL (the request) that is sent to a server, and the server answers by sending a Web page (the response) to the browser.

In contrast, the “push” technology, which is also based on the client/server model, does not require an explicit request from the client before the server transmits its content.

Push using SIP enabler allows the client to receive content in a communication initiated by the server, or ‘pushed’. The particular content being pushed is not defined by this enabler and is not restricted by this enabler.

This architecture introduces the concept of push sender agent and push receiver agent, as part of SIP Push protocol.  Push sender agent and push receiver agent are functional elements that act as the interface points to the SIP/IP Core.  In illustration: 
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Figure 1:  SIP Push Enabler

Using the capabilities provided by the SIP IP/Core these interface points will allow for push applications bound to the push sender agent and push receiver agent to establish a push service. In illustration:
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Figure 2:  Example of Push Sender and Receiver agents mapping
The application binds to the push sender agent on the server side and the push receiver agent on the client side. A push service is represented by both the applications and agents on the client and server. 

The responsibility of the application on the server is to utilize the capabilities of the SIP/IP Core to communicate the push to the client. The application on the server may also use the client physical characteristics, availability and ‘willingness to receive push service’ to optimize push. An example of an application may be considered to be a push proxy gateway. 

The responsibility of an application on the client side is primarily to present or distribute pushes received based on specific application semantics. 
In the scope of this architecture will be the functions required from the SIP/IP Core in order that the push sender agent and push receiver agents can provide the features required by applications on the server and client to enable push service. The functionality of the SIP/IP Core and the features of push sender agent and push receiver agent are identified at a high level in this architecture document.
An example of an application using this enabler is a Push Proxy Gateway (PPG). The push submissions from the Push Initiator, to the PPG, are submitted using the Push Access Protocol (PAP). The PPG application will use the Push Sender agent to send the content to the client. The receiver agent passes the content to the application on the client, the application will generate an appropriate response and the response status will be passed via the Push Receiver agent to the sender agent. Using this response data the PPG will generate an appropriate Push Access Protocol level response.
4.1 Planned Phases

No additional phases are planned beyond this architecture.
4.2 Security Considerations

4.2.1 General

SIP Push will rely on and reuse security features and mechanisms provided by the underlying SIP/IP Core, as identified in section 5.1.1 to e.g. secure the service environment and authenticate users. 
When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, and the User Equipment contains USIM/ISIM or UIM/R-UIM, these security functions will be provided as specified in [3GPP TS 33.203], and [3GPP2 S.R0086-0]. 

The Push Sender agent and the Push Receiver agent will rely on the authentication and confidentiality mechanisms provided by the underlying SIP/IP Core network to accomplish user identity verification. When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS it needs to ensure, during registration, that the registered users public and private address is allocated and authorized to be used by that user in order to prevent spoofing attacks.

When the SIP/IP core does not correspond to 3GPP/3GPP2 IMS, it should ensure appropriate levels of authentication and security. 

Note that the user plane is not necessarily a part of the SIP/IP Core security.

4.2.2 Trust model




The SIP Push trust model may be service specific. The specific model may be based, for example, on the SIP/IP Core trusted network model for SIP signalling with hop-by-hop security and proxy authentication and/or based on an end to end model. 

When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS in the case where the intra domain security is insufficient, Push Sender agents will authenticate and secure communication to Proxies/Push Receiver agents, as per IMS Network Security [IMSArch]. In the case of inter-domain security, Push Sender agents will rely on communication channels that are protected according to IMS Network Security [IMSArch]. 

It is the responsibility of the SIP/IP Core to assert the public identity of the Push Sender agent and Push Receiver agent.
5. SIP Push Architectural Model
SIP Push enabler leverages the SIP/IP Core network [IMSArch] by transferring the push content from the push sender agent to the push receiver agent using Session Initiation Protocol (SIP) messages.  SIP Push enabler provides analogous function as Push OTA [PushOTA], using SIP as the underlying transport mechanism. Support for SIP Push is dependent on the availability of SIP/IP Core network capabilities in the both the network and the client.

The Push Sender and Receiver agent are the elements, which interacts with the SIP/IP Core to fulfil the Push using SIP enabler. In the case where SIP Push utilizes with [PUSH2.1], the Push Proxy Gateway (PPG) uses SIP Push Sender agent when delivering push over SIP.  A client uses SIP Push Receiver agent when receiving push over SIP.
It is also noted that if a Push Proxy Gateway (PPG) is the application using the Push Sender agent, the push submissions from the Push Initiator are submitted using the Push Access Protocol (PAP) and that response status from the Push Receiver agent is used to generate the application level responses defined in the Push Access Protocol Specification.
5.1 Dependencies

5.1.1 SIP/IP Core network

The SIP/IP Core is a network of servers, such as proxies and/or registrars that perform a variety of services. 
SIP Push enabler requires the SIP/IP Core to perform at least the following functions:
· Access level security

· Authentication and authorization of Push Sender and Receiver agents based on application and user’s service profile

· Confidentiality protection of SIP signalling

· SIP registration and routing functionalities

· Provides charging information

The SIP/IP Core in the SIP Push enabler architecture is not limited to the 3GPP and 3GPP2 IMS, and is open to other SIP/IP core networks. In the context of IMS [IMSArch], the OMA SIP Push enabler will utilize the capabilities of IMS as specified in 3GPP ([3GPP TS 23.228]) and 3GPP2 ([3GPP2 X.S0013-002-A]). Alternatively, other SIP/IP Core networks may be utilized as long as they perform at least the aforementioned functionality.
In the context of IMS [IMSArch] (3GPP IMS and 3GPP2 MMD networks) Push using SIP (SIP Push) as defined in [PushSIP] should be considered as the primary mechanism for push function. 
5.2 Architectural Diagram
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Figure 3: SIP Push Architecture Model
5.3 Presence Source, Watcher, Presence Server, PRS-1, PRS-2, and PRS-3 interfaces are defined by OMA Presence Enabler [PAG]. Section 5.4.5 describes the usage of these interfaces with respect to Push Using SIP.
5.4 SIP Push Features
SIP Push utilises SIP [RFC3261] for over-the-air communication between the Sender and Receiver agents and is hence primarily to be used in conjunction with a SIP/IP Core Network, such as IMS [IMSArch].

Push content is delivered using a SIP request, which means that that the Push Sender agent acts as a SIP user agent client and the client (i.e. the mobile device) as a SIP user agent server. In the SIP Push definition [PushSIP] the collective name of the interface will be SIP Push.
SIP Push enabler is not a vertically integrated push service.  SIP Push enabler is rather a component that can be used with other OMA enabler to build a complete service, SIP push will specify the usage of the SIP protocol for push, meta data and content encoding (if required)..

The SIP Push enabler supports the following areas:

· Push Sender agent initiates push request to the Push Receiver agent.

· Push Sender agent request delivery reports from Push Receiver agent.

· Push Sender and Receiver agents are capable to support large content delivery (e.g. potentially greater than 1300 bytes per push).
· The Push Receiver agent can make itself available or unavailable for push from Push Sender agent

· Supporting application addressing scheme independent of network technology, i.e., standard SIP URI.

· Exchanging push control information between the Push Sender agent and Push Receiver agent.

· Authorizing push request at Push Receiver agent. 
· Providing client capability information
· Providing SIP Push delivery status (e.g. SIP response code) information.

· 
5.5 SIP Push Functional Components and Interfaces

5.5.1 Push Sender Agent Functional Component

The Push Sender agent is a logical entity that supports the various SIP Push features as described in Section 5.3.  An application implementing a Push Sender agent typically creates a push request, and then uses the SIP Push procedure to send push content, receives a responses to the push request and passes the response to the application.

When SIP Push is realized using IMS or MMD, the Push Sender agent will utilize the capabilities of IMS as specified in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A], respectively.

5.5.2 Push Receiver Agent Functional Component

The Push Receiver agent is a logical entity that supports the various SIP Push features as described in Section 5.3.  An application implementing a Push Receiver agent typically receives push content and generates a response to the Push Sender agent request.

When SIP Push is realized using IMS or MMD, the Push Receiver agent will utilize the capabilities of IMS as specified in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A], respectively. 

5.5.3 Reference Point P-1: Push Receiver agent – SIP/IP Core

The P-1 reference point supports the communication between the Push Receiver agent and the SIP/IP Core network. The protocol for the P-1 reference point is SIP [RFC3261]. 
The P-1 reference point provides the following functions:
· Subscription and unsubscription to push events.
· Reception of notification for subscribed push events.
· Reception of asynchronous message representing a push events
· Reception of reference to subscribe to push events
· Publication of push capabilities and presence information
When SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the P-1 reference point conforms with the Gm reference point when the Push Receiver agent is implemented on the UE or with the ISC reference point when the Push Receiver agent is implemented on an Application Server as defined in [3GPP TS 23.002] / [3GPP2 X.S0013.0].
5.5.4 Reference Point P-2: Push Sender agent – SIP/IP Core

The P-2 reference point supports the communication between the Push Sender agent and the SIP/IP Core.  The protocol for the P-2 reference point is SIP [RFC3261].

The P-2 reference point provides the following functions:

· Reception of subscription to push events.
· Notification for subscribed push events.
· Sending asynchronous message representing a push events
· Reference to subscribe to push events
· Reception of push capabilities and presence information of Push Receiver agents
When SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the P-2 reference point conforms with the ISC reference point as defined in [3GPP TS 23.002] / [3GPP2 X.S0013.0].

5.5.5 Push Capability Discovery 

In addition the application on the client may provide data on physical characteristics (such as acceptable content types, specific push application identifiers supported [OMNA]) as well as information whether the service is available and willing to receive push. This latter function will be achieved in combination with a presence server [PAG]. In this case the application bound to the push receiver agent use the capability provided by the receiver agent to act as a source of presence. The application bound to the push sender agent may use the capability provided by the sender agent to act as a watcher of presence data (see Figure 3 )



The interface between the application and the push sender and push receiver agent is out of scope of the SIP Push Enabler. The application level semantics (presentation, storage and processing of push content) is also beyond the scope of this enabler.
The push sender and push receiver agent may communicate presence information (including capability information) related to service and to the specific physical characteristics of the client. This data may be used by sender to determine whether the receiver agent is able to receive the content being pushed. 
5.6 Flows

5.6.1 Push using SIP overview flow
The Figure 5 shows an example flow of the Push using SIP between Push Sender agent and Push Receiver agent. 
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Figure 5:  Push using SIP overview flow

1. Push Sender agent receives a request from an application to send the push content to the user.  The request may contain specific quality of service, such as confirm or no confirm delivery.

2. Push Sender agent accepts the message, and determines the delivery mechanism based on quality of service, user identity & device capability, and user availability.  Push Sender agent select push method.

3. Push Sender agent sends a request to the client via SIP/IP Core Network. The content in the request may have been transformed by encoding for efficiency.

4. The SIP/IP Core Network forwards the request to the Push Receiver agent. The Receiver agent will use application level addressing to transfer the content in the request to correct application. The application address for push is registered with OMNA.

5. After receiving a request, the Push Receiver agent 

a. sends an appropriate response to the SIP/IP Core Network. 

b. Content received in request is forwarded to application for presentation based on application level addressing

6. SIP/IP Core Network forwards Push-response to Push Sender agent.

7. Upon receiving response, the Push-sender agent will forward that response to the application. The application may generate an appropriate push application protocol response (for example a result notification) to the push initiator.
5.6.2 Capabilities Discovery flow
The Figure 5 shows an example flow of the procedure where the Push Receiver agent makes itself available for SIP Push to the Push Sender agent. This procedure may be understood as a means by which the Push Receiver agent sends some information about one or more push services. This information can be used by applications bound to the Push Sender agent to optimize push in a second time whenever a push message is to be sent. This could be for example realized through the registration procedure, a Presence-based mechanism or a subscription-based mechanism in which the Push Receiver agent explicitly subscribes to a specific push service.
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Figure 6:  Push Receiver agent making itself available for SIP Push
1. Push Receiver agent sends a request to the SIP/IP Core Network that contains information about one or more push services.  The information may include for example the capabilities of the push receiver agent, the availability or willingness to receive push for one or more push services. The SIP/IP Core network routes the request to the correct Presence Server (PS). The PS authorizes the presence publication, and checks the information the message contains. The PS then processes the presence information, sends a response back to Presence Source, and send request to Push Send agent (watcher) via the SIP/IP Core network.
2. The SIP/IP Core Network forwards the request to the Push Sender agent. Based on the specific request, the SIP/IP Core network may transform or modify the information provided by the Push Receiver agent prior to forward it.

3. The Push Sender agent makes the received information available for applications by forwarding it. Based on the specific information, the Push Sender agent provides it to one or more applications. For example, if the information contains a list of applications supported by the Push Receiver agent, this information is provided to each supported application. Alternatively, if the information targets a specific application, this information is provided directly to the targeted application.
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