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1. Scope

This Enabler Release (ER) document is a combined document of requirements, architecture and technical specification for Always Online Infrastructure Enabler. The AOI Enabler is expected to provide functions of application/service management, connection management, interfaces between AOI Client and AOI Server, interfaces to client applications and server applications and bandwidth optimization.

To enable developers access the AOI Service in consistent manner, this specification also defines uniform and easy to use APIs exposing AOI functionalities to third party applications.

Editor’s Note: this is a preliminary list, to be revised at the end of the specification activity.

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	
	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	AOI Client
	A client (see [OMA-DICT]) that acts as the receiver of a AOI service in order to realize Always-On connectivity. The AOI Client does not render (e.g. display, play etc) application specific content, but provide AOI functions for the Client Application.

	Active AOI Client
	An AOI Client that is installed in device and registered on an AOI Server successfully.

	Non-Active AOI Client
	An AOI Client that is installed in device, but is not registered on any AOI Server.

	Client Application
	An application (see [OMA-DICT]) which can be native or a web application that uses or triggers  the AOI Service using the AOI Client. Examples of  Client Applications can be social networking applications, VoIP and instant messenger applications which reside on the mobile terminal.

	AOI Server
	A Server (see [OMA-DICT]) capable of communicating with any AOI Client over Shared AOI Connectivity. 

	Server Application
	An application (see [OMA-DICT]) that uses or triggers the AOI Service using the AOI Server. Examples of Server Applications can be social networking applications, VoIP and instant messenger applications which reside on the network side.

	Shared AOI Connectivity
	A connectivity maintained by AOI client and AOI Server over connection-less bearer (e.g., SMS, OMA Push) or connection-oriented bearer (e.g., HTTP, TCP) where multiple Client Applications share the connectivity for the purpose of interaction with Server Application.

	AOI Subscription Information
	Information which is registered and subscribed to the AOI Enabler and uniquely identifies the Client Application across all devices.

	Client Application Instance
	A single installation of an Client Application in a device.


Editor’s Note: Editor to replace “AOI Enabled Client Application” with “Client Application” and “AOI Enabled Server Application” with “Server Application” in the whole ER document.
3.3
Abbreviations

	OMA
	Open Mobile Alliance

	AOI
	Always Online Infrastructure

	
	


4. Introduction

The AOI Enabler will minimize the traffic due to notifications especially in air interface and unnecessary call attempts; this will allow for example to not have impact on customer’s billing in case the user has a contract with his operator such as XX$ per Kbytes.
Editor’s Note: review and complete the Introductin section when the entire document is finalized.
4.1 Version 1.0

The AOI Enabler is supposed to work in any IP environment (i.e. support both IPv6 and IPv4).

Editor’s Note: complete this subsection when the entire document is finalized.
5. Requirements
(Normative)

This section captures the requirements for AOI v1.0.

5.1 High-Level Functional Requirements
This section contains the High Level requirements for AOI v1.0.
	Label
	Description
	Release

	AOI-HLF-001
	The AOI Enabler SHALL allow AOI Client to register to/unregister from AOI Server.
	1.0

	AOI-HLF-002
	The AOI Enabler SHOULD allow Client Application to register to/unregister from AOI Client.
	1.0

	AOI-HLF-003
	The AOI Enabler SHOULD allow Server Application to register to/unregister from AOI Server.
	1.0

	AOI-HLF-004
	The notification mechanism over Shared AOI Connectivity SHOULD support multiple bearers (e.g. use SMS when IP connectivity is not available)
	1.0

	AOI-HLF-005
	The AOI Enabler SHALL provide a dedicated notification mechanism over Shared AOI Connectivity in lightweight manner. 

	1.0

	AOI-HLF-006
	The AOI Enabler SHALL support an adaptable communication mechanism between the AOI Client and AOI Server depending on the policy and capability negotiation between AOI Client and AOI Server.

Informational Note: adaptable frequency of communication between the AOI Client and AOI Server based on network condition and application requirements.
	1.0

	AOI-HLF-007
	The AOI Enabler SHALL support the AOI Client to send lightweight messages to AOI Server using a Shared AOI Connectivity.
	1.0

	AOI-HLF-008
	The underlying bearer of the Shared AOI Connectivity in place at a specific point of time between the AOI Server and a specific AOI Client SHALL be transparent to the AOI Enabled Application
	1.0

	AOI-HLF-009
	The AOI Enabler SHALL be able to detect the changes of subscriber information (e.g. IMSI, IMEI, MSISDN).
	1.0

	AOI-HLF-010
	The AOI Enabler SHALL be able to report the detected changes of subscriber information (e.g. IMSI, IMEI, MSISDN).
Informational Note: Reporting the changes does not imply reporting the information
	1.0

	AOI-HLF-011
	The AOI Enabler SHALL be able to support AOI service even if the end user moves out of home network of the Network Operator originally providing the AOI Service. 
	1.0

	AOI-HLF-012
	The AOI Enabler SHALL support size limitation of messages.
	1.0

	AOI-HLF-013
	The AOI Enabler SHALL enable the AOI Service Provider to configure the policies and values of size limitation of messages
	1.0

	AOI-HLF-014
	The AOI Enabler SHALL be able to manage (e.g., add, remove, update) application information stored in the AOI Client and/or Server (i.e., Client Application and/or Server Application related information such as name of application, address/information used for notification delivery).
	1.0

	AOI-HLF-015
	The AOI Enabler SHOULD support a backoff mechanism in order to avoid message flooding potential risk. 

Informational Note: as an example, an exponential backoff mechanism may do that a AOI Client waits before reattempting to connect to the AOI Server for a time which exponentially increases compared to the previous waiting time value, in case the connection attempt is failed due to AOI Server failure.  
	1.0

	AOI-HLF-016
	The AOI Enabler SHOULD make available statistics information of the AOI Server or AOI Client (e.g. connect/disconnect activities, connection history, time period, number of notifications, number of kB sent or received, upload/download speed) .
	1.0

	AOI-HLF-017
	The AOI Enabler SHOULD be able to collect statistics information (e.g. connect/disconnect activities, connection history, time period, number of notifications, number of kB sent or received, upload/download speed).
	1.0

	AOI-HLF-018
	 The AOI Enabler SHALL support the communication between an Server Application and Client Application through respective AOI Server(s) and AOI Client to which AOI Enabled Server/Client Applications are connected to.
Editor’s Note: this req has to be finalized during architectural/technical discussion in CD
	1.0


5.2 Application State Definition in AOI

	Label
	Description
	Release

	AOI-ASD-001
	The AOI Enabler SHALL be able to manage (e.g. query, update) different relational status information (e.g. registered, unregistered, online, offline, installed, uninstalled) related to Client Application.
Informational Note: status of Client Application is not an application specific status but is related to the AOI Enabler, such as registration status of the Client Application to the AOI Enablers.
	1.0

	
	
	


5.3 Notification Management

	Label
	Description
	Release

	AOI-NOT-001
	The AOI Enabler SHALL allow AOI Client to subscribe/un-subscribe the notification from AOI Server according to Client Application registration and de-registration.
	1.0

	AOI-NOT-002
	The AOI Enabler SHOULD allow the end users to activate/deactivate notifications for all applications or per application.
	1.0

	AOI-NOT-003
	AOI Enabler SHOULD support handling metadata in notification messages based on the local/regional/language and time zone specifics (e.g. an error code sent by the AOI Server to the AOI Client may be handled at the AOI Client based on the local language and time zone).
Editor’s Note: the details of the support will depend of future specification of the notification messages
	1.0

	AOI-NOT-004
	The AOI Enabler SHALL make available the necessary information to Server Application so that notification can be delivered through AOI Server and AOI Client. 
	1.0

	AOI-NOT-005
	The AOI Enabler SHALL allow Server Application to send notifications to an instance of an Client Application installed in a specific device.
	1.0

	AOI-NOT-006
	The AOI Enabler SHALL allow Server Application to send notifications to all instances of an Client Application that are associated to an end user of that application and that are installed in devices with AOI Clients registered in an AOI Server.
	1.0

	AOI-NOT-007
	The AOI Enabler SHALL allow Server Application to send notifications to all instances of an Client Application associated to all end users of that application that are installed in devices with AOI Clients registered in an AOI Server.
	1.0

	AOI-NOT-008
	The AOI Enabler SHALL allow Server Application to send notifications to a selected set of instances of an Client Application associated to a selected set of users of that application that are installed in devices with AOI Clients registered in an AOI Server.
	1.0

	AOI-NOT-009
	The AOI Enabler SHALL be able to support the Server Application to check if a specific notification has been delivered to the AOI Client
	1.0

	AOI-NOT-010
	The AOI Enabler SHALL allow the Server Application to request to be notified if one or multiple notifications have been delivered to the AOI Client.


	1.0

	AOI-NOT-011
	The AOI Enabler SHOULD be able to support the Server Application to check if a specific notification has been delivered to the Client Application.
	1.0

	AOI-NOT-012
	The AOI Enabler SHOULD allow the Server Application to request to be notified if one or multiple notifications have been delivered to the Client Application.


	1.0

	AOI-NOT-013
	The AOI Enabler SHOULD allow the Server Application to check the delivery status of multiple notifications (i.e., if those notifications have been delivered to the AOI Client Application) in a single request and receive result in a single response.
	1.0

	AOI-NOT-014
	The AOI Client SHOULD be able to alert the end user on the reception of notification even if the Client Application is not running.
	1.0

	AOI-NOT-015
	If the AOI-HLF-025 is supported, the AOI Client SHALL be able to delete the received notifications which have been delivered to the end user.

Editor’s Note: take care to the cross-reference to the “AOI-HLF-025”
	1.0

	AOI-NOT-016
	The AOI Client SHALL be able to delete received notifications which have been delivered to the Client Application.
	1.0

	AOI-NOT-017
	The AOI Enabler SHALL allow Server Application to set an expiry time within which the notification needs to reach the destination.
	1.0

	AOI-NOT-018
	The AOI Server SHALL NOT deliver to the AOI Client a notification after the expiry time set by the Server Application.
	1.0

	AOI-NOT-019
	The AOI Server SHALL provide APIs for Server Applications to use AOI services (such as sending notification messages, etc.).
	1.0

	AOI-NOT-020
	The AOI Enabler SHOULD support end user information management.

Editor’s Note: this req is a placeholder, need to be detailed more during the technical specification phase.
	1.0

	AOI-NOT-021
	The AOI Server SHALL support mechanisms to control traffic for notification messages based on service provider policy, such as a threshold per application, selected applications or all applications.
	1.0

	AOI-NOT-022
	The AOI Enabler SHALL support prioritized delivery of notifications based on service classes.
	1.0

	AOI-NOT-023
	The AOI Enabler MAY support prioritized delivery of notifications based on end user classes.
	1.0

	AOI-NOT-024
	The AOI Enabler SHALL allow Server Application to assign a prioritized service class to a specific notification.
	1.0

	AOI-NOT-025
	The AOI Enabler SHOULD be able to retrieve network status information from external sources required for policy decision (e.g. interface with OMC system of Wireless Network to retrieve the system load indicator).
Informational Note: the interface to the external sources is out of scope for the AOI Enabler.
	1.0

	AOI-NOT-026
	If network status information is available, the AOI Enabler SHALL support notification mechanism based on such information, e.g. which can buffer the notification messages (and push them when the network is idle) or reject the notification messages.
	1.0

	AOI-NOT-027
	The AOI Enabler SHALL be able to store notifications for deffered delivery based on AOI service provider policy (e.g. the network is not available).
	1.0

	AOI-NOT-028
	The AOI Enabler SHOULD be able, on request by the Server Application, to update or cancel the notification(s) sent by the Server Application but not yet delivered to Client Application.
	

	AOI-NOT-029
	If AOI-HLF-047 is supported, the AOI Enabler SHALL be able to notify to the Server Application if a request to update or cancel sent notification(s) has succeeded.
	

	AOI-NOT-030
	The AOI Enabler MAY support compression of the notifications.
	1.0

	AOI-NOT-031
	The AOI Client MAY report whether it supports compression to AOI Server.
Informational Note: if the AOI Client has reported its support to AOI Server, the AOI Enabler will take into consideration terminal capability.
	1.0

	AOI-NOT-032
	The AOI Server SHALL be able to aggregate several notifications and transmit them at the same time to the AOI Client (e.g. a set of notifications not marked as real time may be sent together with the first real time notification that arrives).
	1.0

	AOI-NOT-033
	The AOI Enabler SHALL be able to store notifications for deffered delivery based on end user’s policy (e.g. end users do not want to be disturbed in some timeframe).
	1.0

	AOI-NOT-034
	The AOI Enabler MAY provide mechanism to filter out malicious notification messages.
	1.0

	AOI-HLF-035
	The AOI Enabler SHALL be able to manage the delivery conditions and delivery status of notifications.
	1.0


5.4 Connection Management
	Label
	Description
	Release

	AOI-CM-001
	The AOI Enabler SHALL be able to manage (e.g. create, maintain, close) the Shared AOI Connectivity between AOI Client and AOI Server.
	1.0

	AOI-CM-002
	The Shared AOI Connectivity SHALL NOT be maintained unless at least one Client Application is registered with the AOI Client. 
	1.0

	AOI-CM-003
	The AOI Enabler SHALL be able to reduce the number and size of messages to keep Shared AOI Connectivity alive.
	1.0

	AOI-CM-004
	The AOI Enabler SHALL be able to use the information of the access network type (e.g., Cellular network, WLAN), as well as the information of changes of access network (e.g. received as an event), used for the communication over the Shared AOI Connectivity.
	1.0

	AOI-CM-005
	The AOI Enabler SHALL be able to use the information whether the device is roaming or not.
	1.0

	
	
	


5.5 AOI Client
	Label
	Description
	Release

	AOI-AC-001
	The AOI Client SHALL support an Client Application wake-up mechanism, which can activate the application according to the notification from AOI Server, based on the policy defined in AOI Client.
	1.0

	AOI-AC-002
	The AOI Enabler SHALL enable the AOI Client to get information (e.g. discovery, OTA provisioning) about the AOI Server.
	1.0

	AOI-AC-003
	The AOI Client SHALL support configuration of the AOI Server address.
 
	1.0

	AOI-AC-004
	An AOI Client SHALL be able to provide the version of the AOI Enabler it uses when communicating with an AOI Server
	 Future Release

	AOI-AC-005
	The AOI Client SHALL support a mechanism to configure Shared AOI Connectivity


	1.0

	AOI-AC-006
	AOI Enabler MAY support multiple AOI Clients on the same device


	1.0

	AOI-AC-007
	If multiple AOI Clients are supported on the same device, then the AOI Enabler SHALL ensure AOI Client can be identified as active or inactive and support limitations on the number of active AOI Clients on that device at the same time.

	1.0

	AOI-AC-008
	The AOI enabler MUST support the configuration of relationships between AOI Server and AOI Client. 
	1.0

	AOI-AC-009
	The relationship between AOI Client and AOI Server SHALL be independent of AOI Enabled Aplication.
	1.0

	AOI-AC-010
	The AOI Client SHALL provide APIs for Client Applications to use AOI services (such as registration, etc.).
	1.0

	AOI-AC-011
	The AOI Enabler SHALL be able to update the AOI Client to a newer version of AOI Enabler.
Informational Note: This requirement is targeting updating for new versions of AOI Enabler, and not update related to bug fix, UI change, etc.
	Future Release

	
	
	


5.6 AOI Server
	Label
	Description
	Release

	AOI-AC-012
	The AOI Enabler SHALL make information about the appropriate AOI Server available for the Server Application (e.g. communication between AOI Server and Server Application).

	1.0

	AOI-AC-013
	An AOI Server SHALL be able to provide the version of the AOI Enabler it uses when communicating with an AOI Client 
	 Future Release


5.7 Security

	Label
	Description
	Release

	AOI-SEC-001
	The AOI Enabler SHALL support mutual authentication between AOI Client and AOI Server.
	1.0

	AOI-SEC-002
	The AOI Enabler SHALL support authorization of Server Application and Client Application to interact with the AOI Enabler 
	1.0

	AOI-SEC-003
	The AOI Enabler SHALL support a secure mechanism to generate and distribute AOI Subscription Information to e.g. prevent the identifier impersonation/spoofing.
	1.0

	AOI-SEC-004
	The AOI Enabler SHALL support secure exchange of data between Server Application and Client Application via AOI Server. 
	1.0

	AOI-SEC-005
	The AOI Enabler SHALL enable recipient end-users to report malicious notifications to the AOI Server received from different applications
	1.0

	AOI-SEC-006
	The AOI Enabler SHALL support the AOI Server to add / delete malicious applications to / from blacklists.
	1.0

	AOI-SEC-007
	The AOI Enabler SHALL be able to block notifications from blacklisted applications to be sent to the AOI Client.
	1.0

	AOI-SEC-011
	The AOI Enabler SHOULD support different security mechanisms  as applicable.
	1.0

	AOI-SEC-008
	The AOI Enabler SHALL NOT expose any end user identifiable data (e.g. Private IP address(es) being assigned to the device, IMSI, IMEI(SV), IMPU, IMPI and MSISDN) to Client Application and Server Application.
	1.0

	AOI-AC-009
	The AOI Enabler SHOULD be able to support the authentication between Client Application and Server Application with the help of AOI Client and AOI Server, only if user permits and any user-private information is not revealed.
	1.0

	
	
	


5.8 Overall System Requirements
	Label
	Description
	Release

	AOI-SYS-001
	The AOI Enabler SHALL enable the AOI Server to indicate that it is getting overloaded.
	

	AOI-SYS-002
	The AOI Enabler SHALL provide mechanisms to prevent the AOI Server from being overloaded.
	1.0

	AOI-SYS-003
	The AOI Enabler SHOULD support standard protocol and bearer binding whenever possible. 
	1.0

	AOI-SYS-004
	If AOI-SYS-002 is supported, the AOI Enabler SHALL enable both connection-less and connection-oriented mechanisms to deliver notifications.
	1.0

	AOI-SYS-005
	The AOI Enabler SHOULD leverage existing technologies and specifications (e.g. protocols, data representations and encoding formats) defined within OMA or by other standards bodies. 
	1.0

	AOI-SYS-006
	The AOI Enabler SHALL be able to measure its performance when applicable (e.g. it can measure the notification frequency, delivery failure).
	1.0

	AOI-SYS-007
	The AOI Enabler SHOULD make the data of its performance measurement available .
	1.0

	AOI-SYS-008
	The AOI Enabler SHALL be able to configure the criteria for performance measurement, e.g. the threshold of notification frequency.
	1.0

	AOI-SYS-009
	The AOI Enabler SHALL allow scalability
	1.0


5.9 Charging
	Label
	Description
	Release

	AOI-CHAR-001
	The AOI Enabler SHOULD support charging mechanism. 
	1.0


6. Architectural Model

6.1 Dependencies

6.2 Architectural Diagram


[image: image2]
Figure 1: Architectural Diagram

Editor’s Note: add the legend to the figure.
6.3 Functional Components and Interfaces/reference points definition
6.3.1 Functional Components

6.3.1.1 Internal Functional Components
6.3.1.1.1 AOI Client
The AOI Client can include the following functionalities:

· managing the access from/to the Client Applications on the device related to the AOI Enabler functionalities;

· receiving registration/de-registration from Client Applications;

· sending notification subscription request to AOI Server;
· receiving notifications from AOI Server;

· receiving notification subscription from the Client Applications;

· delivering notifications to the Client Applications;

· indicating to Server Application when it is getting overloaded;
· managing Shared AOI Connectivity with AOI Server;
· managing (e.g., add, remove, update) information related to Client Application;
· managing (e.g. query, update) different status information (e.g. registered, unregistered) related to Client Application.
Editor’s Note: waking up Client Applications.

Editor’s Note: Whether the support of these features is mandatory or not is at this stage reflected in the requirements, but the wording of this section will be changed to MAY/SHOULD/SHALL language prior to publishing as Candidate Enabler.
Editor’s Note: indicating bullet belongs to Notification Management

Editor’s Note: investigate if we can reuse OMA SpamReport enabler for malicious notification report, regarding to AOI-SEC-004 and AOI-SEC-005.

Editor’s Note: FFS authorization of Client Application is done on the AOI Client side or AOI Server side.
6.3.1.1.2 AOI Server

The AOI Server can include the following functionalities:

· Registration Management:
· receiving registration/de-registration from Server Applications;

· receiving registration/de-registration from AOI Client;

· Notification Management:
· receiving notifications from Server Applications over secured connection;

· receiving notification subscription from the AOI Client;

· delivering notifications to the AOI Client, respecting the policies;

· Connectivity Management:
· managing Shared AOI Connectivity with AOI Client.
· managing (e.g., add, remove, update) information related to Client Applications and Server Applications in case the latter are registered;
· managing (e.g. query, update) different status information (e.g. registered, unregistered) related to Client Application;
· handling authentication of AOI Client;

· handling authorization of Server Applications.

Editor’s Note: Whether the support of these features is mandatory or not is at this stage reflected in the requirements, but the wording of this section will be changed to MAY/SHOULD/SHALL language prior to publishing as Candidate Enabler.

Editor’s Note: investigate if we can reuse OMA SpamReport enabler for malicious notification report, regarding to AOI-SEC-004 and AOI-SEC-005.

Editor’s Note: It’s FFS which group the last four functionalities belong to.

6.3.1.2 External Functional Components

6.3.1.2.1 Client Application
The Client Application can register to the AOI Client and receive notifications from the AOI Client.

Examples of Client Application can be web applications or native applications residing on the device.

6.3.1.2.2 Server Application
The Server Application can register to the AOI Server and send notifications to the AOI Server.

Examples of Server Application can be server side application residing on a network entity.

6.3.2 Interfaces

6.3.2.1 AOI-1

This interface is exposed by the AOI Server and can be used by the AOI Client to:

· register/de-register AOI Client to the AOI Server;

· register/de-register Client Application to the AOI Server;

· subscribe to notifications from the AOI Server.

6.3.2.2 AOI-2

This interface is exposed by the AOI Client and can be used by the AOI Server to:

· deliver notifications to the AOI Client;
· check the delivery status of notifications;

· initiate connection-oriented notification channel setup, if applicable;
· request AOI Client to initiate connection-oriented notification channel setup to AOI Server.

6.3.2.3 AOI-3

This interface is exposed by the AOI Client and can be used by the Client Applications to:

· register/de-register to the AOI Client;

· subscribe and receive notifications from the AOI Client.

6.3.2.4 AOI-4

This interface is exposed by the AOI Server and can be used by the Server Applications to:

· register/de-register to the AOI Server;

· send notifications to the AOI Server;
· request to be notified by the AOI Server about the notification delivery status;

· check the delivery status of multiple notifications;

· set an expiry time for the notifications to be delivered to the destination;
· receive indication that the AOI Server is getting overloaded.
7. Identification and Addressing
7.1 AOI Client ID

The AOI Client ID unambiguously identifies an AOI Client registered with an AOI Server. The AOI Client ID is generated during the AOI Client registration procedure and it is the responsibility of AOI Server to ensure its uniqueness in the realm of that specific AOI Server.

7.2 Application Identifier
Editor’s Note: It is FFS whether an Application ID and/or Certificate is needed to identify the Application.
7.3 Client Application Token

The Client Application Token identifies the Client Application instance, or set thereof, that is intended to receive a type of notifications (e.g. Madrid weather updates, or new emails to bob@emailprovider.com), and is used by the Server Application to address the Client Application instance(s) target of each specific notification submitted to the AOI Server.

The Client Application Token SHALL be generated by the AOI Server upon receiving the Application registration request, according to the rules described in the Client Application Registration procedure.
7.4 Client Application Token Seed

The Client Application Token Seed is an optional parameter which the client Applications MAY convey at the Client Application registration request to indicate to the AOI Server to generate the Client Application Token based on the Client Application Token Seed. When present, the AOI Server SHALL generate the same Client Application Token as a response to Client Application registration requests coming from different instances of a same Application that contain a same Client Application Token Seed. The Client Application Token Seed is useful to indicate its intention to subscribe to a specific type of notifications (e.g. multicast notifications).

Editor’s Note: the Application Identifier should be included in the Client Application registration request, and the format of the Application Identifier is FFS.
8. Functional Component Procedures
8.1 AOI Client Procedures

8.1.1 AOI Client Registration

The objective of the AOI Client registration is informing the AOI Server that it is willing to make use of the service the AOI Server provides and requesting the AOI Client ID to be used in subsequent requests. 

Upon installation/activation of the AOI Client or upon receiving an Client Application registration requests whilst the AOI Client is not registered to the AOI Server, the AOI Client SHALL issue an AOI Client registration request to the AOI Server. The trigger of AOI Client Registration might depend on deployment policy and user configuration.

Upon receiving the AOI Client registration confirmation from the AOI Server, the AOI Client SHALL store the assigned AOI Client ID for use in future requests.
Upon any event that changes the identity of the user of an AOI Client that is already registered, the AOI Client SHALL issue a new of AOI Client registration request to the AOI Server. 
Editor’s Note: FFS: The cases where an AOI Client is requested to register again to get a different AOI Client ID (e.g. based on the change of the SIM card)

8.1.2 Notification Channel Activation

The objective of the Notification Channel Activation request is negotiating the notification channel(s) that may be used by the AOI Server to deliver notifications to the AOI Client.

Upon receiving an Client Application Registration request, when there is currently no notification channel active, the AOI Client MAY issue a Notification Channel Activation request.

Upon receiving confirmation from the AOI Server of the selected notification channel(s), the AOI Client SHALL perform any action to activate them, if needed (e.g. if OMA Connectionless Push over SMS is used the AOI Client needs to register with the Push Client).
Upon any event that affects the notification channel(s) that can be used by the AOI Server to deliver notifications to the AOI Client (e.g. if AOI Server uses a web socket as notification channel and the user gets a new IP address when the data connection switches from 3G to Wi-Fi), the AOI Client SHALL issue a Notification Channel Activation request to the AOI Server to indicate the change in the nature or characteristics of the notification channel(s).

8.1.3 Client Application Registration

The objective of the Client Application registration is indicating that the Client Application is willing to make use of the AOI Enabler capabilities and thus activating the reception of notifications submitted by the Server Application. 

Upon receiving the Client Application registration requests from the Client Application, the AOI Client SHALL progress this request to the AOI Server, including additionally its own AOI Client ID.

Upon receiving confirmation from the AOI Server of the successful registration the AOI Client SHALL store the result (mapping between Client Application Token and Client Application instance) and SHALL inform the Client Application about the result of the registration.
Editor’s Note: change “Application Client” to “Client Application”, and change “Application Server” to “Server Application”.

8.1.4 Notification Delivery

Upon receiving a notification request from the AOI Server the AOI Client SHALL forward the notification to the Client Application instance matching the Client Application Token provided in the notification request, if the Client Application is running or otherwise configured to be woken up.
8.1.4.1 Notification Compression

For the notification compression purpose, the AOI Client MAY report whether it supports compression/decompression and the supported compression algorithm(s) to the AOI Server. When receiving the compressed notification, the AOI Client will decompress the notification before sending it to the Client Application.
8.2 AOI Server Procedures

8.2.1 AOI Client Registration

Upon receiving the AOI Client registration requests from the AOI Client the AOI Server SHALL communicate the result of the registration to the AOI Client including the AOI Client ID to be used by the AOI Client in future requests.

The result of the AOI Client Registration (i.e. AOI Client ID) SHALL be stored on AOI Server for future usage.

8.2.2 Notification Channel Activation

Upon receiving the Notification Channel Activation requests from the AOI Client the AOI Server SHALL select the most appropriate notification channel(s) taking into account the information received from the AOI Client, it SHALL activate said notification channel and SHALL communicate to the AOI Client the selected notification channel(s) to be used.

Note that more than one notification channel can be activated simultaneously. For instance, a connection-oriented channel and another based on OMA Connectionless Push over SMS can be simultaneously active, so that in case the data connection fails unexpectedly the latter channel can still be used without requiring a new Notification Channel Activation.

The result of the Notification Channel Activation (i.e. notification channel info) SHALL be stored on AOI Server for future usage.
8.2.3 Client Application Registration

Upon receiving the Client Application registration requests from the AOI Client, the AOI Server SHALL generate an Client Application Token as per the following rules:

· In case the Application registration request does not include an indication on the intention to subscribe to a specific type of notifications (e.g. multicast notification), then the AOI Server SHALL ensure that the generated Client Application Token is unique in the realm of that AOI Server, so that it represents just the single Application instance being registered.

· If on the other hand it does include such indication, the AOI Server SHALL generate an Client Application Token specific to that type of notifications so that,

· any other instance of that Application gets the same Client Application Token if it indicates the intention to subscribe to the same type of notifications. And preferably this happens even if the different instances of the same Application register in AOI Servers run by different service providers.

· a malicious Application cannot subscribe to that type of notifications even if it intercepts the Client Application Token

The AOI Server SHALL store the mapping between the generated Client Application Token and the AOI Client ID provided in the request, and SHALL confirm the successful registration to the AOI Client.

Editor’s Note: It is FFS whether the AOI Server needs to send to the Client Application (via AOI Client) the necessary addressing information (e.g. Client Application Token & AOI Server URI) so that the Server Application can submit the notifications appropriately, or whether the AOI Server needs to convey this information directly to the Server Application 

8.2.4 Notification Delivery

Upon receiving the notification request from the Server Application, the AOI Server SHALL look up for the AOI Client ID, or set thereof, associated to the Client Application Token provided in the notification request, and it SHALL forward the notification to the AOI Client(s) associated to the AOI Client ID(s).

8.2.2.1 Notification Compression

When receiving notifications from the Server Applications, the AOI Server MAY decide whether or not to compress the notification based on the information reported by the AOI Client and its local policy, and act accordingly. 

8.3 Flows

8.3.1 AOI Client Registration
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Figure 1 - AOI Client Regsitration
8.3.2 Notification Channel Activation
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Figure 2 - Notification Channel Activation
8.3.3 Client Application Registration
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Figure 3 - Client Application Registration
8.3.4 Notification Delivery
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Figure 4 - Notification Delivery
9. -
request to update or cancel sent notification(s).Technical Specification
9.1 Example Level 2

<text>

9.1.1 Example Level 3

<text>

9.1.1.1 Example Level 4

<text>


[image: image7]
Figure 2: Example Figure

	
	Column 1
	Column 2

	Row 1
	Grid 1,1 data
	Grid 1,2 data

	Row 2
	Grid 2,1 data
	Grid 2,2 data


Table 1: Example Table

10. Release Information

10.1 Supporting File Document Listing 

	Doc Ref
	Permanent Document Reference
	Description

	Supporting Files

	
	
	

	
	
	


Table 2: Listing of Supporting Documents in FOO Release

10.2 OMNA Considerations

10.3 Additional Items

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	
	
	

	
	
	


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-ER-AOI-V1_0
	6 April 2012
	all
	First draft baseline as agreed in “OMA-REQ-AOI-2012-0002-INP_AOI_1.0_baseline”

	
	26 April 2012
	all
	Incorporates inputs to committee:
OMA-REQ-AOI-2012-0004R02-CR_Scope

OMA-REQ-AOI-2012-0006R01-CR_APP_State_Definition_in_AOI 

OMA-REQ-AOI-2012-0008R02-CR_Reduce_network_connections_and_data_flow 

OMA-REQ-AOI-2012-0009R02-CR_Requirement_and_Use_Case_about_Wake_Up 

OMA-REQ-AOI-2012-0010R01-CR_Management_in_AOI 

OMA-REQ-AOI-2012-0011R01-CR_Internationalization_in_AOI 

OMA-REQ-AOI-2012-0013R01-CR_Intelligent_Connection_Mechanism_in_AOI 

OMA-REQ-AOI-2012-0014R01-CR_Notification_Strategy_in_AOI 

OMA-REQ-AOI-2012-0015R01-CR_Connections_Aggregation 

OMA-REQ-AOI-2012-0018R01-CR_Notification_and_content_separation 

OMA-REQ-AOI-2012-0019R01-CR_Identity_hiding_in_notification

	
	23 May 2012
	3.2,5.1,5.2,5.3
	Incorporates inputs to committee:
OMA-REQ-AOI-2012-0020R03-CR_shared_connection

	
	26 June 2012
	5,1.5.3,5.4
	Incorporates inputs to committee:
OMA-REQ-AOI-2012-0022R01-CR_AOI_client_identification

OMA-REQ-AOI-2012-0023R01-CR_connection_management_accessNW

OMA-REQ-AOI-2012-0024-CR_Security

OMA-REQ-AOI-2012-0027R01-CR_Notification_Scope

	
	4 July 2012
	5.1
	Incorporates inputs to committee:
OMA-REQ-AOI-2012-0030-CR_Clarifications_HLF1
OMA-REQ-AOI-2012-0031-CR_Clarifications_HLF2
OMA-REQ-AOI-2012-0032R01-CR_Delivery_Status
OMA-REQ-AOI-2012-0034-CR_Real_time_Notifications
OMA-REQ-AOI-2012-0035R01-CR_Shared_Connectivity_Type

OMA-REQ-AOI-2012-0036R02-CR_notification_for_AOI_client
OMA-REQ-AOI-2012-0037R01-CR_Notification_delivery_without_internet_connection

	
	18 July2012
	4,5.1,5.2,5.3
	Incorporates inputs to committee:
OMA-REQ-AOI-2012-0025R02-CR_security_identifier
OMA-REQ-AOI-2012-0028R01-CR_Roaming_detection
OMA-REQ-AOI-2012-0033R01-CR_Notifications_Expiry
OMA-REQ-AOI-2012-0038R01-CR_AOI_Enabled_Client_Application_Oriented_API
OMA-REQ-AOI-2012-0039R01-CR_AOI_Enabled_Server_Application_Oriented_API
OMA-REQ-AOI-2012-0041R01-CR_User_information_management
OMA-REQ-AOI-2012-0042R01-CR_Traffic__control
OMA-REQ-AOI-2012-0043R01-CR_Notification_mechanism_based_on_Applicaiton_priority
OMA-REQ-AOI-2012-0044R01-CR_Notification_mechanism__based_on_network_busy_idle
OMA-REQ-AOI-2012-0046R01-CR_Interface_with_other_Systems
OMA-REQ-AOI-2012-0047-CR_Application_State_Management_Clarification
OMA-REQ-AOI-2012-0048R01-CR_User_Information_Change
OMA-REQ-AOI-2012-0049R01-CR_Connection_Management_Clarification
OMA-REQ-AOI-2012-0050R01-CR_Notification_Registration_Clarification
OMA-REQ-AOI-2012-0054R01-CR_Notification_Management
OMA-REQ-AOI-2012-0055R01-CR_Feedback_Mechanism
OMA-REQ-AOI-2012-0058R01-CR_GSMA_ANEFF_based_requirement
OMA-REQ-AOI-2012-0060R03-CR_delivery_status_query
OMA-REQ-AOI-2012-0065R01-CR_Message_Size_Limitation
OMA-REQ-AOI-2012-0073R01-CR_GSMA_bearer_binding
OMA-REQ-AOI-2012-0074R01-CR_GSMA_leveraging_existing_spec
OMA-REQ-AOI-2012-0075R01-CR_GSMA_minimizing_push_service_overhead
OMA-REQ-AOI-2012-0076R01-CR_GSMA_multiple_connection

	
	27 July 2012
	5.1
	Incorporates inputs to committee:
OMA-REQ-AOI-2012-0040R02-CR_Application_information_management
OMA-REQ-AOI-2012-0077R02-CR_GSMA_Push_service_discovery
OMA-REQ-AOI-2012-0056R02-CR_Notification_Processing

	
	21 Aug 2012
	5.1
	Incorporates following inputs:
OMA-REQ-AOI-2012-0045R03-CR_Notification_mechanism_based_on_End_User_Priority
OMA-REQ-AOI-2012-0061R02-CR_application_association_with_AOI
OMA-REQ-AOI-2012-0066R01-CR_Data_Compression
OMA-REQ-AOI-2012-0081R01-CR_GSMA_exponential_backoff

	
	04 Sept 2012
	5.1
	Incorporates following inputs:
OMA-REQ-AOI-2012-0084R01-CR_AOI_enabler_version
OMA-REQ-AOI-2012-0085R01-CR_AOI_client_update

	
	25 Sept 2012
	5.1,5.2,5.3,5.4,5.5,5.6,5.7,5.8,
Appendix D
	Incorporates following inputs:
OMA-REQ-AOI-2012-0062R01-CR_Connection_Status_Report
OMA-REQ-AOI-2012-0063R02-CR_Connection_Management_and_Security
OMA-REQ-AOI-2012-0064R02-CR_Authentication_Support

OMA-REQ-AOI-2012-0086R01-CR_Notification_Compression_Mechanism_based_on_Terminal_Capability
OMA-REQ-AOI-2012-0087R02-CR_Notification_Aggregation_Mechanism

OMA-REQ-AOI-2012-0088-CR_ER_HLF_and_Sections_Reorg

OMA-REQ-AOI-2012-0092R02-CR_AOI_Client_Distribution_Req

OMA-REQ-AOI-2012-0093R02-CR_AOI_Enabled_Server_Application_authorization_feedback

OMA-REQ-AOI-2012-0094R02-CR_Malicious_Notifications_Report

OMA-REQ-AOI-2012-0095R01-CR_CR_AOI_Client_Message_Notification_Storage_Function

OMA-REQ-AOI-2012-0097-CR_AOI_Client_Register_to_AOI_Server

OMA-REQ-AOI-2012-0099-CR_Revise_End_User_related_Words_in_Requirement_Description

OMA-REQ-AOI-2012-0102R02-CR_Notification_Store_Mechanism

OMA-REQ-AOI-2012-0103R02-CR_Notification_Measurement_Mechanism

OMA-REQ-AOI-2012-0104R01-CR_Notification_Filtering

OMA-REQ-AOI-2012-0105R01-CR_Security_Level

OMA-REQ-AOI-2012-0109R01-CR_Multicast_Support

OMA-REQ-AOI-2012-0111R01-CR_GSMA_REQ_Overload_Control_and_Scalability

OMA-REQ-AOI-2012-0112R01-CR_QoS_Information

OMA-REQ-AOI-2012-0114R01-CR_Feedback_Service

OMA-REQ-AOI-2012-0115R01-CR_Delivery_Condition_And_Status_Management

	
	03 Oct 2012
	5.1
	Incorporates following inputs:
OMA-REQ-AOI-2012-0108R02-CR_Interworking_Servers

	
	16 Nov 2012
	5
	Incorporates following inputs:

OMA-REQ-AOI-2012-0117R06-INP_Reqs_Closure_Review
OMA-CD-AOI-2012-0008R01-CR_Resolution_of_req_HLF_058

	
	16 Jan 2012
	5,6.3
	Incorporates following inputs:

OMA-CD-AOI-2012-0003R03-CR_Architecture
OMA-CD-AOI-2012-0006R01-CR_Interface_For_Server_Application

	
	19 Mar 2013
	all,7,8,6.3.1.1,6.3.2,3.2, Appendix D.3
	Incorporates following inputs:

OMA-CD-AOI-2013-0002R02-CR_AOI_Addressing
OMA-CD-AOI-2013-0003R02-CR_AOI_Procedures
OMA-CD-AOI-2013-0005R02-CR_System_Management
OMA-CD-AOI-2013-0006R02-CR_Safety_Management
OMA-CD-AOI-2013-0007R02-CR_Notification_Management
OMA-CD-AOI-2013-0008R01-CR_Application_Management
OMA-CD-AOI-2013-0009R01-CR_AOI_Server_Architecture
OMA-CD-AOI-2013-0010R01-CR_Authentication_and_Authorization
OMA-CD-AOI-2013-0012R01-CR_Terminology
OMA-CD-AOI-2013-0016R01-CR_Support_for_Server_initiated_Connection
OMA-CD-AOI-2013-0017R01-CR_Add_Interface_Functions
OMA-CD-AOI-2013-0018R02-CR_Data_Compression
OMA-CD-AOI-2013-0019R01-CR_Multiple_AOI_Clients_in_a_Device
OMA-CD-AOI-2013-0024R01-CR_AOI_Additional_Procedures
OMA-CD-AOI-2013-0025R01-CR_App_Client_Token_Seed


Appendix B. Use Cases
(Informative)

<text here>

B.1 <Use Case Title>

<text here>

B.1.1  ASK  \* MERGEFORMAT Short Description

<text here>

B.1.2 Market benefits
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Appendix C. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

C.1 ERDEF for <<ENABLER>> - Client Requirements

This section is normative.
	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-C-001-<<M/O>>
	<<ENABLER>> Client
	

	
	
	


Table 3: ERDEF for <<ENABLER>> Client-side Requirements

C.2 ERDEF for <<ENABLER>> - Server Requirements

This section is normative.

	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-S-001-<<M/O>>
	<<ENABLER>> Server
	

	
	
	


Table 4: ERDEF for <<ENABLER>> Server-side Requirements

C.3 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


C.4 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix D. Some suggestions for AOI Enabler deployment (Informative)

D.1 Deployment of multiple AOI Servers
The operator should be able to deploy and operate multiple AOI Servers. The AOI Client may communicate with more than one AOI Servers.
For the purpose of network efficiency the AOI Client should have only one associated AOI Server at a time.

D.2 AOI Server load control
The Notification Service shall enable the AOI Server to provide services in stable condition and prevent the AOI Server from being overloaded. A possible deployment option is that when an AOI Server is overloaded, the AOI Server may reject the access from some AOI Clients with a specific overload server error to guarantee stable operation of the AOI Server. If the access to AOI Server is failed, the AOI Client may attempt to find to another AOI Server on the basis of the Notification Service information and policy that are given from the operator or return fail to the application so that the application can establish a direct connection with the server application.
D.3 Single Active AOI Client in a Device
For the purpose of network efficiency, a device compatible with OMA AOI Enabler shall not allow Client Application(s) from associating with multiple AOI Clients at the same time. For example, AOI Service provider ensures that the device compatible with OMA AOI Enabler has only one active AOI Client.
Appendix E. <Additional Information>

E.1 App Headers

<More text>

E.1.1 More Headers

<More text>

E.1.1.1 Even More Headers

<More text>
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