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1. Scope

The purpose of the Push v1.1 Enabler Test Requirements (ETR) document is to provide information above and beyond the Push 2.2 enabler release [Push2.2] which identifies key areas for interoperability, the means to verify such interoperability, and the expected results. 
These test requirements are an evolution of the Push 1.0 Enabler Test Requirements.

This document does not define the entire breadth of validation nor the individual test cases needed to validate interoperability.

The intended audience for this document is those involved with creation, execution and evaluation of test campaigns for the Push 2.2 OMA enabler. [Push2.2].
2. References

2.1 Normative References

	[CacheOp]
	“WAP Cache Operation”, Open Mobile Alliance(. WAP-175-CacheOp. URL: http://www.openmobilealliance.org/ 

	[PPGService]
	"Push Proxy Gateway Service Specification". Open Mobile Alliance™. OMA-WAP-TS-PPGService-V2_1. URL:http://www.openmobilealliance.org/

	[Push2.2]
	Enabler Release Definition for Push Version 2.2”, Open Mobile Alliance(. OMA-ERELD-Push-V2_2.  URL: http://www.openmobilealliance.org/ 

	[PushCAI]
	"Push Client - Application Interface Specification". Open Mobile Alliance™. OMA-TS-PushCAI-V1_0. URL:http://www.openmobilealliance.org/

	[PushOTA]
	"Push OTA Protocol Specification". Open Mobile Alliance™. OMA-WAP-TS-PushOTA-V2_2. URL:http://www.openmobilealliance.org/

	[PushPAP]
	"Push Access Protocol Specification". Open Mobile Alliance™. OMA-WAP-TS-PAP-V2_1 URL:http://www.openmobilealliance.org/

	[PushMsg]
	"Push Message Specification". Open Mobile Alliance™. WAP‑251‑PushMessage URL:http://www.openmobilealliance.org/

	[PushMO]
	"Push Management Object". Open Mobile Alliance(. 
OMA-TS-BAC-CD_Push_MO_V1.0. URL: http://www.openmobilealliance.org/

	[OMNA]
	"OMA Naming Authority". Open Mobile Alliance(. URL:http://www.openmobilealliance.org/

	[ServiceInd]
	"Service Indication", Open Mobile Alliance(. WAP-167-ServiceInd. URL: http://www.openmobilealliance.org/  

	[ServiceLoad]
	"Service Loading", Open Mobile Alliance(. WAP-168-ServiceLoad. URL: http://www.openmobilealliance.org/ 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[PROVARCH] 
	"Provisioning Architecture Overview 1.1". Open Mobile Alliance_.OMA-WAP-ProvArch-v1_1. URL: http://www.openmobilealliance.org/ 

	[PushArch]
	"Push Architectural Overview". Open Mobile Alliance™. WAP‑250‑PushArchOverview URL:http://www.openmobilealliance.org/

	[Push2.1]
	"Enabler Release Definition for Push Version 2.1", Open Mobile Alliance(. OMA-ERELD-Push-V1_1.  URL:http://www.openmobilealliance.org/

	[Browsing]
	"Enabler Release Definition for Browsing", Open Mobile Alliance(. OMA-ERELD-Browsing-V2_3-20050614-C URL:http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

Any use of the same words other than as [RFC2119] key words SHALL be interpreted as their normal English language meaning.

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

All requirements shown in this document in the following form are intended for the target audience of test campaign developers, implementers and users.

3.2 Definitions

	Application
	A value-added data service provided to a WAP Client. The application may utilise both push and pull data transfer to deliver content

	Bearer Network
	a network used to carry the messages of a transport-layer protocol between physical devices. Multiple bearer networks may be used over the life of a single push session.

	Client
	in the context of push, a client is a device (or service) that expects to receive push content from a server. In the context of pull a client, it is a device initiates a request to a server for content or data. See also "device".

	Contact Point
	address information that describes how to reach a push proxy gateway, including transport protocol address and port of the push proxy gateway.

	Content
	subject matter (data) stored or generated at an origin server. Content is typically displayed or interpreted by a user agent on a client. Content can both be returned in response to a user request, or being pushed directly to a client.

	Content Encoding
	when used as a verb, content encoding indicates the act of converting a data object from one format to another. Typically the resulting format requires less physical space than the original, is easier to process or store, and/or is encrypted. When used as a noun, content encoding specifies a particular format or encoding standard or process

	Content Format
	Actual representation of content.

	Device
	is a network entity that is capable of sending and/or receiving packets of information and has a unique device address. A device can act as either a client or a server within a given context or across multiple contexts. For example, a device can service a number of clients (as a server) while being a client to another server.

	Push Access Protocol
	a protocol used for conveying content that should be pushed to a client, and push related control information, between a Push Initiator and a Push Proxy/Gateway.

	Push Client –Application Interface
	A device-internal interface provided by Push Clients, via which Push applications can register for Push services with application-specified options, and receive notifications of Push events.

	Push Framework
	the entire WAP push system. The push framework encompasses the protocols, service interfaces, and software entities that provide the means to push data to user agents in the WAP client.

	Push Initiator
	the entity that originates push content and submits it to the push framework for delivery to a user agent on a client.

	Push OTA Protocol
	a protocol used for conveying content between a Push Proxy/Gateway and a certain user agent on a client

	Push Proxy Gateway
	a proxy gateway that provides push proxy services

	Push Session
	a WSP or HTTP context that is capable of conducting push operations.

	Registration Context
	a state where the PPG is aware of at least the last capabilities and preferences conveyed from the terminal

	Server
	a device (or service) that passively waits for connection requests from one or more clients. A server may accept or reject a connection request from a client. A server may initiate a connection to a client as part of a service (push).

	User
	a user is a person who interacts with a user agent to view, hear, or otherwise use a rendered content


3.3 Abbreviations

	ABNF
	Augmented Backus-Naur Form

	DTD
	Document Type Definition

	HTTP
	Hypertext Transfer Protocol

	IP
	Internet Protocol

	OMNA
	OMA Naming Authority

	OTA
	Over The  Air

	PAP
	Push Access Protocol

	PI
	Push Initiator

	PPG
	Push Proxy Gateway

	SIP
	Session Initiation Protocol

	WAP
	Wireless Application Protocol


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Push 2.2 Enabler, documenting those areas where testing is most important, to ensure interoperability of implementations.

4.1 Push Version 2.2
A full description of Push V2.2 [Push2.2] can be found in the ERELD and specifications. 
Push 2.2 represents an evolution of Push 2.1 to provide
(a) mechanisms for filtering and authorizing the source of push content.
(b) Guidelines and minimum conformance for the use of segmentation and reassembly when using SMS for push delivery.

(c) Addition of OTA-SIP as a new Push-OTA protocol variant
4.2 General Guidelines to Interpret ETRs

These are the guidelines to interpret these requirements.

· The components being tested are assumed to have reached to a certain level of maturity through implementor’s internal conformance methodologies. The internal conformance methodologies are out of scope of these ETRs.

· The test suites derived from these requirements are targeted to test the interoperability between the component implementations.

· The requirements specified below do not force any new behaviors that are not explicitly stated in the detailed specifications.
5. Push Version 2.2 ETR – Core Specifications

5.1 PUSH

This ETR covers the suite of push specifications which are contained in the push enabler release [Push2.2]. The actors involved in the transfer of a push message may be visually represented as:
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Figure 1. Push Overview
The Push Proxy Gateway (PPG) is the primary access point for push content from the internet. It is the push proxy that acts as a gateway for connectivity to the Push Client on the target device, making intelligent decisions with respect to content delivery to that device.
 The changes between the previous version of push, Push 2.1 [Push2.1] are as follows:
· Push Security
· white list filtering on the client
· Managed object to store white list or new push management object [PushMO]
· Security parameters on push content types to authorize the source of the push message

· Push using SMS

· Minimum conformance specification for the device when re-assembling push content (if it is segmented over a number of SMS messages)

· Minimum conformance on the server for segmenting push content over a number of SMS messages

· Guidelines for push initiators (via PAP Quality of Service) for the most efficient use of the SMS bearer in the context of push.
· Addition of OTA-SIP as a new Push-OTA protocol variant
The scope of the push security changes should provide mechanisms for filtering and verifying the source of push content. 
These test specifications do not include content types not included in this enabler release, such as those defined by Device Management (DM). The testing of these content types is the responsibility of other enabler releases, such as the enabler release for Download Management [ERELDDM].
These requirements are divided into specific test requirements for: 

· Push Proxy Gateway

· Push Client 
5.2 Push Proxy Gateway ETR

5.2.1 Proxy ETR Mandatory Test Requirements
Mandatory test requirements are covering mandatory features/functions of an Enabler, which shall always be implemented in the client/server. The “priority” column is only informational; its aim is only to inform about the relative importance of each part of the overall functionality. The values allowed in this “priority” column are from 1 (low importance) to 5 (high importance). 
	MANDATORY FEATURES
	TEST REQUIREMENTS
	PRIORITY

	NORMAL FLOW
	Connectionless Push (OTA-WSP, OTA-SIP)
	The test campaign must verify that Connectionless Push (OTA-WSP or OTA-SIP) is supported as defined in [PushOTA]
	4

	
	PAP
	The test must confirm that all the mandatory elements of the push access protocol [PAP] are supported by the Push Proxy Gateway (PPG)
	4

	
	Message Format
	Support of the Push Message Format. [Push Message] must be tested; this also includes registered application identifiers [OMNA].
	4

	
	Content Translation
	The testing must verify whether content translation is supported by the Push Proxy, for Service Indication [ServiceInd] content type, as defined in the Push Proxy Service Specification [PPGService]
	4

	
	Application Addressing
	The test campaign must verify whether application addressing data is conveyed in the push meta-data and that the application numeric identifiers, registered by OMNA, are supported
	4

	
	Content Types (OTA-WSP, OTA-SIP)
	The test campaign needs to verify support for application/vnd.wap.multipart.mixed, application/vnd.wap.multipart.related and application/vnd.wap.multipart.alternative  (OTA-WSP) or multipart/mixed, multipart/related and multipart/alternative (OTA-SIP) for PUSH MIME type over the air  [PushOTA]
	4

	
	SMS Segmentation
	The testing must verify that a Push Proxy can, at a minimum, segment content into 4 SMS messages
	4

	Error Flow
	PAP
	In the case where the push submission (PAP) is malformed, i.e. not as specified in the [PAP] specification it must be rejected by a push proxy [PPGService]
	4


5.2.2 Proxy ETR Optional Test Requirements

Optional test requirements are covering optional features/functions of an Enabler. If an optional requirement of the Enabler is implemented in the client/server, this requirement SHALL be tested
	OPTIONAL FEATURES
	TEST REQUIREMENTS
	PRIORITY

	NORMAL FLOW
	Connection Oriented Push (OTA-WSP, OTA-HTTP, or OTA-SIP)
	If connection oriented push is supported the test campaign MUST verify whether the mandatory OTA-WSP, OTA-HTTP, or OTA-SIP is supported as defined in [PushOTA]
	5

	
	
	
	

	
	Session Initiation
	Depending on the type of connectivity supported (OTA-WSP, OTA-HTTP, or OTA-SIP) the testing is required to verify that session initiation application content type (SIA) is supported as defined in [PushOTA];
	4

	
	PAP
	The test campaign SHALL verify if the optional parts of the Push Access Protocol are supported as defined in the PAP specification [PAP]. 
	2

	
	Content Presentation (Service Load and Cache Operation)
	The testing SHALL verify whether the content types Service Load [ServiceLoad] and Cache operation [CacheOp] are correctly actioned by the device as per specification
	3

	
	Content Translation (Service Load and Cache Operation) 
	The testing shall verify that the content types are correctly translated, as per specification [PushOTA] for the particular bearer involved in the push operation (Connectionless or Connection Orientated)
	3

	
	PAP Capabilities Request
	The testing shall verify the operation of the PAP CCQ (Client Capabilities Query).
	1

	
	Registration
	The testing shall verify the operation of capability negotiation (OTA-WSP) and registration (OTA-HTTP or OTA-SIP) as specified in the [PushOTA] specification.
	4

	
	PAP
	The testing shall verify the generation of ‘ResultNotification’ [PAP] by a push proxy conforming to the [PPGService] specification.
	3

	
	Content Types (OTA-HTTP)
	The test campaign needs to verify support for multipart/mixed, multipart/related and multipart/alternative for PUSH MIME type over HTTP
	4

	
	One shot
	The testing shall verify the operation of ‘one-shot’ push as specified in the [PPGService] specification and as requested via the PAP Quality of Service Element [PAP].
	2

	
	Confirmed With Response
	The testing shall verify the operation of ‘confirmed with response’ push as specified in the [PPGService] specification and as requested via the PAP Quality of Service Element [PAP].
	2

	
	Security
	The test campaign will verify the security functionality defined in OTA-SEC-S-001, OTA_HTTP-S-013, and OTA-SIP-S-012 [PushOTA]
	5

	Error Flow 
	PAP 
	The testing shall verify that malformed PAP messages, received from the Push Initiator, are rejected by a Push Proxy Gateway conforming to [PPGService]. Examples of malformed PAP submissions are:

Invalid control entity : recipient addressing

Invalid control entity: use of Quality of Service

Invalid content entities
	3


5.2.2.1 Interoperability
Table 1 Proxy ETR for PUSH Priorities for IOP Test

	Summary Requirement
	Priority

	Verify Push content delivery over each supported bearer 
· Connectionless Push (Mandatory)

· Connection Orientated Push (Optional) 
	High

	Verify push Security changes (content type) parameters is supported
	High

	Verify Push Proxy support [PPGService] for Push Initiators via the Push Access Protocol [PAP]
	Medium


5.3 Push User Agent/Client ETR

5.3.1 Client ETR Mandatory Test Requirements

Mandatory test requirements are covering mandatory features/functions of an Enabler, which shall always be implemented in the client/server. The “priority” column is only informational; its aim is only to inform about the relative importance of each functionality. The values allowed in this “priority” column are from 1 (low importance) to 5 (high importance). 
	MANDATORY FEATURES
	TEST REQUIREMENTS
	PRIORITY

	Normal Flow
	Content Presentation
	The test campaign must verify that Service Indication Content [ServiceInd] is supported.
	5

	
	Application Addressing
	The test campaign must verify whether application addressing data is conveyed in the push meta-data and that the application numeric identifiers, registered by OMNA, are supported
	5

	
	Content Types (OTA-WSP, OTA-SIP)
	The test campaign needs to verify support for application/vnd.wap.multipart.mixed, application/vnd.wap.multipart.related and application/vnd.wap.multipart.alternative  (OTA-WSP) or multipart/mixed, multipart/related and multipart/alternative (OTA-SIP) for PUSH MIME type over the air [PushOTA]
	5

	
	Security
	The test campaign will verify the function of push whitelists as defined in [PushOTA], for whitelists provisioned using device management object and with whitelists defined using VENDORCONFIG extensions defined in [ProvArch]
	5

	
	SMS Reassembly
	The testing must verify that, at a minimum, a client must be able to re-assemble at least 4 SMS messages into a correctly formed push message
	4

	Error Flow
	 Content Presentation
	If the same Service Indication [ServiceInd] is sent more than once to the same device – using the same Service Indication Identifier (si-id) the subsequent service indications must NOT be presented to the user.
	5

	
	Security
	In the event that whitelists are supported but not provisioned the push content must be processed and should be presented to the user as per the semantics of the content type being pushed.
	3


Note: In the content requirements reference is made to the presentation of the content by the device. The specifications do not detail how this presentation is to take effect, it may be visual or aural or by some other indication (vibration, colour change etc.). 
5.3.2 Client ETR Optional Test Requirements

Optional test requirements are covering optional features/functions of an Enabler.

If an optional requirement of the Enabler is implemented in the client/server, this requirement SHALL be tested
	OPTIONAL FEATURES
	TEST REQUIREMENTS
	PRIORITY

	NORMAL FLOW
	Connection Orientated Push (OTA-WSP and/or OTA-HTTP)
	If connection orientated push is supported the test campaign MUST verify whether the mandatory OTA-WSP or OTA-HTTP is supported as defined in [PushOTA]
	5

	
	Session Initiation
	Depending on the type of connectivity supported (OTA-WSP or OTA-HTTP) the testing is required to verify that session initiation application content type (SIA) is supported as defined in [PushOTA];
	4

	
	Content Presentation (Service Load and Cache Operation)
	The testing SHALL verify whether the content types Service Load [ServiceLoad] and Cache operation [CacheOp] are correctly actioned by the device as per specification
	4

	
	Content Types – OTA HTTP
	The test campaign needs to verify support for multipart/mixed, multipart/related and multipart/alternative for PUSH MIME type over HTTP
	4

	
	Confirmed With Response
	The testing shall verify the operation of ‘confirmed with response’ push as specified in the [PPGService] specification and as requested via the PAP Quality of Service Element [PAP] and as responded to by a compatible device [PushOTA]
	2

	
	Security
	The testing shall verify the operation of content type parameter extensions to authenticate the source of the push content as defined in [PushOTA]
	5


5.3.2.1 Interoperability
Table 2 Push Client ETR for PUSH Priorities for IOP Test

	Summary Requirement
	Priority

	Verify Push content is presented by the device when received for the following content types:
· Service Indication [ServiceInd]

· Service Load [ServiceLoad]

· Cache Operation [CacheOp]
	High

	Verify push white listing is supported (either via Device Management or WAP Provisioning )
	High

	Verify that support for session initiation multiple Session Initiation requests in a short space of time
	High
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