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1. Scope

This document defines the semantics of Dynamic Content Delivery (DCD) Version 1.0, including the session and transaction model, message types and their information elements, status and error codes, and other details.
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2.2 Informative References
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Term 1
	Definition

	Term 2
	Definition

	
	


3.3 Abbreviations

	DCD
	Dynamic Content Delivery

	OMA
	Open Mobile Alliance

	
	


4. Introduction

This document starts with a description of the fundamental concept of session in DCD. Then, it continues describing the transactions and the information elements that permit DCD to support interoperability between different DCD Client and DCD Server implementations.

The session and transaction model in this document conforms to the architectural model and protocol stack described in [DCD-AD].

4.1 DCD Logical Communication Model
DCD should support various network technologies, such as point-to-point and broadcast network technologies. Logically the DCD transport layer is divided into three paths: a two-way data path for all two-way transactions, a one-way data path for delivering the data pushed from the server, and a notification path used to deliver the server notifications. The data path is not restricted to the delivery of content. It is also used for the operational transactions and any other information between the DCD Client and the DCD Server. The three paths are depicted as follows.
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Figure 1: Logical Model of Communications

The use of the notification path, the one-way data path and the two-way data path depends on the protocol and bearer used. The protocol bindings in two-way data path may be WSP, HTTP, HTTPS, SMS, Cell Broadcast, BCAST or other bearers. In case of WSP, HTTP and HTTPS, the communication is asymmetric, i.e., it always originates from the DCD Client to the DCD Server. Thus, the client can always start a transaction from the DCD Client to the DCD Server. If the DCD Server needs to start a transaction or deliver a system message or content, there are three options:

· The DCD Server inserts the notification or data into a response message for a pending transaction from the DCD Client to the DCD Server (so-called Transaction Tunneling in Error! Reference source not found.)
· The DCD Server sends a notification through the notification path to the client in order to request an immediate GetRequest (in most of cases) or another transaction request primitive from the DCD Client to the DCD Server on the two-way data path. The transaction request or system message is then delivered through the GetResponse primitive or another transaction response primitive.
· The DCD Server delivers the data directly through the one-way data path to the client.
In the SMS technology, both the client and server can originate transactions and the two-way data path is always available. Thus, it is up to the application to choose either path.
5. DCD Lifecycle

5.1 State Model

The main purpose of the DCD Enabler is the delivery of DCD Content to the DCD Enabled Client Applications. The DCD Channel is defined as a primary delivery construct, therefore the state model of the DCD Enabler is channel-centric. The state of the channel is driven by the actions of external actors such as the DCD Enabled Client Application and the DCD Content Provider. These actions define the lifecycle of the DCD Enabler.

As far as content delivery is concerned, a delivery channel can be reduced to a simple “pipe” involving a single DCD Enabled Client Application, DCD Client, DCD Server, and a single Content Provider. Any other topologies (e.g. an application consuming content from multiple content providers) could be viewed as a composition of delivery channels. From the content delivery perspective, the states of the DCD Client and the DCD Server are correlated with the states of the DCD Channel, and could be amalgamated within the channel states (e.g. the DCD Channel may only be in an “active” state if the DCD Client is “activated”).

The DCD Channel has the following states:

· Inactive – this is the initial state of the DCD Channel. The DCD Channel is in this state prior to registration of both the DCD Enabled Client Application and the DCD Content Provider, or after the DCD Enabled Client Application or the DCD Content Provider deregistered with the DCD Server. There is no content delivery in this state.

· Active – this state is associated with the delivery of the DCD Content. When the DCD Channel is in the Active state, the DCD Content Provider may deliver content to the DCD Enabled Client Application. Whether or not the content is being delivered (e.g. “dormant” DCD Channel) does not affect the state of the DCD Channel.

· Suspended – this state is a result of content delivery suspension request triggered by the DCD Enabled Client Application, by the DCD Service Provider, or by the DCD Content Provider. The suspension request is either explicit (i.e. using DCD-CADE and DCD-CPDE interfaces) or implicit (i.e. using Channel Metadata provided at registration).

The diagram in Figure 2 shows DCD Channel state transitions.
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Figure 2: DCD Channel state transitions

Activate: The DCD Channel transition from the state Inactive to Active is a result of registration of both the DCD Enabled Client Application and the DCD Content Provider. If the DCD Enabler cannot bind the DCD Enabled Client Application with the Content Provider, (i.e. unable to match application preferences with registered Content Providers) the DCD Channel remains in the Inactive state. The prerequisite to establishing content delivery is successful registration of the DCD Enabled Client Application and of the matching DCD Content Provider. There is no requirement on the order in which these entities register with the DCD Enabler. 
Deactivate: The DCD Channel transition back to the Inactive state occurs upon deregistration of either the DCD Enabled Client Application or the DCD Content Provider. Deregistration is a result of one of the following events:

· the content channel is no longer available

· the application content preferences have changed

· the application is uninstalled from the device and deregistered from the DCD Client
Suspend: The DCD Channel transition to the Suspended state occurs when the DCD Enabled Client Application, the DCD Service Provider, or the DCD Content Provider requests the DCD Enabler to suspend content delivery. The content delivery suspension request may be issued directly using the DCD-CADE and DCD-CPDE interfaces or indirectly using settings in the Channel Metadata (e.g. suspend delivery when roaming).

Unsuspend: The DCD Channel transition from the Suspended to Active state occurs when the DCD Enabled Client Application, the DCD Service Provider, or the DCD Content Provider issues a request to resume channel delivery. The channel delivery may be resumed as a result of an interface action via DCD-CADE and DCD-CPDE or when the content delivery suspension condition specified in the Channel Metadata is no longer valid.
5.2 Client Activation
The DCD Client activation is the prerequisite to the operations of DCD service, such as application registration with the DCD Server, content delivery, administrative operations, etc. The activation results in establishing the session between the DCD Client and the DCD Server (5.4). Subscriber authentication may be required in order to proceed with the activation and establish the session (10.1 and 10.2).

The DCD Client activation process may be triggered by device provisioning, installation of the DCD Client, registration of the first DCD-Enabled Client Application (5.3), user’s interaction, etc.

A single DCD Client may communicate with one or more DCD Servers resulting in one or more activation processes, each of these is performed with a separate DCD Server. The DCD Server address may be preconfigured in the DCD Client, supplied by an application as a part of the Application Profile, or provided by other means (e.g. OMA DM).

Upon activation, the DCD Client and the DCD Server establish the session. The session provides the context for registering the new DCD-Enabled Client Applications, setting up the delivery context (5.5), performing content delivery, administrative actions, etc.

The details of client activation are defined in 7.1.3.1.
5.3 Registration

5.3.1 Application Registration
The DCD Enabled Client Application needs to be registered with the DCD Enabler in order to receive DCD Content. An application registers with the DCD Enabler using the DCD-CAR interface of the DCD Client. Some general purpose applications (e.g. browser, RSS viewer, etc.) could be registered indirectly (i.e. by another application, device runtime, DCD Client, etc.) At registration, the DCD Client receives an Application Profile, which contains a Channel Metadata for all channels supported by the application along with the application settings common for all channels (e.g. application-ID). 
Following application registration with the DCD Client, the DCD Client registers the application with the DCD Server. The registration message to the DCD Server contains an entire Application Profile or a subset of the Application Profile. The DCD Server matches the DCD Enabled Client Application with one or more registered content channels based on the preferences in the Application Profile. These preferences could be explicit (i.e. a channel-ID or an address of the DCD Content Provider) or implicit (i.e. the application-ID or the content types supported by the application). The registration response from the DCD Server contains the list of Channel Metadata for the channels matching application preferences.

5.3.2 Channel Registration
The DCD Content Provider registers with the DCD Enabler by interacting with the DCD-CPR interface of the DCD Server. The DCD-CPR interface supports dynamic channel registration and allows Content Providers to “plug-in” the new channels into the DCD Enabler. At registration, the Content Provider supplies Channel Metadata for offered DCD Channels. This metadata contains settings used by the DCD Server and the DCD Client to establish content delivery to appropriate DCD Enabled Client Applications. Similarly to integrating general purpose device applications with the DCD Enabler, a Content Provider may be engaged with the DCD Enabler through indirect, mediated registration performed by a DCD Service Provider or any other authorized entity.   

The DCD Enabler matches registered DCD Enabled Client Applications and DCD Content Providers. Upon the registration, the DCD Enabled Client Applications receive a list of matching channels in the registration response. Upon the registration of the new channel, the DCD Enabler may send channel availability notifications to the devices with matching applications installed. The binding between a DCD Enabled Client Application and content channels is dynamic and may change according to the settings defined by the Application Profile. The DCD Enabler uses explicit or implicit binding to match the applications and the Content Providers. In the case of explicit binding, the DCD Enabler matches an application with a Content Provider using an address of the Content Provider or a channel-ID supplied in the Application Profile. Alternatively, the DCD Enabler may match an application with a Content Provider using an application-ID specified in the Channel Metadata provided by a Content Provider. In the case of implicit binding, the DCD Enabler matches the content types supported by the DCD-Enabled Client Application, as described by its Application Profile, with the content types for registered DCD Channels. 
DCD Content Provider may use registration process through DCD-CPR interface to change its channel offering at any time. These changes may result in channel availability notifications being sent to the devices with appropriate DCD Enabled Client Applications installed.

The details of application and content provider registration messages and of channel availability notification message are defined in x.x.x.x.
5.4 Session Management
A session is a framework within which the DCD Client and the DCD Server communicate over the DCD interfaces for the purposes of providing a DCD service, such as the establishment of a delivery option, the negotiation of device capabilities, and suspension / resumption of the DCD Service. The term “session” in this context is not a transport-layer session, but rather an application session. It is therefore transport-independent. If the transport connection is broken or the device is power-cycled, the client can reconnect the transport connection and, if successful, it will be able to continue the previously established session. 

In establishing a session, the DCD Client and DCD Server MUST authenticate themselves via the DCD-3 interface (see section 10.1), and comply with the connection security requirements for DCD-3 operations per the policy of the entity with which a session is being established (see  and section 10.2).
The DCD Client may initiate a session with the highest version of the protocol and the security level that it supports, The DCD Client may also re-establish a new session at any time during an active session. The DCD server will deny the session establishment if it does not support the requested DCD protocol version. If the DCD Client is denied session establishment the DCD Server SHALL respond providing the protocol version supported by the DCD Server and the DCD Client may retry session establishment. The protocol versions supported by the DCD Server and the DCD Client can be queried at any time - regardless if a session is active or not. Refer to 7.1.3 and 10.1 for further information of this mechanism. A session MAY be instantiated per application, or be shared by a group of applications (e.g. per DCD Client).

Associated with each session is an auto expiry timer value called Session Time to Live (TTL) which is set by the DCD Server. The session is expired when the Session TTL expires, or either the DCD Client or the DCD Server decides to disconnect the session. 

A session is identified by a unique Session-ID, which is assigned upon session establishment. The Session-ID is associated with one or many Application-ID(s), each of which refers to an Application Profile for a specific DCD Enabled Client Application and its capabilities expressed as metadata.

During a session, both the DCD Client and the DCD Server preserve the metadata describing the negotiated services and capabilities. The device is able to update the negotiated services and capabilities dynamically i.e. by re-activation if its capabilities have changed. The Session-ID however may not be dynamically altered during the lifetime of the session.
5.5 Delivery Context

The delivery of content in DCD is associated with a specific delivery context that is agreed between the DCD Server and the DCD Client. A delivery context defines the specific delivery options (e.g. pull, push, or broadcast etc.) that are used for the delivery of DCD Content. There may be multiple delivery contexts for a session (e.g. there may be a dedicated delivery context associated with each Application-ID, where each Application-ID refers to an Application Profile for a specific DCD-Enabled Client Application).
Delivery context establishment may involve the following tasks, among others:
· Negotiation of device capabilities 

· Negotiation of network capabilities

· Negotiation of Application Profile

· Assignment of a delivery context to Application-ID

Based on the device capability and Application Profile negotiations the DCD Server and the DCD Client are able to agree on the selected delivery methods and associated parameters. The DCD Server and the DCD Client may re-negotiate and update delivery context dynamically during a session without a need of session re-establishment. Both DCD Server and DCD Client preserve the delivery context settings until the associated session is torn down or the delivery context is re-negotiated and updated.
5.6 Delivery
5.7 Suspension
6. DCD Functional Entities

6.1 DCD Client Functional Entities

6.2 DCD Server Functional Entities

7. DCD Interfaces
7.1 Client-Server Interfaces

7.1.1 DCD-1

7.1.1.1 DCD-1 Interface
The DCD-1 interface is described in Figure 3: DCD-1 Interface transaction. The interface SHALL consist of the following: 

· a channel ContentUpdateRequest from the DCD Client to the DCD Server; and,

· a channel ContentUpdateResponse from the DCD Server to the DCD Client

The DCD-1 interface is used to update content for the DCD-Enabled Client Application. The DCD Client MUST send a ContentUpdateRequest to the DCD Server when one or more of the following events occur: 

· content update notification from the DCD Server (refer to 7.1.2).
· on demand content update request (i.e. content update without notification from DCD Server, derived from DCD enabled client application, scheduled content update or content expiration etc.).
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Figure 3: DCD-1 Interface transaction

· ContentUpdateRequest: DCD client sends ContentUpdateRequest message to DCD server for content update. ContentUpdateRequest message MUST include the Session ID.
· ContentUpdateResponse: DCD server receives the ContentUpdateRequest message from the DCD client. If the request is valid, the DCD Server SHALL send the ContentUpdateResponse message, including content package, to the DCD Client (refer to 9).
If the request is not valid, the DCD Server SHALL send the appropriate error message (refer to13).  

7.1.1.2 Information Elements
	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ChannelContentUpdateRequest”

	Session-ID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain. If there is an established Session, a Session-ID must be present.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Channel-IDs
	Optional
	List
	List of channel IDs to be updated. Missing channel ID TBD.


Table 1 Information elements in ChannelContentUpdateRequest message

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ChannelContentUpdateResponse”

	Session-ID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain. If there is an established Session, a Session-ID must be present.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Content
	Mandatory
	Data Structure
	Content packages for applications, including content and content metadata, requested by the DCD Client. Refer to 9.


Table 2 Information elements in ChannelContentUpdateResponse message
7.1.2 DCD-2

7.1.2.1 Content Notification
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Figure 4: Content Notification transaction

The flow diagram of content notification and content push is shown in Figure 4: Content Notification transaction. The Notify message described in solid line passes through DCD-2 interface. The ContentUpdateRequest and ContentUpdateResponse messages, which is triggered by the Notify message and shown as dashed lines, pass through DCD-1 interface, and will be further described in detail in section 7.1.1.
When an event happens in the server, for example, a new subscription, a new ads, etc., the server MUST send a Notify message to the client in DCD-2 interface which is defined over a specific data transport, e.g. WAP Push.

If the Notify message carries the content notification only without actual content, the client MUST use Content Update transaction through DCD-1 interface to retrieve updated content for specified applications. Refer to 7.1.1. In this case, the Content Update transaction resulted from the Notify message is part of the logical transaction flow of Notify originated from the server.
The DCD Client and DCD Server MUST support Notify message.

7.1.2.1.1 Message and Information Elements
	Message
	Direction

	Notify
	Client ( Server


Table 3 Message directions for Content Notification transaction

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “Notify”

	Session-ID
	Conditional
	String
	Session identifier. The Session-ID is unique within the service provider domain.

The Session-ID MUST be present in point-to-point case, and optional for broadcast. See section 5.4 Session Management for broadcast.

	Message ID
	Conditional
	TBD
	Identifies this message. The Message-ID is unique within a current session. Presence in the message is conditional upon the session-id being present

	DCD-Content-And-Metadata
	Mandatory
	Data Structure
	The DCD Content and associated content metadata, or the reference to the content.
See Tabke xx.



Table 4 Information elements in Notify Message

7.1.2.1.2 “Notify” Specific Error Conditions

· TBD

7.1.3 DCD-3

7.1.3.1 Client Activation

The Client Activation activates the DCD service in the DCD Server for a specific DCD Client. During the activation, the subscriber authentication is performed separately according to the security level and authentication model described in section 10.1 and 10.2.
This section gives the details of the transaction messages.

Authentication is an optional step, the use of which depends upon policies of the DCD Server. Depending upon the authentication method required by the DCD Server, authentication may not involve the DCD Client directly. “Figure 5: Client Activation without Authentication by DCD Client” shows client activation when no authentication is required by the DCD Server (e.g. it may already have occurred, or not be required by the DCD Server), or the authentication method is transparent to the DCD Client.
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Figure 5: Client Activation without Authentication by DCD Client

“Figure 6: Client Activation with Authentication by DCD Client” shows client activation with authentication required by the DCD Server, and the DCD Client is involved.
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Figure 6: Client Activation with Authentication by DCD Client
7.1.3.1.1 Message and Information Elements
	Message
	Requirement
	Direction

	ClientActivationRequest
	Mandatory
	Client ( Server

	ClientActivationResponse
	Mandatory
	Client ( Server


Table 5 Message directions for Client Activation

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	String
	Message Type identifier “ClientActivationRequest”

	Device-ID
	O
	String
	Device identifier, e.g. device make / model and version of the DCD Client.

	Version
	M
	String
	The highest version of protocol supported in the device. The format of the version of the DCD Enabler is defined as follows:


<X>’.’<Y>

Where X is a positive integer representing a major version number, and Y is a positive integer representing a minor version number.

The current version of DCD Enabler is “1.0”.

	Authentication-Mode
	M
	Enumerated
	The authentication mode supported in the device run-time. The enumerated values are { AUTH-None, AUTH-Basic, AUTH-Digest, AUTH-TLS }. The values are case-insensitive.

	Auth-Info
	C
	Structure
	Authentication-related information (e.g. device / user credentials, or shared secret) of the DCD Client as indicated necessary in a prior Activation Response.


Table 6 Information elements in ClientActivationRequest message
	Information Element
	Req
	Type
	Description

	Message-Type
	M
	String
	Message Type identifier “ClientActivationResponse”

	Session-ID
	C
	String
	Session identifier. It is present only if the transaction succeeds. The Session-ID is unique within the service provider domain.

	Session TTL
	O
	Integer
	The server required TTL in seconds for the session. ‘0’ means an infinite session.

	Auth-Info
	C
	Structure
	Authentication-related information corresponding to information that the DCD Client should provide for a subsequent request, e.g. challenge.


Table 7 Information elements in ClientActivationResponse message

7.1.3.1.2 “Client Activation” Specific Error Conditions

· Further authorization needed to use the server. (401)

· Version not supported. (505)

· Authentication mode not supported (506)

· Service provider agreement missing (902)

7.1.3.2 Application Registration

The Application Registration process involves registration of a DCD-Enabled Client Application with the DCD Server. The prerequisite to registration is DCD Client activation with the DCD Server. 

This section gives the details of the transaction messages.
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Figure 7: Application Registration

7.1.3.2.1 Message and Information Elements
	Message
	Requirement
	Direction

	AppRegistrationRequest
	Mandatory
	Client ( Server

	AppRegistrationResponse
	Mandatory
	Client ( Server


Table 8 Message directions for Application Registration

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	String
	Message Type identifier “AppRegistrationRequest”

	Session-ID
	M
	String
	Session identifier of the current session established in the Client Activation). The Session-ID is unique within the service provider domain.

	Message ID
	M
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Application-Profile
	M
	Structure
	Contains detailed attributes of the application. The details of Application-Profile is TBD. In many situations, only a subset of Application-Profile (e.g  Application-ID only) is required to be present.


Table 9 Information elements in AppRegistrationRequest message
	Information Element
	Req
	Type
	Description

	Message-Type
	M
	String
	Message Type identifier “AppRegistrationResponse”

	Session-ID
	M
	String
	Session identifier of the current session. The Session-ID is unique within the service provider domain.

	Message ID
	M
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Application-ID
	M
	String
	Application identifier. Note: this field is used to correlate between the registration request and response and may not be needed if an alternate approach is taken.

	Channel-Metadata
	O
	Array of Structures
	 Channel Metadata for the channels matching application profile preferences. Each element in the array represents the metadata for a single channel.


Table 10 Information elements in AppRegistrationResponse message

7.1.3.2.2 “Application Registration” Specific Error Conditions

· TBD

7.1.3.3 Contextual Information Upload
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Figure 8: Contextual Information Upload

The client MAY upload the contextual information to the server if the contextual information has changed, or when the content update is needed, or if it is requested by the DCD server via the System-Notification message. The contextual information includes the capabilities such as available storage, or the device status such as roaming status and PLMN code, or the device capabilities such as current language and supported languages etc.

It is noted that in many situations, the application-specific customized contextual information schema will be reported to the server as an extended information element in the “Table 12 Information elements in ContextualInfoUploadRequest ”. Also see section 7.1.3.6 of the interface extension framework.
7.1.3.3.1 Message and Information Elements
	Message
	Requirement
	Direction

	ContextualInfoUploadRequest
	Mandatory
	Client ( Server

	Status
	Mandatory
	Client ( Server


Table 11 Message directions in Contextual Information Upload transaction

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “ContextualinfoUploadRequest”

	Session-ID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain.


	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Contextual-Information
	Mandatory
	Structure
	The structure of the contextual information, including Application-ID and Application-Name. See table xxx.


Table 12 Information elements in ContextualInfoUploadRequest message

Editor Note: In order to provide the hook for vendor extension, we need to specify the XML schema accordingly so that the XML parser will not return error.
7.1.3.3.2 “ContextualInfoUpload” Specific Error Conditions

· TBD

7.1.3.4 System Notification Message
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Figure 9: System Notification Message

The flow diagram of the system notification message is shown in “Figure 9: System Notification Message”.

The server sends a system notification message to the client when the server wants to deliver the system information to the client or to require system information from the client or if it requires Contextual Information from the DCD client.
7.1.3.4.1 Message and Information Elements
	Message
	Direction

	Notify-System
	Client ( Server


Table 13 Message directions for Notify-System transaction

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “Notify-System”.

	Session-ID
	Conditional
	String
	Session identifier. The Session-ID is unique within the service provider domain.

The Session-ID MUST be present in point-to-point case, and optional for broadcast. See section 5.4 Session Management for broadcast.

	Message ID
	Conditional
	TBD
	Identifies this message. The Message-ID is unique within a current session. Presence in the message is conditional upon the session-id being present

	Action
	Mandatory
	Enumeration
	The types of events { usage-tracking-report-request | suspend | resume | contextual-information-upload | channel-discovery-notify | channel-discovery-info | reserved }. Further types TBD.

	System-Data
	Optional
	Data Structure
	Reference to system data (e.g. Href and proxy-address) or the system data itself. Further details TBD


Table 14 Information elements in Notify-System Message through DCD-3

7.1.3.5 System Request and Response Messages
	Message
	Direction

	SystemRequest
	Client ( Server

	SystemResponse
	Client ( Server


Table 15 Message directions for SystemRequest transaction
	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “SystemRequest”

	Session-ID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Action
	Mandatory
	Enumeration
	The types of events { usage-tracking-report | suspend-ack | resume-ack | channel-discovery-request |  reserved }. Further types TBD.

	System-Data
	Optional
	Data Structure
	System data from the client. Further details TBD.


Table 16 Information elements in SystemRequest message

	Information Element
	Req
	Type
	Description

	Message-Type
	Mandatory
	String
	Message Type identifier “SystemResponse”

	Session-ID
	Mandatory
	String
	Session identifier. The Session-ID is unique within the service provider domain.

	Message ID
	Mandatory
	TBD
	Identifies this message. The Message-ID is unique within a current session.

	Action
	Mandatory
	Enumeration
	The types of events { usage-tracking-repor-ack | channel-discovery-info |  reserved }.

Further types TBD.

	System-Data
	Optional
	Data Structure
	System data from the server. Further details TBD.


Table 17 Information elements in SystemResponse message

7.1.3.5.1 “Notify-System” Specific Error Conditions

· TBD

7.1.3.6 Channel Discovery
7.1.3.7 Channel discovery is the process of communicating availability of channel(s) throughout the DCD enabler. To facilitate channel discovery, the server will need to effectively match a channel with an application. Although the logic is out of the scope of the DCD enabler, elements of the Application Profile and Channel Metadata will support this logical coordination by the DCD server (e.g. Application-ID, Content-type).  Channel discovery is realized through Notify-System Message (7.1.3.4) to support DCD Server initiated channel availability notification and as SystemRequest and SystemResponse Messages (7.1.3.5) to support DCD Client initiated channel availability query. Three mechanisms for Channel Discovery are supported – Push, Notification and Pull.
7.1.3.7.1 Channel Discovery Push
Channel Discovery Push is the announcement message of the DCD Server to the DCD Client (sent over DCD-3) regarding channel(s) availability, and subsequent communication of the channel(s) information from the DCD Client to the DCD Enabled Client Application. The Push message includes all required System-Data.

Channel Discovery Push is targeted toward the DCD Client and to the DCD Enabled Client Application. The push over the DCD-3 interface is detailed in section 7.1.3.4, and the associated push over the DCD-CAR interface is detailed in section 7.3.1.

Channel Discovery Push is a “Notify-System” message with “Action” attribute set to “channel-discovery-info” and “system-data” as described in the following table:

Explanation of the Type in the Error! Reference source not found.:

· E = Elements
· A = Attributes

· 1,2,3, etc = nesting level of the element or attribute

System Data basic structure for Channel-Discovery-Info:

System Data – E

· application-id – A
· Mime-types - A

· Content-type - A

· Channel-added – E1
· channel-information (n) – E2

· Channel-id – A

· Channel-description – A

· channel-address – A

· dcd-2-connection-profile – E3

· Channel-removed – E1

· channel-information (n) – E2

· Channel-id – A

· Channel-description – A

· channel-address – A

· dcd-2-connection-profile – E3

	Name
	Type
	Cardinality
	Description
	Data Type
	Use in DCD-3
	Use in DCD-CAR

	system-data
	E
	1
	Contains the following attributes:

application-id

Content-type

Contains the following sub-elements:

Channel-added

Channel-removed

	Structure
	Mandatory
	Not allowed

	application-id
	A
	0..1
	ID of the Application, augmented to ensure uniqueness by the DCD Client, as necessary.

It is assumed that app-id may contain wildcard to enable pattern matching
	String
	Conditional
	TBD

	mime-types
	A
	0..1
	A list of MIME types for the content to be delivered in the channel.
	String
	Conditional
	TBD

	Content-type
	A
	0..1
	A list of strings that enable association of the channel to content by "type" or "relation"
	String
	Conditional
	TBD

	Channel-added 

	E1
	0..1
	Lists the channels that were added

Contains the following sub-elements:

channel-information
	Structure
	Conditional
	Conditional

	channel-information
	E2
	1..N
	The relevant attributes of the channel metadata to enable unique identification of the channel to the DCD Enabled Client Application, DCD client and DCD Server

Contains the following attributes:

Channel-id

Channel-description

channel-address
Contains the following sub-elements:

dcd-2-connection-profile


	Structure
	Mandatory
	Mandatory

	Channel-id
	A
	1
	An identity, assigned by the DCD Service Provider, to uniquely identify the channel within the DCD Service Provider domain.
	String
	Mandatory
	Mandatory

	channel-description
	A
	0..1
	“Friendly description” of the channel,

Editor note: possibly includes the pricing.
	String
	Optional
	Conditional

	Channel-address
	A
	0..1
	The address (URL) of a channel, assigned by the DCD Service Provider, and unique within the DCD Service Provider domain.
	String
	Optional
	Not allowed

	dcd-2-connection-profile
	E3
	0..1
	A set of parameters that define how the DCD Client receives content via the DCD-2 interface for specific transports (note: WAP Push requires no special configuration).

Contains the following attributes:

cell-broadcast-message-id

bcast-multicast-address
	Structure
	Conditional
	optional

	cell-broadcast-message-id
	A
	0..1
	The Cell Broadcast Service Message Identifier (logical Cell Broadcast Service channel) from which the DCD Client should expect DCD-2 interface data delivered via Cell Broadcast Service.
	Integer
	Conditional
	Optional

	bcast-multicast-address
	A
	0..1
	The IP multicast address and port from which DCD Clients should expect BCAST Clients to deliver DCD-2 interface data delivered via BCAST.
	String
	Conditional
	Optional

	Channel-removed 

	E1
	0..1
	Lists the channels that were added

Contains the following sub-elements:

channel-information
	Structure
	Conditional
	Conditional


Table 18 System Data for Channel Discovery Info
7.1.3.7.2 Channel Discovery Notification
Channel Discovery Notification is a notification message from the DCD Server to the DCD Client. The push over the DCD-3 interface is structured as Notify-System Message (7.1.3.4) that MAY include the server URL which points to the place from which the DCD Client can download the Channel Discovery information using DCD-1 interface. If the system-data is not including a URL it should include Application-ID then the client will use SystemRequest and SystemResponse Messages (7.1.3.5) over DCD-3 as describe in Channel Discovery Pull section (7.1.3.6.3).

Channel Discovery Notification is a “Notify-System” (7.1.3.4.1) message with “Action” attribute set to “Channel-Discovery-Notify” and “system-data” that includes a URL only or Application-ID only.
7.1.3.7.3 Channel Discovery Pull
Channel discovery pull is the process of the DCD client requesting the availability of and the associated channel information from the DCD Server. Channel discovery pull can be invoked by either: 

· Channel discovery pull request from the DCD Enabled Client Application. If invoked by this type of request, the DCD Client will send the appropriate response (refer to section 7.3.1).
· Channel discovery notification message from the DCD Server. If invoked by this type of notification, the DCD Client will communicate the availability of the new channels via Channel Discovery Push message over the DCD-CAR interface (refer to section 7.3.1).

Channel Discovery Pull is structured as SystemRequest and SystemResponse Messages (7.1.3.5).

The “SystemRequest” message (7.1.3.5) contains the “Action” attributes set to “channel-discovery-request” without “System-Data”

The “SystemResponse” message (7.1.3.5) contains the “Action” attributes set to “channel-discovery-info” with the “System-Data” constructed as “channel-discovery-info” (7.1.3.6.1).
7.1.4 Interface Extension
In order for differentiating services from different vendors and achieving the backward compatibility, an extension framework MAY be needed for the DCD Client-Server interfaces to extending the functions and elements. The definition of extension framework is out of scope of DCD 1.0.

Both DCD Client and DCD Server MUST ignore unrecognized extensions without generating an error.
7.2 Interfaces Exposed to Content Providers

7.2.1 DCD-CPR

7.2.2 DCD-CPDE

7.3 Interfaces Exposed to DCD-Enabled Client Application

7.3.1 DCD-CAR

7.3.2 DCD-CADE

8. DCD Metadata

8.1 Application Profile
8.1.1 Application Profile

This section is specific to the Application Profile purpose, attributes, and relevance to DCD entities and interfaces. Other sections describe the requirements specific to DCD operations (e.g. registration) that include exchange and use of Application Profiles and their attributes.

The Application Profile is defined in [DCD-AD] as: “the set of static definitions and rules that allow the DCD Enabler to handle the delivery of the DCD Content for a particular DCD-Enabled Client Application. The AP consists of the collection of Channel Metadata plus application specific parameters common for multiple DCD Channels (e.g. application-id). The AP facilitates the processing of dynamic metadata (i.e. Content Metadata).”
Application Profiles are provided by DCD-Enabled Client Applications during the registration process, so the DCD Client and DCD Server can be aware of the specific needs of the DCD-Enabled Client Applications. Application Profiles can be updated by DCD-Enabled Client Applications as their needs change, through a process of re-registration. 

Following is an informative description of Application Profile attributes:

· Application ID: an identifier for the application. This may be defined with strict semantics or more loosely, e.g. as a conventional user-agent header. DCD Clients and DCD Servers can use this string for compatibility checks or service-matching, as described in [reference to Registration section and Subscription section].
· Application description: the “friendly” name of the application.
· DCD-3 connection profile name: a pre-configured DCD-3 connection profile to use for the DCD-3 interface. DCD Clients that are configured with a set of default DCD-3 connection profiles can allow DCD-Enabled Client Applications to select the connection profile to use via this attribute. This attribute is mutually exclusive with the specific set of DCD-3 connection profile attributes. If neither this attribute nor a specific set of DCD-3 connection profile attributes is specified, the DCD Client will use a default DCD-3 connection profile.

· DCD-3 connection profile: a set of parameters that define how the DCD Client interacts with the DCD Server for the DCD-3 interface:
· DCD Server address: address (URL) of the DCD server with which the DCD Client should activate DCD. This attribute can be used when a DCD-Enabled Client Application requires service via a specific DCD Server.
· Proxy: address (IP address or hostname) of the WAP proxy that should be used for transactions via the DCD-3 interface.

· Data connection details: Additional bearer-network-specific connection details for the DCD-3 interface, e.g. APN, data connection username/password, etc.
· Broadcast profile: Broadcast bearer connection details, e.g. cell broadcast message-identifier and/or BCAST multicast address.
· Channel discovery notification: indication whether the DCD-Enabled Client Application wants explicit notification from the DCD Client for availability of new channels which are compatible with the DCD-Enabled Client Application per its Application Profile. This applies to DCD Server-initiated Content Discovery only.

· Channel metadata: a set of attributes for one or more specific DCD channels or types of channels, defining channel handling (e.g. delivery, storage, notification rules) [reference to Channel Metadata section].
8.1.2 Application Profile Elements, Attributes and Values

This section defines the Application Profile in detail.

DCD Servers and DCD Clients SHALL support DCD Application Profiles defined in accordance with the “DCD Application Profile” XML schema.

Unless otherwise specified, all Application Profile elements and attributes are mandatory for support by DCD Servers and DCD Clients, and optional for use. 
Explanation of the Type in Table 19 Application Profile:
· E = Elements
· A = Attributes

· 1,2,3, etc = nesting level of the element or attribute
Application Profile basic structure:

application-profile – E

· application-id – A 

· application-description – A
· channel-discovery-notification – A
· dcd-3-connection-profile-name – A
· dcd-3-connection-profile – E1

· dcd-server-address – A

· proxy – A

· data-connection-details – E2
· broadcast-profile – E2
· cell-broadcast-message-id – A
· bcast-multicast-address – A

· dcd-channel-metadata (n) – E1

	Name
	Type
	Cardinality
	Description
	Data Type
	Use in DCD-3
	Use in DCD-CAR

	application-profile
	E
	1
	Contains the following attributes:

application-id

application-description
channel-discovery-notification

Contains the following sub-elements:

dcd-3-connection-profile

dcd-channel-metadata
	Structure
	Mandatory
	Mandatory

	application-id
	A
	1
	ID of the Application, augmented to ensure uniqueness by the DCD Client, as necessary.
	String
	Mandatory
	Mandatory

	application-description
	A
	0..1
	“Friendly name” of the application.
	String
	Conditional

(note 1)
	Optional

	channel-discovery-notification
	A
	0..1
	An optional attribute indicating whether the DCD-Enabled Client Application wants explicit notification from the DCD Client when new channels are available, which are compatible with the DCD-Enabled Client Application per its Application Profile.
	Boolean
	Conditional

(note 1)
	Optional

	dcd-3-connection-profile-name
	A
	0..1
	Name of a locally configured DCD-3 connection profile to be used, if matched by the DCD Client.
	String
	Not Allowed
	Conditional

(note 2)

	dcd-3-connection-profile
	E1
	0..1
	Specific DCD-3 connection profile to use.

Contains the following attributes:

dcd-server-address

proxy
Contains the following sub-elements:

data-connection-details
broadcast-profile
	Structure
	Not Allowed
	Conditional

(note 2)

	dcd-server-address
	A
	0..1
	Address (URL) of the DCD server with which the DCD Client should activate DCD.
	String
	Not Allowed
	Optional

	proxy
	A
	0..1
	Address (IP address or hostname) of the WAP proxy that should be used for transactions via the DCD-3 interface.
	String
	Not Allowed
	Optional

	data-connection-details
	E2
	0..1
	Additional bearer-network-specific connection details for the DCD-3 interface, e.g. APN, data connection username / password, etc.

Contains the following attributes:

(details TBD)
	Structure
	Not Allowed
	Optional

	broadcast-profile
	E2
	0..1
	Broadcast bearer connection details, e.g. cell broadcast message-identifier and/or BCAST multicast address.
Contains the following attributes:

cell-broadcast-message-id
bcast-multicast-address
	Structure
	Not Allowed
	Optional

	cell-broadcast-message-id
	A
	0..1
	The Cell Broadcast Service Message Identifier (logical Cell Broadcast Service channel) from which the DCD Client should expect DCD-3 interface data delivered via Cell Broadcast Service.
	Integer
	Not Allowed
	Optional

	bcast-multicast-address
	A
	0..1
	The IP multicast address and port from which DCD Clients should expect BCAST Clients to deliver DCD-3 interface data delivered via BCAST.
	String
	Optional
	Optional

	dcd-channel-metadata
	E1
	0..N
	Set of static settings for one or more DCD channels or types of channels, defining channel handling (e.g. delivery, storage, notification rules) [reference to Channel Metadata section].
	Structure
	Conditional

(note 1)
	Optional


Table 19 Application Profile

Table notes:

(1) If provided in registration via DCD-CAR, must be forwarded via DCD-3.
(2) These attributes are mutually exclusive.
8.2 Channel Metadata
8.2.1 Channel Metadata

This section is specific to Channel Metadata purpose, attributes, and relevance to DCD entities and interfaces. Other sections describe the requirements specific to DCD operations that include exchange and use of Channel Metadata.

Channel Metadata is defined in [DCD-AD] as: “a set of static settings and rules for handling delivery of the DCD Content for a particular channel (e.g. delivery, storage, notification rules). Channel Metadata is associated with the channel’s content types.” 

Content Providers are a key source of Channel Metadata, since it relates to handling of content delivery for the channels that carry their services.

DCD-Enabled Client Applications can submit Channel Metadata to the DCD Enabler:

· As part of Registration [reference to Registration section].
· As part of Subscription [reference to Subscription section], for initial subscription to a channel or to change the settings for an existing channel.

Following is an informative description of Channel Metadata attributes. These attributes form a set, for each channel:

· Channel ID: an identity, assigned by the DCD Service Provider, to uniquely identify the channel within the DCD Service Provider domain. For content delivered via the DCD-2 interface, this attribute identifies the content’s relationship to a specific channel.
· Channel address: the address (URL) of a channel, assigned by the DCD Service Provider, and unique within the DCD Service Provider domain. When a new DCD-1 related channel is added, this address is used by the DCD Client to retrieve initial content for the channel via the DCD-1 interface. DCD-Enabled Client Applications can also use this attribute to issue on-demand content update requests for pull-enabled channels.
· DCD interface: a list of DCD interfaces (“DCD-1” and/or “DCD-2”) used for content delivery. If this attribute is not present, both DCD-1 and DCD-2 are assumed applicable.
· Channel profile: a set of attributes that define settings for specific channels, or “templates” for settings to be applied for channels related to specific content types.
· MIME types: a list of MIME types for the content to be delivered in the channel. DCD-Enabled Client Applications can include this attribute to associate default channel settings as templates for specific MIME types, or to identify the MIME types that they want/expect for specific channels. Content Providers can include this attribute to associate specific channels with specific MIME types.
· Content types: a list of strings that enable association of the channel to content by "type" or "relation". DCD-Enabled Client Applications can include this attribute to associate default channel settings as templates for specific content tags, or to identify the types of content that they want/expect for specific channels. Content Providers can include this attribute to associate specific channels with specific content types.
· Content availability notification: an indication that the DCD-Enabled Client Application should be given explicit notification from the DCD Client when new content has been received for this channel, e.g. if the DCD-Enabled Client Application does not periodically check a pre-determined content storage location for new content.
· Content storage location: a specific location where the DCD-Enabled Client Application wants delivered content to be stored, for this channel. When this attribute is provided, the storage is "co-managed" by the DCD Client and DCD-Enabled Client Application (both can update the content as needed).
· DCD-provided storage: an indication that the DCD Client should allocate and manage content storage for this channel. If this attribute is set, the DCD Client includes a reference to the stored content location when it notifies the DCD-Enabled Client Application of new content. 
· DCD-provided storage size: a reserved amount of content storage space (in bytes) for this channel. This attribute applies only when DCD-provided storage is used. 
· DCD-1 connection profile name: a pre-configured DCD-1 connection profile to use for the DCD-1 interface. DCD Clients that are configured with a set of DCD-1 connection profiles can allow DCD-Enabled Client Applications to select the connection profile to use via this attribute. This attribute is mutually exclusive with the specific set of DCD-3 connection profile attributes. If neither this attribute nor specific DCD-1 connection profile attributes are provided, the DCD Client will use a default DCD-1 connection profile.
· DCD-1 connection profile: a set of parameters that define how the DCD Client interacts with the DCD Server for the DCD-1 interface: 

· Proxy: address (IP address or hostname) of the WAP proxy that should be used for transactions via the DCD-1 interface.

· Data connection details: Additional bearer-network-specific connection details for the DCD-1 interface, e.g. APN, data connection username/password, etc.

· DCD-2 connection profile: a set of parameters that define how the DCD Client receives content via the DCD-2 interface for specific transports (note: WAP Push requires no special configuration). If these attributes are not present, the DCD Client will use a default DCD-2 connection profile.
· Cell Broadcast message ID: the Cell Broadcast Service Message ID (logical Cell Broadcast Service channel) from which the DCD Client should expect DCD-2 interface data delivered via Cell Broadcast Service.

· BCAST multicast address: the IP multicast address and port from which DCD Clients should expect BCAST Clients to deliver DCD-2 interface data delivered via BCAST.
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Figure 10: Relationship of Channel Metadata to Application Profile

8.2.2 Channel Metadata Elements, Attributes and Values

This section is defines the Channel Metadata in detail.

DCD Servers and DCD Clients SHALL support DCD Channel Metadata defined in accordance with the “DCD Channel Metadata” XML schema.

Unless otherwise specified, all Channel Metadata elements and attributes are mandatory for support by DCD Servers and DCD Clients, and optional for use. 
Explanation of the Type in Table 20 Channel Metadata:
· E = Elements
· A = Attributes

· 1,2,3, etc = nesting level of the element or attribute
Channel Metadata basic structure:

channel-metadata – E

· channel-id – A 

· channel-address – A
· dcd-interface – A
· channel-profile – E1

· mime-types – A
· content-types – A
· content-availability-notification – A
· dcd-provided-storage – A
· dcd-provided-storage-size – A
· content-storage-location – A

· dcd-1-connection-profile-name – A

· dcd-1-connection-profile – E2
· proxy – A

· data-connection-details – E3
· dcd-2-connection-profile – E2
· cell-broadcast-message-id – A
· bcast-multicast-address – A
	Name
	Type
	Cardinality
	Description
	Data Type
	Use in DCD-CPR
	Use in DCD-3
	Use in DCD-CAR

	channel-metadata
	E
	1
	Contains the following attributes:

channel-id
channel-address
dcd-interface 
Contains the following sub-elements:

channel-profile 
	Structure
	Mandatory
	Mandatory
	Mandatory

	channel-id
	A
	0..1
	An identity, assigned by the DCD Service Provider, to uniquely identify the channel within the DCD Service Provider domain.
	String
	Optional
	Conditional

(note 1,2)
	Conditional

(note 3)

	channel-address
	A
	0..1
	The address (URL) of a channel, assigned by the DCD Service Provider, and unique within the DCD Service Provider domain.
	String
	Optional
	Conditional

(note 1,2)
	Conditional

(note 3)

	dcd-interface
	A
	0..1
	A list of DCD interfaces (“DCD-1” and/or “DCD-2”) used for content delivery.
	List of Strings
	Optional
	Conditional

(note 1,2)
	Optional

	channel-profile
	E1
	0..1
	A set of attributes that define settings for specific channels, or “templates” for settings to be applied for channels related to specific content types.
Contains the following attributes:

mime-types

content-types

content-availability-notification

dcd-provided-storage

dcd-provided-storage-size

content-storage-location
Contains the following sub-elements:

dcd-1-connection-profile
dcd-2-connection-profile
	Structure
	Mandatory
	Conditional

(note 1,2)
	Optional

	mime-types
	A
	0..1
	A list of MIME types for the content to be delivered in the channel.
	String
	Optional
	Conditional

(note 1,2)
	Optional

	content-types
	A
	0..1
	A list of strings that enable association of the channel to content by "type" or "relation".
	String
	Optional
	Conditional

(note 1,2)
	Optional

	content-availability-notification
	A
	0..1
	An indication that the DCD-Enabled Client Application should be given explicit notification from the DCD Client when new content has been received for this channel.
	Boolean
	Optional
	Conditional

(note 2)
	Optional

	content-storage-location
	A
	0..1
	A specific location where the DCD-Enabled Client Application wants delivered content to be stored, for this channel.
	String
	Not Allowed
	Not Allowed
	Optional

	dcd-provided-storage
	A
	0..1
	An indication that the DCD Client should allocate and manage content storage for this channel.
	Boolean
	Optional
	Conditional

(note 2)
	Optional

	dcd-provided-storage-size
	A
	0..1
	A reserved amount of content storage space (in bytes) for this channel.
	Integer
	Optional
	Conditional

(note 2)
	Optional

	dcd-1-connection-profile-name
	A
	0..1
	A pre-configured DCD-1 connection profile to use for the DCD-1 interface.
	String
	Optional
	Conditional

(note 2)
	Conditional

(note 4)

	dcd-1-connection-profile
	E2
	0..1
	A set of parameters that define how the DCD Client interacts with the DCD Server for the DCD-1 interface.

Contains the following elements:

proxy

data-connection-details
	Structure
	Optional
	Conditional

(note 2)
	Conditional

(note 4)

	proxy
	A
	0..1
	Address (IP address or hostname) of the WAP proxy that should be used for transactions via the DCD-1 interface.
	String
	Optional
	Conditional

(note 2)
	Optional

	data-connection-details
	E3
	0..1
	Additional bearer-network-specific connection details for the DCD-1 interface, e.g. APN, data connection username / password, etc.
Contains the following attributes:

(details TBD)
	Structure
	Optional
	Conditional

(note 2)
	Optional

	dcd-2-connection-profile
	E2
	0..1
	A set of parameters that define how the DCD Client receives content via the DCD-2 interface for specific transports (note: WAP Push requires no special configuration).
Contains the following attributes:

cell-broadcast-message-id

bcast-multicast-address
	Structure
	Optional
	Conditional

(note 2)
	Optional

	cell-broadcast-message-id
	A
	0..1
	The Cell Broadcast Service Message Identifier (logical Cell Broadcast Service channel) from which the DCD Client should expect DCD-2 interface data delivered via Cell Broadcast Service.
	Integer
	Optional
	Conditional

(note 2)
	Optional

	bcast-multicast-address
	A
	0..1
	The IP multicast address and port from which DCD Clients should expect BCAST Clients to deliver DCD-2 interface data delivered via BCAST.
	String
	Optional
	Conditional

(note 2)
	Optional


Table 20 Channel Metadata

Table notes:

(1) If provided by the DCD-Enabled Client Application in Subscription operations via DCD-CAR, must be forwarded via DCD-3.
(2) If provided by Content Providers in channel registration requests via DCD-CPRE, or defined by the Service Provider, must be forwarded via DCD-3 as part of Channel Discovery or Subscription operations.

(3) Conditions under which these attributes are mandatory are described in other sections.

(4) These attributes are mutually exclusive.
8.3 Content Metadata

8.3.1 Channel Metadata

This section is specific to Content Metadata purpose, attributes, and relevance to DCD entities and interfaces. Other sections describe the requirements specific to DCD operations that include exchange and use of Content Metadata.

Content Metadata is defined in [DCD-AD] as: “The Content Metadata is a set of dynamic settings and rules for handling delivery of the DCD Content. Content Metadata is associated with a particular unit of content and may include rules and settings for content expiry, replacement, fragmentation, etc.” 

Content Metadata can be included in DCD content delivery interface request and responses, but is distinct from other request/response metadata, e.g. the common attributes of the DCD interface transactions (e.g. the Session ID) or values common to all content for particular channels (e.g. the Channel Address or Channel ID).

Following is an informative description of the source and submission of Content Metadata.

Content Metadata may originate from a variety of sources and have relevance to a variety of DCD entities, e.g.:

· From Content Providers, as part of content item publication to the DCD Server (pushed to the DCD Server for immediate or later delivery) or delivery in response to DCD Server requests (as part of a schedule pull for content updates or as requested on-demand by DCD-Enabled Client Applications through DCD Clients). The relevance of the metadata could be limited to the DCD Server (e.g. delivery rules for specific content items), to the DCD Client (e.g. delivery acknowledgement requirements), or could be relevant to all the entities including the DCD-Enabled Client Application (e.g. expiration time for content items).

· From the DCD Server, as part of its role in delivering specific content items, e.g. related to delivery/handling rules (e.g. expiration controls for storage management based upon available storage of a specific DCD Client) and features (e.g. compression for over-the-air efficiency) that the DCD Server may apply in delivering the content.
Note that earlier received content metadata may also be used to set request/response attributes from the DCD Client and DCD-Enabled Client Application:

· From the DCD Client, as part of requests or responses to the DCD Server, e.g. a content ID included in a delivery acknowledgement, or a request for on-demand delivery of a specific content item.

· From the DCD-Enabled Client Application, e.g. for on-demand delivery of a specific content item, e.g. the content is used by Application or not. If the shared memory is used by a browser, the DCD Client can’t delete it.
Following is an informative description of Content Metadata attributes and elements. The mandatory/optional status and interface relevance of the attributes and elements is described in the table following.

· Content ID: identifies the content item. The content ID is set by the Content Provider, and is unique within the DCD Service Provider’s domain. The main purpose of the content ID is to enable application level confirmation and resumption of content delivery.

· Channel ID: a list of channel IDs as assigned by the DCD Server. The Content Provider includes this attribute to associate content items with one or more DCD channels.

· MIME type: the MIME type of the content item.
· Content length: the size in bytes of the content item.

· Content name: name of content in a human readable format.
· Editor’s note: Whether this attribute is needed by the DCD Enabler entities is TBD.
· Replaces content ID: content ID of an outdated content item that, if present in the storage of the DCD Server or DCD Client, should be replaced with this content item.

· Content delivery notification: indicates the need for, or status of, delivery acknowledgement for this content item. The effect of this attribute (when set to “required”) is to cause the DCD Client to respond to the DCD Server via the DCD-1 interface, with the attribute set to “confirmed” for this content item, once the content item is successfully stored in the device. This acknowledgement may be forwarded to the CP via the DCD-CPDE interface if the CP set this attribute when the content item was published to the DCD Server.

· Delivery Priority: the priority associated with this content item. Note that DCD is only responsible for delivery of this attribute; presentation aspects are out of scope.

· Content encoding: encoding that has been applied to the content item, e.g. GZIP or deflate compression.
· Content address: an address (URL) where the content item can be directly retrieved by the DCD Client via the DCD-1 interface. If the content item is not present (i.e. embedded) in the current DCD operation, this address will be used by the DCD Client to retrieve the content item. This attribute can also be used by the DCD-Enabled Client Application to re-retrieve or request an update of the content item.

· Content storage location: the location of the content item in the DCD Client managed storage.

· Content block ID: identifier via which multiple content items can be associated as a block.

· Parental Rating: Content rating per FCC "TV Parental Guidelines" or similar local regulatory requirements.
· Delivery rules: attributes which control the delivery or retrieval of the content item:

· Deliver to: a particular set of users to receive the content or the identifier specifying a group of users
· Deliver at: absolute time at which the DCD Server should deliver a content item.
· Expires: the expected lifetime of the content item in device storage, and the time until which the content item can be directly retrieved (if a content address attribute was provided). If the DCD Client is managing content storage for the channel, it will remove the item after that time.
· Delivery spread: the period over which the DCD Server can randomize delivery, for the purpose of load spreading. A small or zero spread value can be used for time-sensitive content.
· Deliver when roaming: indicates whether the content item should be automatically delivered or retrieved via point-to-point interfaces if the user is roaming. This content-item-specific attribute allows DCD channel updates to continue when roaming (deliver when roaming is allowed at the channel level), with on-demand retrieval only for specific content items. Thus the set of available content items for the channel can be known by the DCD-Enabled Client Application, for on-demand retrieval as requested by the user. Roaming-aware DCD Servers can use this attribute to determine whether to embed content items inside channel update responses over DCD-1, or to include the content address attribute only. Roaming-aware DCD Clients can use this attribute to determine whether to automatically retrieve content items which are referenced by content address only.

8.3.2 Channel Metadata Elements, Attributes, and Values

This section is defines the Content Metadata in detail.

Unless otherwise specified, all Content Metadata elements and attributes are mandatory for support by DCD Servers and DCD Clients, and optional for use.
Explanation of the Type in Table 21 Content Metadata:
· E = Elements
· A = Attributes

· 1,2,3, etc = nesting level of the element or attribute
Content Metadata basic structure:

content-metadata – E

· content-id – A
· channel-id – A 

· mime-type – A
· content-length – A

· content-name – A

· replaces-content-id – A

· content-delivery-notification – A
· delivery-priority – A

· content-encoding – A

· content-address – A

· content-storage-location – A

· content-block-id – A

· deliver-to – A

· deliver-at – A

· expires – A

· delivery-spread – A

· deliver-when-roaming – A

· parental-rating – A

	Name
	Type
	Cardinality
	Description
	Data Type
	Use in DCD-CPDE
	Use in DCD-1 / DCD-2
	Use in DCD-CADE

	content-metadata
	E
	1
	Contains the following attributes:

content-id

channel-id 

mime-type

content-length

content-name
replaces-content-id

content-delivery-notification

delivery-priority

content-encoding

content-address
content-block-id
parental-rating 
deliver-to

deliver-at

expires

pull-delivery

deliver-when-roaming
	Structure
	Mandatory
	Mandatory
	Mandatory

	content-id
	A
	1
	Identifier set by the Content Provider, and unique within the DCD Service Provider’s domain. The main purpose of the content ID is to enable application level confirmation and resumption of content delivery.
	String
	Mandatory
	Mandatory
	Mandatory

	channel-id 
	A
	1
	A list of related channel IDs as assigned by the DCD Server.
	List of Strings
	Mandatory
	Mandatory
	Mandatory

	mime-type
	A
	1
	The MIME type of the content item.
	String
	Mandatory
	Mandatory
	Mandatory

	content length
	A
	1
	The size in bytes of the content item.
	String
	Mandatory
	Mandatory
	Mandatory

	content-name


	A
	0..1
	Name of content in a human readable format.
	String
	Optional
	Conditional
	Conditional

	replaces-content-id


	A
	0..1
	Content ID of an outdated content item that, if present in the storage of the DCD Server or DCD Client, should be replaced with this content item.
	String
	Optional
	Conditional
	Conditional

	content-delivery-notification
	A
	0..1
	Indicates the need for, or status of, delivery acknowledgement for this content item.
	String
	Optional
	Conditional
	Not Allowed

	delivery-priority
	A
	0..1
	The delivery priority associated with this content item. 
	String
	Optional
	Conditional
	Conditional

	content-encoding
	A
	0..1
	Encoding that has been applied to the content item, e.g. GZIP or deflate compression.
	String
	Optional
	Conditional
	Conditional

	content-address
	A
	0..1
	An address (URL) where the content item can be directly retrieved by the DCD Client via the DCD-1 interface.
	String
	Optional
	Optional
	Conditional

	content-storage-location
	A
	0..1
	Location of the content item in the DCD Client managed storage
	String
	Not Allowed
	Not Allowed
	Optional

	content-block-id
	A
	1
	Identifier via which multiple content items can be associated as a block.
	String
	Optional
	Conditional
	Conditional

	parental-rating
	A
	0..1
	Content rating per FCC "TV Parental Guidelines" or similar local regulatory requirements.
	String
	Optional
	Conditional

(note 2)
	Conditional

(note 2)

	deliver-to
	A
	0..1
	A particular set of users to receive the content.
	String
	Optional
	Not Allowed
	Not Allowed

	deliver-at
	A
	0..1
	Time at which the DCD Server should deliver a content item.
	String
	Optional
	Not Allowed
	Not Allowed

	expires
	A
	0..1
	The expected lifetime of the content item in device storage, and the time until which the content item can be directly retrieved (if a content address attribute was provided).
	String
	Optional
	Conditional

(note 2)
	Conditional

(note 2)

	delivery-spread
	A
	0..1
	The period over which the DCD Server can randomize delivery, for the purpose of load spreading.
	String
	Optional
	Not Allowed
	Not Allowed

	deliver-when-roaming
	A
	0..1
	Indicates whether the content item should be automatically delivered or retrieved via point-to-point interfaces if the user is roaming
	Boolean
	Optional
	Conditional
	Not Allowed


Table 21 Content Metadata

Table Notes:
(1) The flow of channel metadata is from the Content Provider in the direction of the DCD-Enabled Client Application (“downstream”). Some metadata items may originate in the DCD Server or DCD Client.
(2) “Conditional” means if that the attribute is present in the previous “upstream” interface, then it must be present in the interface as shown.
9. DCD Content Packaging

9.1 Logical Model

9.2 RSS Extensions
9.3 Atom Extensions

9.4 DCD XML Schema

10. DCD Security

10.1 Authentication

10.1.1 Authentication in Session Establishment

In session establishment, DCD Clients act as subscriber agents for authentication purposes, and DCD Servers act as agents for DCD Service Providers for authentication purposes. DCD Service Providers act upon the channel security policy required by Content Providers. This section refers to authentication of the DCD Client and DCD Servers acting in those roles.

Authentication during session establishment ensures that DCD Clients and DCD Servers can trust the other entity in the session relationship. The necessity of establishing this trust relationship may vary for different DCD Service Providers or DCD Clients. This necessity is assumed to be known through preconfiguration, or through discovery as explicitly supported by the mechanisms described below. Other discovery mechanisms are unspecified.

DCD Clients MUST supply authentication in session establishment, per the security policy of the DCD Server with which a session is being established. DCD Servers MUST supply authentication in session establishment, per the security policy of the DCD Client with which a session is being established. DCD Clients and DCD Servers MUST accept valid authentication, when supplied per their security policy.

Three modes of DCD Client authentication are specified for use by the DCD Enabler:

· DCD Client authentication provided by functions external to the DCD Enabler. DCD Servers MUST support this method of DCD Client authentication.

· DCD Client authentication via HTTP Digest Authentication [RFC2617]. DCD Servers MUST support this method of DCD Client authentication. DCD Clients MUST support this method of DCD Client authentication.

· DCD Client authentication via a lower-layer security facility, e.g. TLS-based delivery of a client certificate. DCD Servers SHOULD support this method of DCD Client authentication. DCD Clients SHOULD support this method of DCD Client authentication.

If DCD Client authentication is not recognized or otherwise not accepted by a DCD Server (e.g. the specific subscriber is not authorized to activate the DCD Enabler as requested), the DCD Server MUST provide an “authentication error” response to the DCD Client. Upon an “authentication error” response during session establishment, DCD Clients MUST provide an appropriate error response to affected DCD-Enabled Client Applications. Further DCD Client behavior in this case (e.g. session establishment retry) is unspecified.
One mode of DCD Server authentication is specified for use by the DCD Enabler:

· DCD Server credentials-based authentication via a lower-layer security facility, e.g. delivery of a server certificate. DCD Servers MUST support this method of DCD Server authentication. DCD Clients MUST support this method of DCD Server authentication.

If DCD Server authentication is not recognized or otherwise not accepted by a DCD Client (e.g. the server certificate has expired or cannot be validated), the DCD Client MUST provide an “authentication error” response to the DCD Server. Further DCD Server behavior in this case is unspecified. Upon an “authentication error” response during session establishment, DCD Clients MUST provide an appropriate error response to affected DCD-Enabled Client Applications. Further DCD Client behavior in this case (e.g. session establishment retry) is unspecified.
In addition, unauthenticated service may be provided if allowed per the security policy of the DCD Server and/or DCD Client. DCD Servers MUST provide session establishment without DCD Client authentication, if allowed per DCD Service Provider security policy. DCD Clients MUST provide session establishment without DCD Server authentication, if allowed per DCD Client security policy.

10.1.1.1 DCD Client Authentication provided by functions external to the DCD Enabler
In this mode, DCD Client authentication is provided by non-DCD network elements, e.g. as operated by the DCD Service Provider. This is a typical approach to client authentication in cases which client-provided authentication is not available or not trusted. The details are unspecified, but may include such options as:

· Subscriber identification via RADIUS, provided directly to the DCD Server

· Proxy-inserted subscriber identification, e.g.

· The DCD Client is configured to use a proxy for the DCD-3 interface, and sends DCD-3 requests via the proxy instead of direct to the DCD Server.

· The proxy inserts a subscriber identity indication (e.g. HTTP header) based upon network information (e.g. from RADIUS) into the request, and forwards it to the DCD Server. The subscriber identity may be in any form supported/permitted to be inserted by the network proxy for delivery to all or specific destinations.

10.1.1.2 DCD Client authentication via HTTP Digest Authentication
In this mode, DCD Client authentication is provided by the DCD Client from pre-configured or subscriber-provided credentials. The mechanisms for pre-configuration or subscriber entry of credentials are unspecified.

HTTP Digest Authentication [RFC2617] is used to deliver the credentials to the DCD Server:

1. The DCD Server indicates the need for DCD Client authentication via Digest Authentication by responding to the first DCD-3 interface message with a digest access authentication challenge, including a generated nonce value.
2. The DCD Client sends a challenge response with its credentials, hashed per the supplied nonce value. Note the credentials may be derived from a variety of sources, e.g. user-provided/stored or provisioned “username:password”, or 3GPP GBA-provided credentials.
3. The DCD Server retrieves the credentials from the hashed digest-response value.

10.1.1.3 DCD Client and DCD Server authentication via lower-layer security facilities
In this mode, DCD Client and/or DCD Server authentication is provided by facilities of an underlying security layer, e.g. TLS-provided client or server certificates. The methods of certificate management and notification of error conditions to the DCD Client or DCD Server are assumed to be addressed by the underlying transport security, and are unspecified.

10.2 Connection Security
10.2.1 Connection Security in Session Establishment

Connection security during session establishment ensures that DCD Clients and DCD Servers can trust the privacy and integrity of the operations and data exchanged with the other entity during the session establishment. The necessity of connection security during session establishment may vary for different DCD Service Providers or DCD Clients. This necessity is assumed to be known through preconfiguration, or through discovery as explicitly supported by the mechanisms described below, Other discovery mechanisms are unspecified.

DCD Clients MUST provide connection security for session establishment, per the security policy of the DCD Server with which a session is being established. DCD Servers MUST provide connection security for session establishment, per the security policy of the DCD Client with which a session is being established.

One mode of connection security for session establishment is specified for use by the DCD Enabler:

· Use of transport layer security provided by TLS [RFC4346] or DTLS [RFC4347]. DCD Servers and DCD Clients MUST support TLS or DTLS to provide connection security for DCD-3 interface operations and data, as applicable to the underlying transport protocol in use for DCD-3.
11. DCD in Broadcast Realm

11.1 BCAST

11.2 Cell Broadcast

12. DCD in Point-to-Point Realm

12.1 Push Mode

12.2 Pull Mode

13. Error Handling

14. Sections As Needed

<<Sections for the normative specification text.  Fill in as needed.  The following validates the styles used for the headers.  DELETE THIS COMMENT >>

14.1 Example Level 2

<text>

14.1.1 Example Level 3

<text>

14.1.1.1 Example Level 4

<text>
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Figure 11: Example Figure

	
	Column 1
	Column 2

	Row 1
	Grid 1,1 data
	Grid 1,2 data

	Row 2
	Grid 2,1 data
	Grid 2,2 data


Table 22: Example Table
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF
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If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.
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C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 More Headers

<More text>

C.1.2 More Headers







�Editor note: It can be implementation specific and will be further specified in interface transactions


�Subject to content packaging discussion


�Subject to discussion on session, and it may be optional or part of contextual-info structure
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