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1 Reason for Change

Current specifications include how to map Device Management account information to the management tree. Also, network access point can be mapped at some level. However this level of mapping is not enough, but more comprehensive mapping needs to be specified. This contribution specifies the more extensive way to align the two management technologies exists at the moment in the OMA DM Working Group.

2 Impact on Backward Compatibility

No backwards compatibility impact.

3 Impact on Other Specifications

May have impact to DM test specifications.

4 Intellectual Property Rights

Nokia may own patents or patent applications relating to technology described in a document which Nokia has contributed in connection with the OMA standard discussions.  In relation to that standard incorporating such technology, which is or may be adopted, Nokia hereby agrees to make licences available under applicable Nokia patents or patent claims on fair, reasonable and non-discriminatory terms, to all members and non-members granting reciprocal terms, to the extent such patents are technically essential to comply with that standard.

5 Recommendation

OMA DM WG to approve this change request and include it to the next release of the OMA DM enabler. 

6 Detailed Change Proposal

2. References
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5.2 Bootstrap profiles

SyncML DM has been designed to meet the management requirements of many different types of devices. For some of these device types there already exists a bootstrap or provisioning mechanism. In these cases SyncML DM leverages the existing mechanisms so that backwards compatibility and simple deployment can be achieved. To define how different kinds of devices can be bootstrapped and to specify how SyncML DM leverages existing standards this document introduces the concept of bootstrap profiles. Each profile defines its own security, transport and data format. Support for any particular profile is OPTIONAL.

Currently two profiles are planned, but as interest in SyncML DM grows and usage of it increases more profiles can be added. The two profiles are:

OMA Client Provisioning
This profile specifies how the OMA Provisioning architecture [PROVARCH] can be used to provision SyncML DM. The profile defines an APPLICATION characteristic registration document for Device Management purposes (w7.txt) and how these, and other parameters, are mapped in to the DM management tree.  It is RECOMMENDED to use this profile

Plain

This profile specifies how the SyncML DM management object can be bootstrapped using a SyncML DM format. For security it leverages the methods developed for WAP Provisioning. This type of bootstrap message can be transported using OBEX or WAP Push, but other transport mechanisms can be defined in the future. This profile is specified in this document. This profile will be removed from future versions of this specification.

5.3 OMA Client Provisioning Profile

OMA Client Provisioning is designed to provision the initial configuration information to devices, when Device Management is designed to subsequently add, update, delete and retrieve all kind of data. The purpose of this chapter is to describe how to map the Client Provisioning [PROVARCH] information to the Device Management [ERELDDM] management tree in a way that later management for the provisioned parameters is possible in case both Client Provisioning and Device Management are supported by the client device. 


The content of the Bootstrap message is based on the OMA Provisioning Content Specification [PROVCONT]. In order to enable the usage of the OMA Provisioning Content Specification within the OMA Device Management Framework, the DM application registration document w7 is released by DM group to provide information how the APPLICATION characteristic in OMA Provisioning content [PROVCONT] is used to provision OMA Device Management enabler [ERELDDM] parameters.

5.3.1 Transports

Bootstrapping a DM device should be possible to do through all the transport mechanisms defined for DM. This includes transports providing both local and remote connectivity. In the local case, the transport used could be OBEX and in the remote case WAP Push, since these are both capable of delivering un-solicited messages to the device.

5.3.1.1 WAP Push

OTA bootstrapping using OMA Client Provisioning profile is done as defined in the OMA Provisioning Bootstrap specification [PROVBOOT].

5 Mapping Characteristic Data to the Management Tree

When devices receive Client Provisioning message the device can create a management object for that information to the management tree in order to enable the subsequent management. Management object can have two different types of name space identifiers (Property Name described in Section 7 in [DMTND]) - One where the name is fixed already in the DDF [DMTND] and another where the name is dynamic separating the instances of the child nodes (See Figure 1). 
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Figure 1: Example Management Object and Name Identifiers

The name identifiers for fixed nodes are already given in the management object DDF. Also, the parameter mapping between Client Provisioning parameters and Management Object parameters MAY be specified in the Management Object specification. In addition a general rule that should be followed to map fixed name information between Client Provisioning APPLICATION characteristic and standardized Application Connectivity Management Object template structure is given in Appendix C.

The client device gives the name identifiers for dynamic nodes that are separating the instances of the child nodes. It is recommended that a numeric order is being followed starting from ‘1’ and increase by one every time. In case there is priority specified in the Provisioning Content document the rank MUST reflect that.
Client SHOULD communicate the newly created node identifier to the server using the Generic Alert as specified in [DMPRO] Section 8.7. Specific document is released by DM group to provide information about the document Type and Data.
5.3.3 Management Object Location in the Management Tree

Newly created management object location in the management tree is decided by client device. However, it MUST be placed following the published DDF of the management tree so that the server is able to know where to find the provisioned information.

5.3.4 Management Object Access Rights

All provisioning information mapped from the Provisioning Content [PROVCONT] document to management tree MUST be granted Get, Replace and Delete ACL rights to the ServerID specified in the w7 APPLICATION characteristic provisioned inside Provisioning Content message.  The management authority owning the ServerID may modify this ACL in a subsequent DM session.
In case w7 APPLICATION characteristic is not part of the provisioning message client device receiving the message and mapping the information to the DM management tree MUST NOT give the access rights to these parameters to the improper management authority.
5.3.5 Special Behaviors

5.3.5.1 Smart Card Provisioning

In case Smart Card contains the provisioning information as specified in the [PROVSC] device SHOULD detect the removal and/or change of the Smart Card. When the Smart Card is removed and/or changed, the client device SHOULD remove all the provisioned management object information from the management tree. 

5.3.6 Device Management, Access Point and Proxy Information

Devices supporting both Client Provisioning and Device Management MUST be able to map w7 (Device Management account) and NAPDEF (if supported) and PROXY (if supported) characteristics information to the management tree. The mapping of the fixed nodes is specified in the w7, NAP and Proxy management object specifications. 
In case device supports the management objects specified in [DMSTDOBJ] a mapping is described in Section 5.3.6.1.
Client device MUST give the names for the dynamic nodes as described in Section 5.3.2.

5.3.6.1 Mapping of [DMSTDOBJ] information
The Device Management DMAcc sub-tree is initialized using values from the w7 APPLICATION characteristic, and MUST be created by the DM client.  The Con sub-tree MAY be omitted by leaving the ConRef value in the DMAcc sub-tree empty or by pointing this value to management object specifying the connectivity information.  If the ConRef value is omitted, the client may use connection data that is external to the management tree, such as established in the Provisioning Content (e.g., PXLOGICAL and NAPDEF).  In either case the initial management tree is intentionally sparse, as it is expected that the provisioning server will add any additional nodes and properties once a Device Management session is established.

The following diagram shows how information from the provisioning content and the w7 characteristic are mapped to the management tree.  Note that the discussion concerning the creation of the DMAcc sub-tree is normative, while the example of building a Con sub-tree from bootstrapped PXLOGICAL and NAPDEF values is informative.
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Requirements for DM client when it converts the w7 APPLICATION characteristic to the management tree:

· DM Client MUST assign a unique name for the child node under DMAcc as specified in Section 5.3.2. Management server can modify this node name in some subsequent DM session. 

· The DM Client MUST grant Get, Replace and Delete ACL rights to the specified ServerId for the child node created under DMAcc as specified in Section 5.3.4.  The provisioning server may modify this ACL to provide broader access in a subsequent DM session.
The values of each leaf in the DMAcc object is derived from the w7 APPLICATION characteristic as follows:

· Addr – takes on the literal value of APPADDR/ADDR or APPLICATION/ADDR depending on which is sent.

· AddrType – DM Client chooses the value based on the transports it supports. The DM Server may modify this in a subsequent DM session. 

· PortNbr – takes the port value from PORT/PORTNBR or from APPLICATION/ADDR if present.

· ConRef – may be left empty by the DM client to use connection information maintained outside of the management tree, for example as specified within PXLOGICAL and NAPDEF.  If a value is specified, it MUST be a URL that points to connectivity information stored within the management tree.  Commonly, this value will identify an object under the .SyncML/Con node as discussed in the example below.

· ServerId – specifies the ID of the DM management server and takes on the value specified by APPLICATION/PROVIDER-ID.  Server identification and access control is based on this value.  (Note that APPLICATION/PROVIDERID is used, even if a different value is provided in the application characteristic APPAUTH[APPSVR]AAUTHNAME.)

· ServerPW  – takes the value of APPAUTH/AAUTHSECRET as specified for the server by the keyword APPSRV.

· ServerNonce – takes the value of APPAUTH/AAUTHDATA as specified for the server by the keyword APPSRV.

· UserName – specifies the ID of the device user and takes on the value of APPAUTH/AAUTHNAME as specified by the keyword CLIENT.

· ClientPW  – takes the value of APPAUTH/AAUTHSECRET as specified by the keyword CLIENT.

· ClientNonce – takes the value of APPAUTH/AAUTHDATA as specified by the keyword CLIENT.

· Name – takes the value from APPLICATION/NAME.

A DM client that has just been bootstrapped with provisioning content with values for PXLOGICAL and NAPDEF sufficient to connect to the DM server, may simply build the DMAcc sub-tree, and leave the ConRef value empty.  The client could then use the connection information in PXLOGICAL and NAPDEF to establish a DM session with the server.  If the w7 APPLICATION characteristic TO-PROXY is specified, the connection is made using the specified  PROXY-ID.  If TO-NAPID is specified, the connection is made using the specified NAPID.

Alternatively, the client could use the very same connection data to build a DM management sub-tree from the information in PXLOGICAL and NAPDEF.  The following informative discussion shows how a DM client might build the Con sub-tree shown in the preceding diagram from PXLOGICAL and NAPDEF: 

· Con/NAP/… – data is taken from the NAPDEF information specified by a NAPID, provided by the TO-NAPID value in the w7 APPLICATION characteristic or a TO-NAPID value found within a PXLOGICAL specified by the TO-PROXY in the w7 APPLICATION characteristic.  The NAPDEF so identified is used to build the Con/NAP sub-tree as follows:

· Con/NAP/Bearer – is converted from NAPDEF/BEARER to conform to the numeric Bearer codes assigned in [DMSTDOBJ] (e.g., “GSM-GPRS” ( “11”).

· Con/NAP/AddrType – is converted from NAPDEF/NAP-ADDRTYPE to conform to the numeric Bearer codes assigned in [DMSTDOBJ] (e.g., “IPV4” ( “1”).

· Con/NAP/Addr – is taken directly from NAPDEF/NAP-ADDRESS.

· Con/NAP/Auth/<Auth-Method> – defines a node for either PAP or CHAP authentication, indicated respectively by using “PAP” or “CHAP” as the node name.

· Con/NAP/Auth/<Auth-Method>/ID – defines the NAP authentication ID, e.g., a user name.

· Con/NAP/Auth/<Auth-Method>/Secret – defines the NAP authentication secret, e.g., a password.

· Con/PX/… – data is taken from the PXLOGICAL information specified by a PROXY-ID, provided by the TO-PROXY value in the w7 APPLICATION characteristic.  The PXLOGICAL so identified is used to build the Con/PX sub-tree as follows:

· Con/PX/PortNbr – is taken directly from PXLOGICAL/PXPHYSICAL/PORT/PORTNBR.  In the case of multiple PXPHYSICAL and PXPHYSICAL/PORT values, the DM client must choose a single value.

· Con/PX/AddrType – is converted from PXLOGICAL/PXPHYSICAL/PXADDRTYPE to conform to the numeric Bearer codes assigned in [DMSTDOBJ] (e.g., “IPV4” ( “1”).  In the case of multiple PXPHYSICAL values, the DM client must choose a single value.

· Con/PX/Addr – is taken directly from PXLOGICAL/PXPHYSICAL/PXADDRESS. In the case of multiple PXPHYSICAL values, the DM client must choose a single value.

· Con/PX/Auth/<Auth-Method> – defines a node for HTTP-BASIC, HTTP-DIGEST, or WTLS-SS authentication, indicated respectively by using “HTTP-BASIC”, “HTTP-DIGEST”, or “WTLS-SS” as the node name.

· Con/NAP/Auth/<Auth-Method>/ID – defines the proxy authentication ID, e.g., a user name.

· Con/NAP/Auth/<Auth-Method>/Secret – defines the proxy authentication secret, e.g., a password

Note that when a DM client chooses to build a connection object within the management tree, the ConRef of the associated DMAcc object must be set to point to the corresponding connection object.



5.4 Other Client Provisioning information

Devices supporting both Client Provisioning and Device Management MAY decide to map other information provisioned in the Client Provisioning message to the management tree. A general mapping is described in Appendix C, but in case a specific mechanism is described in the Management Object document that MUST be followed.

Appendix C: General Mapping

In the below table the Provisioning Content APPLICATION characteristic correspondence is shown to the Structure Template for Application Connectivity Management Object.

	APPLICATION CHARACTERISTIC INFORMATION
	STRUCTURE TEMPLATE FOR APPLICATION CONNECTIVITY MANAGEMENT OBJECT

	APPID
	AppID

	PROVIDER-ID
	ProviderID

	NAME
	Name

	AACCEPT
	Aaccept

	APROTOCOL
	AProtocol

	TO-PROXY
	PrefConDef, if multiple ToConRef/<X>/ConRef

	TO-NAPID
	PrefConDef, if multiple ToConRef/<X>/ConRef

	ADDR
	PrefAddr

	APPADDR/ADDR
	AppAddr/<X>/Addr

	APPADDR/ADDRTYPE
	AppAddr/<X>/AddrType

	APPADDR/PORT/PORTNBR
	AppAddr/<X>/Port/<X>/PortNbr

	APPADDR/PORT/SERVICE
	AppAddr/<X>/Port/<X>/Service/<X>/Service

	APPAUTH/AAUTHLEVEL
	AppAuth/<X>/AauthLevel

	APPAUTH/AAUTHTYPE
	AppAuth/<X>/AauthType

	APPAUTH/AAUTHNAME
	AppAuth/<X>/AauthName

	APPAUTH/AAUTHSECRET
	AppAuth/<X>/AauthSecret

	APPAUTH/AAUTHDATA
	AppAuth/<X>/AauthData

	RESOURCE/URI
	Resource/<X>/URI

	RESOURCE/NAME
	Resource/<X>/Name

	RESOURCE/AACCEPT
	Resource/<X>/AAccept

	RESOURCE/AAUTHTYPE
	Resource/<X>/AauthType

	RESOURCE/AAUTHNAME
	Resource/<X>/AauthName

	RESOURCE/AAUTHSECRET
	Resource/<X>/AauthSecret

	RESOURCE/AAUTHDATA
	Resource/<X>/AauthData

	RESOURCE/STARTPAGE
	N/A
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