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1 Reason for Change

The Device Management Requirements Document specifies that a secure transport layer security model must be used when running a DM session over TCP/IP / HTTP. The requirements document also specifies that mutual authentication must be carried out, either at the transport layer or at the application layer. This CR proposes a change to the current Common specification that reflects the requirement that mutual authentication can be either at the transport or the application layer. Weaker application layer authentication mechanisms are made optional in the case where mutual authentication is carried out at the transport layer.  
2 Impact on Backward Compatibility

No. 
3 Impact on Other Specifications

No
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve this CR 

6 Detailed Change Proposal

Section 5.3 in OMA-SyncML-RepPro-V1_2-20040601-C
5.3  Security

An objective of SyncML is to provide a framework for secure operation. SyncML itself does not define any new security schemes. Instead, it provides the framework to challenge authentication, authentication, authorization and inclusion of encrypted data in a SyncML Package. In addition, the originator and recipient may use the security mechanisms of the underlying transport to authenticate each other and to provide a secure transport for the exchange of SyncML Packages. 
SyncML can be used by an originator to encapsulate authentication information in the Cred element type. Implementations conforming to this specification, and not relying on security mechanisms of the underlying transport to authenticate the originator and the recipient, MUST support the "Basic" and "MD5 Digest" schemes.

If the client always requires transport-layer mutual authentication when using SyncML over HTTP, then client support for the SyncML authentication schemes such as BASIC and MD5 Digest is optional.” 
SyncML can also be used to allow an originator to challenge the authentication of a recipient with the Chal element type. Not all authentication schemes provide a challenge mechanism. However, the MD5 Digest scheme does provide such a capability.
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