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1 Reason for Change

The Bootstrap document has a very clear definition for using OMA CP in conjunction with OMA DM. However, there are devices that will not implement OMA CP. Therefore, there is a need to define a bootstrap procedure for devices that only implement OMA DM.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA DM group approve this CR.
6 Detailed Change Proposal

Changes are marked in red.
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5.1.1 Requirements

A SyncML DM solution capable of transforming an empty, clean device into a state where it is able to initiate a management session needs to address these requirements.

· Re-use technology 
· Tightly standardised and simple ( Highly interoperable

· Self sufficient and complete

· Secure 

· Data format should be XML based

· Bootstrap content MUST be manageable using SyncML DM 
· Transport encoding MUST be WBXML
5.2 Bootstrap profiles

SyncML DM has been designed to meet the management requirements of many different types of devices. For some of these device types there already exists a bootstrap or provisioning mechanism. In these cases SyncML DM leverages the existing mechanisms so that backwards compatibility and simple deployment can be achieved. To define how different kinds of devices can be bootstrapped and to specify how SyncML DM leverages existing standards this document introduces the concept of bootstrap profiles. Each profile defines its own security, transport and data format. Support for any particular profile is OPTIONAL.

Currently two profiles are planned, but as interest in SyncML DM grows and usage of it increases more profiles can be added. The two profiles are:

OMA Client Provisioning

This profile specifies alignment of two existing enablers – OMA Client Provisioning [ELREDCP] and OMA Device Management [ELREDDM]. The profile defines how the information provisioned using OMA Client Provisioning can be transferred to the management tree specified in the OMA Device Management. In this profile least the mapping of w7 (DM account) and connectivity information to the management tree needs to be supported, but other provisioning information can also be mapped to the management tree. It is RECOMMENDED to use this profile.
OMA Device Management

This profile defines how the OMA Device Management [ELREDDM] can be used for bootstrapping.

5.3 OMA Client Provisioning Profile

OMA Client Provisioning enabler [ELREDCP] is designed to provision the initial configuration information to devices when, and can be used with the OMA Device Management enabler [ELREDDM] is designed to subsequently add, update, delete and retrieve all kind of data. The purpose of this chapter is to describe how to map the Client Provisioning information to the Device Management management tree in a way that later management for the provisioned parameters is possible in case both Client Provisioning and Device Management enablers are supported by the client device. 

The content of the Bootstrap message is based on the OMA Provisioning Content Specification [PROVCONT]. In order to enable the usage of the OMA Provisioning Content Specification within the OMA Device Management Framework, the DM application registration document is released by DM group to provide enough information how the APPLICATION characteristic in OMA Provisioning content [PROVCONT] is used to provision OMA Device Management enabler [ERELDDM] parameters.

5.3.7 Other Client Provisioning information  (changed to header 3)
Devices supporting both Client Provisioning and Device Management MAY decide to map other information provisioned in the Client Provisioning message to the management tree. A general mapping is described in Appendix C, but in case a specific mechanism is described in the Management Object document that MUST be followed.

Section 5.5 Plain Profile is replaced with this section 5.4 (note that section 5.4 is downgraded to 5.3.7).
5.4 OMA Device Management Profile

The content of the Bootstrap message is a standard SyncML DM message that MUST be encoded into WBXML. 
5.4.1 Transports

Any transport MAY be used to send the Bootstrap message to the DM client. Security appropriate for bootstrapping a device securely, and appropriate for the transport used MUST be employed.  Otherwise, transport neutral security MUST be employed."  See the security document for further information [DMSecurity]. 


5.4.2 Management Object Access Rights

The LocURI in the Source element of the SyncHdr defines the management authority which owns all nodes added during the Bootstrap session. The minimum ACL granted to this management authority is Get, Replace and Delete.
5.4.3 Management tree ACL and bootstrap

During processing of a DM Bootstrap message, the normal behavior of the ACL, as specified in [DMTND], does not apply. Each item in the Add command in the DM Bootstrap message MUST be processed successfully, according to the conditions described in section 5.4.5, in order for the bootstrap to be successful.

5.4.4 Bootstrap Message Content

The content of a DM Bootstrap message is a SyncML DM message. However, it is special since it is not part of an ongoing SyncML DM session but rather a one-time transfer of information. Hence, many of the elements needed to manage the session are superfluous in the context of bootstrapping, but they must still be included so that the message may be processed by the normal SyncML DM client. 

All SyncML DM bootstrap messages MUST be WBXML encoded.

SyncML DM servers MUST NOT expect any Status for the command in a bootstrap package. An implicit acknowledgement of successful bootstrap can be concluded when the client connects to the server for the first management session.

A typcial bootstrap message will set the values for the DMAcc management object defined in [DMSTDOBJ].

5.4.5 Processing of the Bootstrap

A Bootstrap message is processed just like a normal DM message, except that a response MUST NOT be sent back.
If a device encounters an item with a URI of the EXT sub-tree that it is not prepared to handle, the device MAY ignore that item in order that the bootstrap may succeed.


· 
· 
· 
· 


After successfully processing the bootstrap, the SyncML DM client SHOULD automatically initiate a client-initiated session to any DM server configured in the bootstrap at the next practical opportunity (i.e., when network connectivity and other factors would allow such a connection.).
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