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1 Reason for Contribution

Following some discussion that occurred during a joint meeting between OMA DM and SEC working group concerning the security issues in DM, it appeared that authentication of the device and the DM server are critical on a security point of view. Until now, the current DM enabler and work around security aspects have only considered the identification and authentication of the device and not the identification and authentication of the subscriber and/or user of the device. 

This contribution intends therefore to present some possible use cases linked to DM where the user and/or subscriber of a device are involved in some ways in DM operations. 

The goal of these use cases is to allow the OMA DM group to assess if identification and authentication of user and/or subscriber of a device are relevant in any DM operation and therefore if it has to be handled or not by DM work item. In case the answer is positive, the proposed use cases may be a base for further discussions on this subject and help this group to assess the differentiation to be done between identification/authentication of device, user and subscriber.

The intent of this contribution is not, for the time being, to propose how the identification and authentication of user and subscriber should be performed. It may be done later after the group consensus upon a need for such identification and authentication. But a short description of the possible mechanisms to achieve such identification and authentication is nevertheless presented.

2 Summary of Contribution

Several use cases can be identified where the user or the subscriber of a device accessing an Operator network have to be identified and authenticated. 

3 Detailed Proposal

1- Issue & Available mechanisms

Two means seem to be possible for identifying and authenticating a subscription associated to a given device active onto an operator network:

· Network mechanism: information about the subscription is stored in the home network (HLR for example). IMEI and IMSI information can therefore be made accessible by the DM server or 3rd party server involved in a DM operation.

· Smart Card mechanism: As a storage area for subscription information, the SC may also be used for identifying the subscriber. The advantage of this mechanism is that it can be combined with user interaction (for example, in order to verify if the user is the subscriber).

In a HLR, it is not possible to ask this database for information with the IMEI key. The MSISDN or IMSI key are needed. There seems therefore to be a big difficulty to obtain the IMEI/IMSI pair for a server such as DM server as this latter only may only know the IMEI.

The identification and authentication of the device is obviously necessary in the DM server functionality. When considering the need for having identification and authentication of a user and/or subscriber, this knowledge may be needed either by the DM server itself or a third party server linked to the DM server.

On the device side, an authentication may be performed through several mechanisms:

· authentication done only by the Smart Card : PIN-like verification enabling to be sure that the user is also the subscriber.

· authentication done by Smart Card and network : Shared-key-like mechanism where the network may verify (and there authenticate) what subscription is using the device. A possible variation involves the user in order to verify if user = subscriber.

2- Use Cases

The following particular use cases show the need to have sometimes the user and/or subscriber identification/authentication during DM operation. 

The following use cases, extracted from the DM REQ document, may imply to identify and authenticate a user and/or subscriber : 5.1.4, 5.1.5, 5.3.1, 5.4.1, 5.5.1.

2.1- Variations on Use Case 5.1.4 (Bootstrap Provisioning for used Devices).

Original use case:

“A Subscriber acquires a Device outside the operator's normal sales lines, e.g. second-hand. An inappropriate configuration in this case is very likely. The only connection to the operator is the smart card, where applicable. The Subscriber's first time use of the Device is detected automatically by the operator's infrastructure.

Alternatively the Subscriber asks explicitly for a configuration parameter set, e.g. by Customer care call or an abbreviated dialling request. The characteristics of the Device (e.g., Device capabilities, resident applications, configuration parameters) are determined and transmitted to the operator's management server. The appropriate provisioning parameters are transferred to the Device; optionally after a confirmation by the Subscriber. In addition User-specific preferences are defined by the User.

Difference to the use case in section 5.1.3 is that here already inserted configuration data has to be overridden; the Device is not in a 'fresh' state, but might be highly mis-configured, so standard values do not necessarily apply.”

New Variations:

A Subscriber acquires a Device outside the operator's normal sales lines, e.g. second-hand or without subscription purchase. The configuration of the device in this case is certainly not appropriate, particularly if it is a new device or if the previous subscriber was registered on another network operator. When used and if DM compliant, the smart card has to be used for initial provisioning but it is not necessarily enough. 

The Subscriber's first time use of the Device may prompt a confirmation of device provisioning by the SC (option). He/she may also be prompted for a provisioning through the network. During these steps, an authentication of the subscriber may be asked: by the device during SC provisioning phase, by the network during the network provisioning phase. 

The reason for the additional SC authentication at SC provisioning phase may be that the device is an enterprise-owned (corporate) device, therefore managed by the enterprise and not by the user of the device (typically an employee). The enterprise would not allow the use of this device by another kind of subscription.

2.2- Variations on Use Case 5.1.5 (Subscriber provisioning through the PC).

Original use case:

“A new Device is purchased by the User via the Internet from a Device vendor.  The User receives the Device from the vendor. 

To provision the Device the User places the new Device in proximity to their PC. The PC Agent discovers the Device. The User is prompted to ask if they wish to provision the Device, after an affirmation of consent the PC Agent connects to the Network Management Authority.

The User is then presented with options on the PC UI and is stepped through the process of provisioning the Device via a secure Network connection. The User selects to configure network settings, add additional prepaid minutes and selects the game service.  The User enters their personal and credit card information and confirms the transaction.  Upon completion of a credential check the Network Management Authority provisions the device via the PC Agent.”

New Variations:
To provision the Device, the User places the new Device in proximity to their PC. The PC Agent discovers the Device. The User is prompted to ask if they wish to provision the Device. After the user consent and its authentication, the PC Agent connects to the Network Management Authority. The authentication may important here if the network operator wants to securely identify the subscriber asking for a provisioning.

The User is then presented with options on the PC UI and is stepped through the process of provisioning the Device via a secure Network connection. The User selects to configure network settings, add additional prepaid minutes and selects the game service.  

When a payment is to be performed by the user (or subscriber) of the device, several mechanism of payment can be used: 

· through operation subscription bill: the operator identifies and authenticated the user in order to bill him through its phone bill. 

· through emission of credit card information: the operator is linked to a bank server for charging an actual bank account. Authentication of the user is needed at least between the user/subscriber and the financial server.

· through pre-paid credit owned by the subscriber or user at the operator network: the user of the device has a prepaid account at the operator network that can be charged. Charge of this account must be done after authentication and agreement of the user.

2.3- Variations on Use Case 5.3.1 (Software upgrade/update/installation initiated by the management server/User).

Original use case:

“The management server requests the software/hardware inventory of the Device. The Device returns appropriate inventory data to the management server (with optional User interaction). The management server analyses the data, and initiates the transfer of the required software. The Device receives and installs the software using the mechanisms that are applicable to that type of software. Upon completion, the Device reports the status to the management server as requested by the management server. Software may be transferred as an upgrade package that is not in itself the complete software component being updated. Software updated in this way may be indistinguishable from software updated in its entirety.”

New Variations:
A- User authentication before allowing a firmware update.

An operator wants to update the firmware of its customers and in some cases, depending on the subscription, this operation may be charged.

An authentication of the user, and optionally a user confirmation (that is also the subscriber in this case), has therefore to take place before the DM download and update process. A derived use case could include a confirmation step of the user that could be part of the authentication phase.

B-Corporate Use.

A network operator has a deal with a corporate for a specific kind of device, i.e. with a specific customized firmware and software. 

When a user with a corporate subscription changes his device, this new one is now customized correctly.

The operator can detect through a DM session (or alert) that the device is not correctly customized (or it may be a user demand) and begin an update of the device. Obviously, the authentication of the subscription is mandatory and user confirmation may also be mandatory.

2.4- Variations on Use Case 5.4.1 (Helpdesk problem determination).

Original use case:

“A Subscriber calls the operator’s customer care facility or corporate help desk complaining that their Device is reporting an error, or a service is failing to work.  The corporate help desk or operator’s Customer care server Help Desk agent can query the Device to determine key information, e.g.:

· Device type

· Serial number

· Operating system version

· Capabilities

· Installed applications

· Connectivity/application configuration

· Event/performance logs 

Based upon this information, the Help Desk agent may be able to determine the cause of the issue, and take Device Management actions that resolve it.”

“The normal flow is 

1. User calls Customer Care

2. Customer Care sends query to Device

3. Device reports its configuration information to the Customer Care server

4. Customer Care sends request to User for authorisation to download application to Device

5. User grants authorisation

6. Customer Care downloads application to device, installs and executes it

7. Device sends acknowledgement to Customer Care server”

This initial use case is already considering the user confirmation that allows the update of the device. It is obvious that if the user is giving the authorization for such an update, an authentication phase must have been done previously in order to be sure of who is doing the confirmation.

2.5- Variations on Use Case 5.5.1 (Bug Fixes for Operational Improvement).

Original use case:

“The increased complexity of Devices has increased the likelihood for device recalls due to software.  There is a strong business case for over-the-air software download to correct software deficiencies including non-applications software.  The manufacturer is responsible for developing software for correcting “bugs” in their software and for seeking approval from the appropriate regulatory agency for every software version to be installed and executed on any wireless hardware device.”

New Variations:
There are two ways to consider the bug fixing issue: operators do it themselves or they delegate it to device manufacturers.

In the case of the operator doing it for its subscribers, it is logical to consider that he only fixes the bugs of devices belonging to its customers. Normally, a device is connected to its network is considered as belonging to one of its customers. The problem is that the operator may want to trace and log the activity of its subscriber. Indeed, bug fixing has a cost and the operator will not agree any of its customers to fix bugs of devices intended to be used on other networks not providing bug fixing. In this case, an identification and authentication of the user is necessary.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM group shall discuss about these use cases in order to decide if they are relevant to the current OMA DM working group focus and work. In case the answer is yes, these use cases may help to describe the actual DM use cases involving the user and/or subscriber. 
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