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1 Reason for Change

The Bootstrap document refers to the Security document for security issues.  However, the Security document refers to the Bootstrap document for security issues specific to bootstrap.  This CR fixes that circular reference.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA DM group approve this CR.
6 Detailed Change Proposal

Add the following references to section 2.1:

	

	

	

	

	
	


	[GSM11.11]
	“Digital cellular Telecommunications system (Phase 2+); Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface”, (ETSI TS 100 977), URL: http://www.etsi.org/ 

	[TS151.011]


	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”,  (ETSI TS 151 011), URL: http://www.etsi.org/

	[TS102.221]


	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221), URL: http://www.etsi.org/

	[TS131.102]
	“Characteristics of the USIM application”, (ETSI TS 131.102), URL: http://www.etsi.org/

	[C.S0023-B_v1.0]
	“Removable User Identity Module For Spread Spectrum Systems”, 3GPP2 C.S0023-B version 1.0, URL: http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf


Replace the section 5.7 with this new text:
5.7 DM Bootstrap
Bootstrapping is a sensitive process that may involve communication between two parties without any previous relationship or knowledge about each other. In this context, security is very important. The receiver of a bootstrap message needs to know that the information originates from the correct source and that it has not been tampered with en-route. It is important that DM clients accept bootstrapping commands only from authorized DM or CP servers.
5.7.1 Transports

Since any transport MAY be used to send the Bootstrap message to the DM client, appropriate security for bootstrapping a device securely MUST be employed. If the transport has this appropriate security, it MUST be employed, otherwise, transport neutral security MUST be employed.
Transport specific security is documented in the transport binding documents.

5.7.2 Transport Neutral Security
The following subsections show some methods of transport neutral security. While the server and client MUST support NETWORKID_HMAC and USERPIN_HMAC, they are not limited to just those – other methods may be used as long as they employ a level of security appropriate for bootstrap. The combined security of the secret (e.g., randomness, difficulty of obtaining, etc.), the transport and the environment of use should be among the considerations when a bootstrapping service is being implemented.
5.7.2.1 NETWORKID_HMAC 

This method relies on some kind of shared secret that the device and the network provider both know before the bootstrap process starts. This could be things like IMSI (for GSM) or ESN (for CDMA). What the shared secret actually is depends on the network provider and the particular device. One advantage with this method is that is can be used without user intervention. 

The NETWORKID_HMAC method requires:

1. A HMAC value to be calculated using this shared secret and the DM bootstrap message, to be sent along with the message.

2. The protocol used to send the bootstrap message must be capable of transporting both the HMAC value and the SyncML DM bootstrap package. See section 5.4.2 and 5.4.3.
3. The authentication type SHALL be specified as ‘syncml:auth-MAC;NETWORKID’.

SyncML DM compliant devices and servers MUST support the NETWORKID_HMAC method. 

5.7.2.2 USERPIN_HMAC
This method relies on a PIN that must be communicated to the user out-of-band, or agreed to before the bootstrap process starts. 

The USERPIN_HMAC method requires:

1. A HMAC value to be calculated using this PIN and the bootstrap message, to be sent with the message.

2. The protocol used to send the bootstrap message must be capable of transporting both the HMAC value and the SyncML DM bootstrap package. See section 5.4.2 and 5.4.3.

3. The authentication type SHALL be specified as ‘syncml:auth-MAC;USERPIN’.

SyncML DM compliant devices and servers MUST support the USERPIN_HMAC method. 

5.7.2.3 USERPIN_NETWORKID_HMAC
This is a combination of the NETWORKID_HMAC and USERPIN_HMAC methods. It requires the use of a secret shared between the network provider and the device and a user PIN. 

The USERPIN_NETWORKID_HMAC method requires:

1. A HMAC value to be calculated using this PIN combined with the secret shared between the network provider and the device and the bootstrap message, to be sent with the message.

2. The protocol used to send the bootstrap message must be capable of transporting both the HMAC value and the SyncML DM bootstrap package. See section 5.4.2 and 5.4.3.

3. The authentication type SHALL be specified as ‘syncml:auth-MAC;USERPIN_NETWORKID’.
SyncML DM compliant devices and servers MAY support the USERPIN_NETWORKID_HMAC method. 

5.7.2.4 OUTOFBANDPIN_HMAC

This method relies on out-of-band transport of the PIN. The PIN is computed based on the bootstrap message and there is no digest or message authentication code sent with the bootstrap message, since the PIN itself contains this information. When a device receives the message, the user should be prompted to enter the PIN delivered out-of-band. The computation is then performed again and if the results match the message can be accepted. 

One drawback of this method is that the PIN’s tend to get rather long; the minimum size allowed by the algorithm is 10 decimal digits. SyncML DM compliant devices and servers MAY support the OUTOFBANDPIN_HMAC method.

For this method, the authentication type SHALL be specified as ‘syncml:auth-MAC;OUTOFBANDPIN’
5.7.3 Smartcards

While not a transport, per se, smartcards allow for a very secure delivery of bootstrap information.

Smartcard is a generic name for a set of specific specifications: [GSM11.11], [TS151.011], [TS102.221], [TS131.102], [C.S0023-B_v1.0]. 

Bootstrap data MAY be stored on the smartcard. If data is found on the smartcard then the data MAY be used to bootstrap the DM client. 

5.8 CP Bootstrap

See [ProvBoot].
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