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1 Reason for Change

Several suggested updates to the reference portion of the FUMO specification draft.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve this change request and apply the changes to version 1.0 of the Firmware Update Management Object specification.
6 Detailed Change Proposal

1. The following documents should move from the informative to normative section based on their normative use in the specification text: [SYNC DM], [DMNOTI] and [DMSTDOBJ] (see 6.2.2.1 and 6.2.2.2 for normative uses of the latter two, respectively).  A normative reference for [SYNC DM] should appear in 6.2.2.1 as well, as described in  item #2.  We also need to add [DMTND] and [ALERT 1226] as they are referenced in Section 3.2 and several places in Sections 5 and 6, respectively.
2.
References

2.1  
Normative References

	[SYNCDM]
	OMA Device Management Protocol, Version 1.1.2, OMA

	[DMNOTI]
	OMA Notification Initiated Session, Version 1.1.2, OMA

	[DMSTDOBJ]
	OMA Device Management Standardized Objects, Version 1.1.2, OMA

	[DMTND]
	“OMA Device Management Tree and Description, Draft Version 1.2 – 4 Jan 2005”, Open Mobile AllianceTM , OMA-DM-TND-V1_2_0, URL:http://www.openmobilealliance.org

	[ALERT 1226]
	“OMA Device Management  Representation Protocol, Draft Version 1.2 – 5 Jan 2005”, Open Mobile AllianceTM, OMA-DM-RepPro-V1_2_0, (see Section 7 on alert codes) URL:http://www.openmobilealliance.org

	
	


2.2
Informative References

	[DLARCH]
	“Download Architecture Version 1.0”, Open Mobile AllianceTM, OMA-Download-Arch-v1_0, http://www.openmobilealliance.org/documents.html [OMA Download v1.0 Enabler Release]

	[DLOTA]
	“Generic Content Download Over The Air Specification Version 1.0”, Open Mobile AllianceTM, OMA-Download-OTA-v1_0, http://www.openmobilealliance.org/documents.html [OMA Download v1.0 Enabler Release]

	
	

	
	

	[RFC 2119]
	Key words for use in RFCs to Indicate Requirement Levels, IETF

	
	

	
	

	[RFC 2616]
	Hypertext Transfer Protocol – HTTP/1.1

	[DMREQ]
	Device Management Requirements,Version 1.0 July 24 2003

	
	


A normative reference to [SYNC DM] should be added to the section shown below.  This will reflect what I believe to be our intent, i.e., that FUMO updates be built upon the OMA DM protocol.  This change provides a minimal start at establishing this intent.  A subsequent CR is provided in an attempt to improve the protocol definition and separation of normative and informative content.
6.2.1      Firmware Update Protocol Overview

The Firmware Update Protocol specifies a set of standard commands with associated parameters and management objects that shall be used for OTA firmware updates.  OTA Firmware updates require special attention to handle the discovery, security, download and installation.  

OMA DM is the leading standards initiative that focuses on device management for wireless devices.  The OMA Download specification provides a flexible protocol for enabling the download of generic content, controlled through the use of a separate download descriptor.  By drawing on elements of these protocols and adding new elements, an effective protocol is constructed that combines Device Management [SYNC DM] for controlling the main device management functions and provides for the use of descriptor-based download mechanisms to download larger binary objects such as firmware updates.  The download process is abstracted to allow the use of either OMA DM (E.g., Add/Replace) or any suitable alternative download mechanisms (for example, a descriptor based download protocol such as OMA Download v1.0) [DLOTA]. 

The Firmware Update Protocol specifies a set of standard commands with associated parameters and management objects that shall be used for OTA firmware updates.  OTA Firmware updates require special attention to handle the discovery, security, download and installation.  

1. In Section 2, the following documents should move from the informative to normative section based on their use in the specification text: [SYNC DM], [DMNOTI] and [DMSTDOBJ].  These references 

2. In Section 3.2 [DMTND] is mentioned, but the reference does not exist in Section 2.  Should add reference to the normative part of Section 2 as follows:
	[DMTND]
	“OMA Device Management Tree and Description, Draft Version 1.2 – 4 Jan 2005”, Open Mobile AllianceTM , OMA-DM-TND-V1_2_0, URL:http://www.openmobilealliance.org


3. In Section 5, protocol compatibility is shown as DM v1.1.2 and above.  However, alert 1226 is required and is not part of DM v1.1.2.  I suggest the following:
Protocol Compatibility:  This object is compatible with OMA Device Management protocol specifications, version 1.2 and upwards and version 1.1.2 when augmented with support for generic alerts (i.e., alert 1226 [ALERT 1226]).

This then gives rise to another addition to the normative reference table in Section 2:

	[ALERT 1226]
	“OMA Device Management  Representation Protocol, Draft Version 1.2 – 5 Jan 2005“, Open Mobile AllianceTM, OMA-DM-RepPro-V1_2_0, URL:http://www.openmobilealliance.org


4. In Section 5.2.1, since nodes can be added dynamically, seems that the access type for “node x” should include "Add" and "Delete" (unless there is some subltety here that I misunderstand).  Suggested new text for Section 5.2.1:

Access Types: Get, Add, Delete 
5. In Section 5.2.7, given the ability to replace the "Update/PkgData" node it seems like we should also enable "replace" for the "PkgName" and "PkgVersion" nodes.  Suggested new text for Sections 5.2.2 and 5.2.3:
5.2.2 x/PkgName


This optional node contains the Name associated with the firmware update package.  

Occurrence: ZeroOrOne

Format: Chr

Access Types: Get, Replace 
Values: N/A 

5.2.3 x/PkgVersion


This optional node contains the Version information for the firmware update package.

Occurrence: ZeroOrOne

Format: Chr

Access Types: Get, Replace
Values: N/A 

6. In Section 5.2.10  "Update Failed / No Data" appears to be in Red text for no apparent reason.  Also, the similar node in the diagram is shown differently (red text and arrow, lighter circle).  If there is a reason for this distinction, we need to state it, if not we need to fix the text and arrow color and line weight to be consistent with the surrounding items.  I couldn’t “open the drawing” to cut-n-paste the suggested changes, so the following textual picture will have to suffice: (a) add a legend to explain the solid versus dashed lines, (b) show the idle state in the same bubble as the start state, (c) change the start state text to say “start/idle”, (d) show the transitions from the four "update completion" states to the “start/idle” state – this should be triggered by the client receiving an ACK from its completion status message (which should also be shown), (e) add a dashed transition in parallel to “UP” from the “Starting Update / Have Data” node to the “Update in progress / Partial data” node, this now explains both the externally trigger transition based on a received update command and the internally triggered transition based on completing the first part of a previously received download and update command, (f) change the “DL” labels to “DL/DLUP” in the diagram as this better reflects receiving an exec command for either the download or download and update node, (g) add text after the diagram to further explain the legend, such as:
The text shown on the solid state transition lines indicates reception of a message from the server.  E.g., “DL/DLUP” refers to the exec command for either a download or download and update node, “UP” refers to the exec command for an update node, Completion ACK refers to the server’s acknowledgement of the completion status message sent by the client.
7. Sec 6.1.1, refers to an optional alert "message".  This should be an optional alert "command."  We can reference Sec 6.5.2 in DM-RepPro.  Suggested new text for Section 6.1.1:

6.1.1 Exec Command Semantics for Update

The update package located in the x/Update/PkgData item or previously downloaded from the x/Download/PkgURL is employed by an update activity.  Optionally, an Alert command [ALERT Cmd] can be used for soliciting user opt-in prior to the execution of the Exec command on the Update node.
Results will be supplied in the ResultCode that is returned in a final notification employing an Alert 1226 message [ALERT 1226].  The State element is used to indicate the state (as in a state machine) reached during update. The LocURI value is also included in the final notification.  
And also add the following two items to the normative part of Section 2:
	[ALERT 1226]
	“OMA Device Management  Representation Protocol, Draft Version 1.2 – 5 Jan 2005”, Open Mobile AllianceTM, OMA-DM-RepPro-V1_2_0, (see Section 7 on alert codes) URL:http://www.openmobilealliance.org

	[ALERT Cmd]
	“OMA Device Management  Representation Protocol, Draft Version 1.2 – 5 Jan 2005”, Open Mobile AllianceTM, OMA-DM-RepPro-V1_2_0, (see Section 6.5.2 on alert command) URL:http://www.openmobilealliance.org


8. In Section 6.1.2, same comment on "alert message" as above (for 6.1.1).  I would strike the second sentence (it doesn't seem to add anything of value and begs the issue of whether "download agent" has some special meaning).  Suggested new text for Section 6.1.2:
6.1.2  Exec Command Semantics for Downloading an Update Package

The update package specified by the x/Download/PkgURL item is downloaded employing alternative download mechanisms, such as the OMA OTA Download v1.0.  A download agent, or some other entity, is invoked to initiate the download.  Optionally, an Alert command [ALERT Cmd] can be used for soliciting user opt-in prior to the execution of the Exec command on the Download node.

Results will be supplied in the ResultCode that is returned in a final notification employing an Alert message [ALERT 1226].  The State element is used to indicate the state reached during the download. The LocURI value is also included in the final notification. 

9. In Section 6.1.3.1, [ALERT 1226] is mentioned, but the reference does not exist in Sec 2.  Previous change items, above, show the addition.
10. In Section 6.1.3.1, the note should be changed to reflect the semantics for the final state transition back to “start/idle”.  The existing and proposed text are shown below (existing first):
NOTE: If the server needs to retrieve additional information, such as State, then the server MAY query the device for those specific nodes.

Suggested new (replacement) text:

NOTE: The client will reset the state to “start/idle” after the server has acknowledged the completion status message.
11. In Section 6.1.3.1, should capitalize [“Alert” 1226] in the final reference for [ALERT 1226].  The same inconsistency exists and should be fixed in Sections 6.1.4.2, 6.1.4.3, and 6.1.4.4.
12. Section 6.2 should be removed (just the outer part – the part that says “informative”).  This material describes the protocol messages, which I believe is necessarily a key normative part of a specification that covers client/server interoperability.  Section 6.2.1 should be promoted to 6.2 and the tag “normative” should be added, something like:

6.2 Normative – Firmware Update Protocol Overview

The Firmware Update Protocol specifies… 
      Subsequent subsections should be similarly promoted.

13. The two examples in the current Section 6.2.1 should be labelled as informative, since they are now in a normative section: 
Scenario 1 (informative): Firmware Update via OMA DM Download (Replace)


And:


Scenario 2 (informative): Firmware Update through an Alternative Download Mechanism 

14. In Section 6.2.2.1, given the addition of Section 7 on user-initiated firmware updates, the text in the second paragraph of this section should be removed as it is contradictory, a reference to Section 7 can be inserted:

6.2.2.1 Firmware Update Step1: Firmware Update Initiation

In order to begin any kind of firmware update, the device is required to open a data connection to the server.  The following mechanisms SHALL be supported to initiate the firmware update process:

· User initiated

· Network initiated

The subscriber experience for user-initiated updates is described in Section 7, though the immediately subsequent sections still apply.are not addressed in this specification as it does not require specific standardization.  Recommended approaches are through menu items and service codes on the device.  The user initiated update process would simply launch an OMA DM session.
For network initiated updates, OMA Device Management provides a framework by which clients can be sent a “Notification Initiation Alert” to trigger the client to start the data session. It is the intent of the Firmware Update Protocol to leverage General Package#0 as specified in the OMA DM Notification Initiation Session document [DMNOTI].  OMA DM specifies that WAP Push MAY be used for this purpose and specifies a format acceptable for the purpose of firmware upgrade initiation.
15. In Section 6.2.2.3, changed “may” the “MAY” as this section is (now) normative:  The firmware download may MAY occur either through a OMA DM 'Replace' command or via an alternative (external descriptor-based download) method by initiating the download process with the appropriate behavioral parameters.
16. In Section 6.2.2.3, change proposed to defined:  The protocol proposed defined here allows…
17. In Section 6.2.2.3, change “Appendix C” to “Appendix D”, as it is Appendix D that provides details on the Firmware Update Package Download. 
18. In Section 6.2.2.5, change “alert command” to “alert message” and add an appropriate reference (also added space to “ResultCodevalue” in final sentence):
6.2.2.5  Firmware Update Step 5: Notification of Firmware Update Status
At the completion of the firmware update process, the device MUST notify the server of the resulting status of the firmware update.  This MUST be accomplished through a subsequent client or server initiated OMA DM session to assure that the management server is informed of the final result.

A ResultCode is provided to the DM server via an Alert 1226 notification.

The Alert 1226 command message [ALERT 1226] provided by the OMA-DM protocols MUST be used by the OMA-DM client to communicate the ResultCode value to the DM Server.
19. In Section 6.2.2.5.1, change “phone” to device:
6.2.2.5.1  Non-Fatal Result Codes

For non-fatal update failures, the end-user SHOULD be provided an indication of the failure and return the phone device to an operational mode.

In addition to the result codes listed in the ResultCodes table, the ./FwUpdate/x/State element provides additional detailed information regarding the state in which the mobile device is left in at the termination (successful or otherwise) Exec operations invoked on the Update or Download elements.

20. Update Appendix A. Change History, as appropriate.
21. In Appendix C, since this section is informative, all occurrences of SHALL, MAY, MUST, SHOULD, etc. should be in lower case.
22. In Appendix C (Informative – Best Practices), subitems a, b, c, d, e and g seem to fall short of the criteria for being called a “best practice”.  In general, I think we can safely remove this whole section without losing any “specification value”, and, at a minimum I recommend that we remove items a, b, c, d, e, and g.  The full text of this appendix follows:
a) The PkgURL SHALL contain, at a minimum, the root address to the location of the firmware update or download descriptor.  In this case, a more specific address MAY be appended during the assembly of a download request by the download client, to point directly to the target object.  This MAY involve incorporation of parameters added to the URL, or those incorporated into HTTP headers within the request.  Alternatively, a full URL to the specific firmware update or download descriptor MAY be specified.

b) The firmware update package MUST be stored by the DM client in a location that is accessible by an Update agent (or even other non-OMA DM clients) on the device.

c) Any changes made to elements in the DM management tree SHALL not have firmware dependencies that result in fatal effects on the operation on the device.  

d) Firmware dependent configuration data that effects the operation, including ability to access a data network, SHALL be a part of the update package and therefore SHALL be processed as part of the firmware update process.

e) The Download Agent uses the size attribute of the download descriptor to check whether the device is capable of using or installing the update package.  

f) In addition to standard parameters, the device descriptor used in an OMA Download [DLOTA] protocol SHOULD include:

· Estimated download time

· Estimated update time

As these elements are not uniquely defined in the OMA Download v1.0 specification, they are recommended to be included as part of the Description field.

g) The firmware update location (location where a downloaded update package is stored) MUST be in a location accessible by non-OMA DM client, such as an Update Agent.    

h) It is anticipated that updating the firmware will require that the phone become inoperable during the time of the firmware upgrade.  It is also likely that the update process will not be capable of immediately returning to operating condition in the case of an interruption.  In the case that the device cannot immediately return to operating condition, the end-user SHOULD be presented with a warning that the phone will be offline and the approximate time of the update prior to beginning the firmware installation.

i) Deletion of the Update package under the  /x/ node is an activity that needs to be conducted after successful update, after an unsuccessful update attempt, after an aborted update attempt.  However, any specification when such deletes should occur is not addressed in this specification.  The management client may choose to delete it as soon as an update is successfully or unsuccessfully terminated, or whenever prompted to do so by the DM server.

j) PkgURL and PkgData are mutually exclusive. Only one of them needs to be set.

k) Reporting results in a Final Notification - Typically, when a final notification is to be communicated from the mobile device to the OMA-DM server, the following items are to be reported to the DM server:

 
1) ResultCode, and

 
2) URI of the update package

l) The PkgData node contains the actual binary firmware upgrade package.  Once the package is installed, the client MAY remove the data to save space, leaving the node empty.  Similarly, and the end of an update activity, the client MAY remove the update package downloaded from a server specified by a PkgURL.

23. Appendix D, first paragraph, change “…protocol proposed here…” to “…protocol defined in this specification…”:

 The firmware download may occur either through a OMA DM 'Replace' command or via an alternative (external descriptor-based download) method by initiating the download process with the appropriate behavioral parameters.  There are advantages and disadvantages to each process and it is at the discretion of the operators and manufacturers to select preferred implementation.  The protocol proposed defined in this specification here allows for either download method to be used.

24. Appendix D, subsections need to be numbered.

25. Appendix D, reference to “exec” command in “Alternative Firmware Download” section is incorrect, the Section number for Exec should be 6.1

26. Appendix D contains both “normative” and “informative” material.  The first two subsections, “Download Process Setup” and “OMA DM Firmware Download” are “normative” and should be marked as such.  The next section on “Alternate Firmware Download” and its subsections up through and including “Download Step 7: Object Store” should be marked “informative”.  The final section: “Download Step 8: Download Notification” is, once again, normative and should be marked as such. 
27. In Appendix D, the sections that are informative should be modified such that all occurrences of SHALL, MUST, SHOULD and MAY are in lowercase.
28. In Appendix D, the “normative” Download Step 8 section, the word “SHALL” should be added as shown below:
Download Step 8: Download Notification

If the installNotifyURI attribute in the Download Descriptor has been explicitly used, the OMA Download Agent SHALL inform informs the status of the installation to the server indicated in the installNotifyURI field of the descriptor.  For the purpose of firmware upgrades, this only implies that the firmware update has been successfully downloaded.  It does not imply that the firmware update has been processed.
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