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1 Reason for Change

The contribution OMA-DM-2004-0224-OMA-DM-attacks describes attacks related to OMA DM. The draft DM 1.2 specifications are still vulnerable to attack. This CR adds bootstrap from the smartcard and specifies the location of bootstrap information stored on smartcards when using the DM Profile. It is much more secure to bootstrap DM clients from smartcards than use over the air bootstrapping mechanisms.

2 Impact on Backward Compatibility

No impact – applies to DM V1.2 only.

3 Impact on Other Specifications

A new OID for a DM Boostrap data object needs to be defined.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the following changes are accepted in order to support DM bootstrapping in a more secure way.

6 Detailed Change Proposal

2.1   Normative References

	[DMSecurity]
	“OMA Device Management Security, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Security-V1_2_0. URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-StdObj-V1_2_0. URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TND-V1_2_0. URL:http://www.openmobilealliance.org

	[ERELDCP]
	“Enabler Release Definition for OMA Client Provisioning Specifications, version 1.1”. Open Mobile Alliance (. OMA-ERELD-ClientProvisioning-V1_1_0. URL:http://www.openmobilealliance.org

	[ERELDDM] 
	“Enabler Release Definition for OMA Device Management Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-DM-V1_2. URL:http//:www.openmobilealliance.org

	[ISO7816-4]
[PKCS#15]
[IOPPROC]
	ISO/IEC 7816-4 (1995): "Information technology - Identification cards - Integrated circuit(s) cards with contacts - Part 4: Inter-industry commands for interchange".

PKCS #15 v1.1: Cryptographic Token Information Syntax Standard”, RSA Laboratories, June 6, 2000. URL: ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkcs-15v1_1.pdf

“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org

	[PROVBOOT]
	“Provisioning Bootstrap 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvBoot‑v1_1. URL:http://www.openmobilealliance.org

	[PROVCONT]
	“Provisioning Content 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvCont‑v1_1. URL:http://www.openmobilealliance.org

	[PROVSC]
	“Provisioning Smart Card Specification Version 1.1”. Open Mobile Alliance(. 
OMA-WAP‑ProvSC-v1_1. URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[WBXML]
	“WAP Binary XML Content Format Specification”, Open Mobile Alliance(. OMA-WAP-192-WBXML.  URL:http://www.openmobilealliance.org


3.1  Definitions

See the DM Tree and Description [DMTND] document for definitions of terms related to the management tree.

	ADM

Application

Application Identifier

Authentication


Binary Files

Cardholder

Cardholder Verification


Card Issuer

Command

Content
Data Object Directory Files

Dedicated File

Device


Device Management Server

Elementary File

File identifier
Management Session

Object Directory File


Path

Record

Smartcard

UICC

2G UICC


3G UICC

Message Authentication Code
	Access condition to an EF which is under the control of the authority which creates this file

The implementation of a well-defined and related set of functions that perform useful work on behalf of the user. It may consist of software and or hardware elements and associated user interfaces.

A data element that identifies an application in a smartcard. An application identifier may contain a registered application provider number in which case it is a unique identification for the application. If it contains no application provider number, then this identification may be ambiguous.

Authentication is the process of ascertaining the validity of either the Device or the Device Management Server’s identity.

Binary Files are equivalent to transparent files as described in [TS102.221].

The person or entity presenting a smartcard for uses.

Also called the PIN. Typically a 4 to 8 digit number entered by the cardholder to verify that the cardholder is authorized to use the card.

The organization or entity that owns and provides a smartcard product.

A message sent by the ME to the smartcard that initiates an action and solicits a response from the smartcard.
Content means data delivered inside of OMA DM messages <Data>-elements.
Contain directories of data objects (not keys or certificates) ([PKCS#15], section 6.7) known to the PKCS#15 application.

A file containing access conditions and, optionally, Elementary Files (EFs) or other Dedicated Files.

The Device is, or is to become managed by one or more remote entities (Device Management Servers). A device may have many characteristics, and many parameters may be made available for reading, writing, deleting and modifying by a Device Management Server.

The Device Management Server is an entity that is responsible for maintaining one or more Devices, in whole or in part. Its role is to facilitate the easy maintenance of a Device.

A set of data units or records that share the same identifier. It cannot be a parent of another file.

A 2-byte binary value used to address a file on a smartcard.
A continuous connection between the Device and the Device Management Server established for the purpose of carrying out one or more device management operations.

The mandatory Object Directory File ([PKCS#15], section 6.2) consists of pointers to other EFs, each one containing a directory over PKCS#15 objects of a particular class (here and below, a “directory” means a list of objects).

Concatenation of file identifiers without delimitation. The Path type is defined in [ISO7816-4] sub-clause 5.1.2. If the path starts with the MF identifier (0x3F00), it is an absolute path; otherwise it is a relative path. A relative path must start with the identifier of the current DF (or with the identifier '0x3FFF').

A string of bytes within an EF handled as a single entity.

A device with an embedded microprocessor chip. A smartcard is used for storing data and performing typically security related (cryptographic) operations. A smartcard may be the SIM, the UICC, the R-UIM or a smartcard used in a secondary smartcard reader of a device.

A physically secure device, an IC card (or smartcard), that can be inserted and removed from the device. It may contain one or more applications [TS102.221].

UICC activated in a 2G mode that has physical characteristics of UICC [TS102.221] but logical characteristics of SIM [151.011].

UICC activated in a 3G mode that has physical and logical characteristics of the UICC [TS102.221].
A value computed based on a message hash and some form of shared secret. The MAC is transported outside the bootstrap package.


3.3  Abbreviations

	2G
3G
ADF
AID
ALW
CHV
DF
DIR
DM
DODF
EF
FCP
IC
ID
MAC
ME
MF
ODF
OID
OMA
PIN

SIM
	Second generation network i.e. GSM
Third generation network i.e. UMTS
Application Dedicated File

Application Identifier

Always. Access condition indicating a given function is always accessible.

Cardholder Verification
Dedicated File
Directory File
Device Management
Data Object Directory Files

Elementary File
File Control Parameter

Integrated Circuit

Identifier
Message Authentication Code
Mobile Equipment
Master File
Object Directory File

Object Identifier
Open Mobile Alliance
Personal Identification Number

GSM Subscriber Identity Module

	WAP
	Wireless Application Protocol


5.1 Bootstrap scenarios

OMA DM devices must be able to function in diverse network environments and using a large set of protocols. This makes it hard to find a ‘one size fits all’ solution to the bootstrap problem. This section starts with the most basic requirements for bootstrap and continues to define three different processes for bootstrap

5.1.1  Requirements

A OMA DM solution capable of transforming an empty, clean device into a state where it is able to initiate a management session needs to address these requirements.

· Re-use technology (WAP Push)

· Tightly standardized and simple ( Highly interoperable

· Self sufficient and complete

· Secure 

· Data format should be XML based

· Content mappable to OMA DM management objects

· Transport encoding should be WBXML

5.1.2  Solutions

This document defines two different ways to perform the bootstrap process. 

· Customized bootstrap
Devices are loaded with OMA DM bootstrap information at manufacture. Also referred to as factory bootstrap.

· Server initiated bootstrap
Server sends out bootstrap information via some push mechanism, e.g. WAP Push or OBEX. Server must be told the device address/phone number beforehand.

· Bootstrap from smartcard
The smartcard is inserted in the device and the DM client is bootstrapped from the smartcard.
5.1.2.1  Customized bootstrap

This is a convenient way to bootstrap a device from an end user perspective because the user does not have to do anything. In this scenario, an operator orders the devices pre-configured from a device manufacturer. All the information about the operator’s network and device management infrastructure is already in the devices when they leave the factory. Another advantage of this method is that it is very secure. There is no need to transport sensitive bootstrap commands and information, e.g. shared secrets, over the air. The method is however not very flexible and not all device manufacturers may provide this service. Not all devices are sourced via the operator.
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Figure 1: Customized bootstrap

5.1.2.2  Server initiated bootstrap

In this scenario, the devices leave the assembly line in a clean and empty state. Once a user acquires a device and personalizes it, e.g. by inserting a SIM, the prerequisites for this process are in place. The problem is now to inform the server of the identity, address or phone number of the device and this can be achieved in many ways. 

· It could be done at the point-of-sales where a sales system ties in with the management system and delivers the information. 

· It could be done through a self-service web site where the user enters her own phone number.

· It could be done by the network the first time the device attaches to the network. When this happens a trigger could be sent from the core network to the management server with the number used by the device.

· It could be done with a voice prompt system where the user is prompted to key in her phone number using DTMF.

Regardless of how the phone number or device address reaches the management server, the server is now in a position where it can send out a OMA DM bootstrap message. This bootstrap message, whose structure and content is defined in this document, contains enough information for the device to be able to initiate a management session with the management server that sent out the bootstrap message. 
It is important that DM clients accept bootstrapping commands only from authorized servers [DMSecurity].
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Figure 2: Server initiated bootstrap

5.2.1.1 Bootstrap from smartcard

This is a very convenient way to bootstrap a device from an end user perspective because the user does not have to do anything. In this scenario the DM client is able to obtain the information necessary to bootstrap it from the smartcard. There is no need to transport sensitive bootstrap commands and information, e.g. shared secrets, over the air. The smartcard is secure, ensuring that the bootstrapping commands have been authorized. A device supporting the smartcard can be bootstrapped for DM without necessarily being purchased from the operator. Generally speaking, network operators regard the ability to store and provision bootstrap information via the smartcard as the best solution to satisfy their bootstrap security requirements.
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Figure 3: Bootstrap from smartcard
5.4.6  Smartcard

If bootstrap data is stored on the smartcard within EF DM_Bootstrap as defined in appendix D, then the data MUST be used to bootstrap the DM client.

The device SHOULD check that the bootstrap data for all DM servers previously bootstrapped from the smartcard are still available from the smartcard when the device is switched on; if not, the account information for any DM Servers that were previously bootstrapped from the smartcard but are no longer stored on the smartcard SHOULD be removed from the object tree.
A.1 SCR for Bootstrap Client

	Item
	Function
	Reference
	Status
	Requirement

	DM-BOOT-C-001
	Support for OMA Client Provisioning Profile
	Section 5.3
	O
	ProvBoot:ProvBoot-B-C-001 AND DM-BOOT-C-003

	DM-BOOT-C-002
	Support for OMA Device Management Profile
	Section 5.4
	O
	DM-BOOT-C-006

	DM-BOOT-C-003
	Provisioning Content granted Get, Replace and Delete ACL rights to ServerID in w7.
	Section 5.3.4
	O
	

	DM-BOOT-C-004
	Support for OMA Client Provisioning Profile AND OMA Device Management
	Section 5.3.6
	O
	DM-BOOT-C-005

	DM-BOOT-C-005
	Map w7, NAPDEF (if supported) and PROXY (if supported) to management tree.
	Section 5.3.6
	O
	

	DM-BOOT-C-006
	Device supports smartcard
	Section 5.4.6
	O
	DM-BOOT-C-007

	DM-BOOT-C-007
	Support of bootstrap from smartcard via DM Profile.
	Section 5.4.6
	O
	


Appendix D.
Storage of DM bootstrap data on the Smartcard (Normative)

We can sort out three main types of smartcards used for wireless telecom networks, characterised by their physical and logical characteristics:

· SIM smartcards platforms [TS151.011]

· UICC smartcards platforms [TS102.221]

· R-UIM smartcards platform [C.S0023-B_v1.0]
This section aims at specifying the storage mechanism of DM bootstrap data on such smartcard platform type. 

For the purposes of this document the R-UIM is to be treated according to the rules defined for the SIM.

D.1

File structure

The information format is based on [PKCS#15] specification. The bootstrap data are located under the PKCS#15 directory allowing the card issuer to decide the identifiers and the file locations. The smartcard operations that are relevant for the bootstrap operation include:

· Application selection

· Cardholder verification

· File access (select file, read, write)
The [PKCS#15] specification defines a set of files. Within the PKCS#15 application, the starting point to access these files is the Object Directory File (ODF). The EF(ODF) contains pointers to other directory files. These directory files contain information on different types of objects (authentication objects (PIN), data objects, etc).  For the purpose of DM bootstrap, EF (ODF) MUST contain the record describing the DODF-bootstrap. The EF(ODF) is described in section D.4.1 and [PKCS#15].

EF(ODF) contains pointers to one or more Data Object Directory Files (DODF). Each DODF is regarded as the directory of data objects known to the PKCS#15 application. For the purposes of DM bootstrap, EF(DODF-bootstrap) contains pointer to the bootstrapping data object, namely DM_Bootstrap File. The EF(DODF-bootstrap) is described in section D.4.2 and [PKCS#15].

The provisioning files are stored as PKCS#15 opaque data objects. 

The support of DM smartcard bootstrap data will be indicated to the ME’s user agent, by the presence in the EF DIR (see [TS102.221]) of an application template as defined here after. 

The recommended format of EF(DIR) is a linear fixed record in order to be in line with  [TS102.221]. 

EF (DIR) MUST contain the application template used for a PKCS#15 application as defined in [PKCS15]. Application template MUST consist of Application identifier (tag 0x4F) and Path (tag 0x51) information. 

The EF(ODF) and EF(DODF-bootstrap) MUST be used by the ME to determine the path of the DM_Bootstrap file.

UICC smartcard platforms can support two modes of activation: 2G and 3G. UICC smartcard platform activated in a 2G mode has the logical characteristics of the SIM smartcard platform [TS151.011]. In that case, smartcard operation for accessing DM bootstrap data conform to the ones defined for the SIM as specified in section D.2.

UICC smartcard platform activated in a 3G mode has the physical and logical characteristics according to [TS102.221]. In that case, smartcard operations for accessing DM bootstrap data are specified in section D.3. 

D.2

Bootstrap data on SIM or UICC activated in 2G mode

D.2.1
Access to the file structure

To select the PKCS15 application, the ME MUST evaluate the PKCS#15 application template present in the EF (DIR), then the ME MUST use the indirect selection method as defined in [TS151.011] to select the application.

D.2.2
Files Overview

The file structure for the DM bootstrap data within the SIM smartcard is described below.
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Figure 1: File structure for DM bootstrap data on SIM smartcard or 2G UICC

D.2.3
Access Method

SIM commands Read Binary and Update Binary, as defined in [TS151.011], are used to access bootstrap data.

D.2.4
Access Conditions

The ME is informed of the access conditions of the bootstrap file by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure. When one of these flags is set cardholder verification is required. The CHV1 MUST be verified as defined in [TS151.011] when the "private" or "modifiable" flags are set.

Access conditions for files are proposed in the section D.4.

D.2.5
Requirements on the SIM or 2G UICC

To support the DM smartcard bootstrap on the SIM or 2G UICC, the ME MUST perform the following steps:

· Read EF (DIR) to evaluate the PKCS#15 application template and find the file identifier (and path of the PKCS#15 DF),

· Select PKCS#15 DF (indirect selection), as defined in [TS151.011],

· Read ODF,

· Read DODF-bootstrap to locate the DM_Bootstrap file,

· Read the bootstrap file

D.3
Bootstrap data on UICC activated in 3G mode

D.3.1
Access to the file structure

To select the PKCS#15 application, the ME:

· MUST evaluate the PKCS#15 application template – i.e. PKCS#15 AID - present in the EF (DIR), 

· MUST open a logical channel using MANAGE CHANNEL command as specified in [TS102.221],

· MUST select the PKCS#15 ADF using the PKCS#15 AID as parameter of the SELECT command, using direct application selection as defined in [TS102.221].

DM_Bootstrap file will be located under the PKCS#15 ADF. 
D.3.2
Files Overview
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Figure 2: File structure for DM bootstrap data on 3G UICC

D.3.3
Access Method

UICC commands Read Binary and Update Binary, as defined in [TS102 221], are used to access bootstrap data.

D.3.4
Access Conditions
The ME is informed of the access conditions of provisioning files by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure.

In the case where one of the above mentioned flag is set, cardholder verification is required. The ME must evaluate the PIN references that must be verified as defined in [TS102.221] i.e. evaluate the FCP

Access conditions for files are proposed in section D.4.

D.3.5
Requirements on the 3G UICC

To support the DM smartcard bootstrap on the 3G UICC, the ME MUST perform the following steps:

· Select PKCS#15 file structure as specified in D.3.1.

· Read ODF to locate the DODF-bootstrap,

· Read DODF-bootstrap to locate the DM_Bootstrap file,

· Read the bootstrap file

D.4
Files Description

All files defined are binary files as defined in [TS102.221]. These files are read and updated using commands related to the application they belong to.

D.4.1
Object Directory File, EF ODF

The mandatory Object Directory File (ODF) ([PKCS#15], section 5.5.1) contains pointers to other EFs, each one containing a directory of PKCS#15 objects of a particular class (e.g. DODF-bootstrap). The File ID is specified in [PKCS#15]. The card issuer decides the file size. The EF (ODF) can be read but it MUST NOT be modifiable by the user.

In the case of SIM or UICC, the EF (ODF) is described below:

	Identifier: default 0x5031, see [PKCS#15]
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:


READ
                             ALW


UPDATE
              ADM


INVALIDATE
              ADM


REHABILITATE
ADM



	Description

	See [PKCS#15]


D.4.2
Bootstrap Data Object Directory File, EF DODF-bootstrap

This Data Object Directory File provisioning contains directories of provisioning data objects ([PKCS#15], section 6.7) known to the PKCS#15 application.

The File ID is described in the EF (ODF). The file size depends on the number of provisioning objects stored in the smartcard. Thus, the card issuer decides the file size.

	Identifier: See ODF
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:


READ
              ALW 

                                           or CHV1 (SIM, See section D.2)

or Universal / application / Local  PIN (UICC, See section D.3)


UPDATE
                ADM


INVALIDATE
                ADM 


REHABILITATE                ADM



	Description

	See hereafter and [PKCS#15]


The EF (DODF-bootstrap) MUST contain information on provisioning objects:

· Readable label describing the provisioning document (CommonObjectAttributes.label). The ME could display this label to the user. 

· Flags indicating whether the provisioning document is private (i.e., is protected with a PIN) and/or modifiable (CommonObjectAttributes.flags). The card issuer decides whether or not a file is private (it does not need to be if it does not contain any sensitive information)
· Object identifier indicating a DMboostrap object and the type of the provisioning object (CommonDataObjectAttributes.applicationOID)
· Pointer to the contents of the provisioning document (Path.path)

The EF(DODF-bootstrap) MUST contain the types of provisioning documents (indicated using object identifiers) to be used by the ME. The Bootstrap type is described hereafter.

A dedicated OID is required and defined for each provisioning file:

· Bootstrap OID = { joint-isu-itu-t(2) identified-organizations(23) wap(43) DMbootstrap(TBD) DM_Bootstrap(1)}
The ME MUST use the OID to distinguish the DODF-bootstrap from any other DODF. The EF(DODF-bootstrap) can be read but it MUST NOT be modifiable by the user. 

D.4.3
EF DM_Bootstrap

Only the card issuer can modify EF DM_Bootstrap 

Setting all bytes to ‘FF’ initialises EF DM_Bootstrap.

	Identifier: See DODF
	Structure: Binary
	Optional

	File size: decided by the card issuer
	Update activity: low

	Access Conditions:


READ                  ALW

or CHV1 (SIM, See section D.2)

or Universal / application / Local  PIN (UICC, See section D.3)


UPDATE
                 ADM


INVALIDATE
                 ADM


REHABILITATE
   ADM



	Description

	Contains a DM bootstrap message (See  [DMBOOT])


The contents of the bootstrap message are separately defined in [DMBOOT] section 5.4 "OMA Device Management Profile".
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