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1 Reason for Change

The "Provisioning over HTTP using OMA CP" is a cornerstone of a new opportunity window. It defines a new access model and a new Trust Model that enables true out-of-the box readiness with interactive and seamless configuration.

From a GSM/WCDMA/GPRS perspective the technology enables "data services discovery", i.e. a feature missing from the original GPRS specifications. This "Data Services Discovery" functionality allows an unconfigured, or mis-configured, device to discover the data services of the home operator (associated with the operator smartcard, typically a SIM or USIM).

We believe that Provisioning over HTTP is a convergence technology. It makes it possible, in a GPRS environment, to get IP network access with an un-configured, or mis-configured, device. It opens the door for IP level management operations.

Provisioning over HTTP allows for the creation of a similar situation as with LAN and WLAN networks, i.e. discovery of a IP network. It is from that point in time possible to use IP technology for subsequent operations. The difference compared to LAN/WLAN is that the initial access is given to a configuration/activation/support service (kind of a servive provider's control channel). This trusted context is then used for provisioning operations (e.g. using OMA CP and OMA DM). These operations result in a persistent configuration that then can be used to access services.

The CR fulfils several use cases in the “Device Management Requirement” specification. 

· 5.1.1 New Device Purchase

· 5.1.4 Bootstrap Provisioning for used Devices

· 5.1.2 New Enterprise Device Purchase" is also applicable, 

The CR fulfils numerous requirements in section 6.1.1 Security related to Authentication, Authorization, Integrity and Confidentiality (partially).

It also fulfils requirements in 6.3.1 System Elements / Device by enabling both "discover data services" as well as "discover the operators Device Management system". The connection prior to the provisioning operation enables communication of relevant properties.

The enhancement in this CR makes it possible to unambiguously identify a PIN that has been originated by the device as a Trust-Token within a Trusted HTTP Context. This makes implementation much more straight forward as the behaviour (where to get the PIN code for verification) is well defined.

2 Impact on Backward Compatibility

No backwards compatibility impact.

3 Impact on Other Specifications

A related change has been proposed for the ProvCont specification.

Dependency statement: (090 + 091 + 092) –depends_on--> 049 –depends_on--> 050

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA DM WG should incorporate these modifications to the ProvCont document and create a new release of Client Provisioning.

6 Detailed Change Proposal

4.3. Media Type Parameter

The connectivity media type may contain security information, which is transported as parameters to the media type

application/vnd.wap.connectivity-wbxml. The security information consists of the message authentication code and the

security method. The parameters MAC and SEC have been defined for this purpose and these MUST be supported by

the WAP client.

Parameters

SEC

The parameter specifies the security mechanism used (if it is not present, no security is used). If present it MUST take one of the values USERPIN, USERPINMAC, NETWPIN, USERNETWPIN, TTPIN [PROVBOOT]. If the parameter MAC is provided, the parameter SEC MUST also be present.

The parameter SEC can have the following values:

Value Meaning

0 NETWPIN

1 USERPIN

2 USERNETWPIN

3 USERPINMAC

4 TTPIN

MAC

This parameter contains an even number of (upper case) hexadecimal digits used to authenticate the sender of the document and ensure integrity of the document. Quote characters MUST NOT be placed around the parameter value. The calculation of the MAC is defined in other provisioning specifications, such as the "WAP Provisioning Bootstrap Specification" [PROVBOOT].
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