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1. Scope
(Informative)

The scope of this document is a requirements description of the Web Services Interface for Device Management. This document identifies a set of functional requirements (partly on an abstract level) for allowing remote manipulation and management of the Device and its settings. 

Information applicable to Network Operators, terminal and network manufacturers, enterprises, independent software vendors, content providers, and service providers is provided within this document.

Also this document includes requirements needed to access and interact with the core Device Management service.




2. References

2.1 Normative References
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	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
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	[DMREPU]
	“OMA Device Management Representation Protocol, Version 1.2”. 
Open Mobile Alliance(. OMA-DM-RepPro-V1_2_0. URL:http://www.openmobilealliance.org
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	“Enabler Release Definition for SyncML Common Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-SyncML-Common-V1_2_0. URL:http://www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org
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2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Device Management
	Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes, but is not restricted to setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices and processing events and alarms generated by Devices.

	Device Management Web Services Interface
	An interface using which external systems can interact with the DM server in order to access information in a Device, set information in the Device or otherwise manage the Device.

	Enabler Release
	Collection of specifications that combined together form an enabler for a service area, e.g. a download enabler, a browsing enabler, a messaging enabler, a location enabler, etc.  The specifications that are forming an enabler should combined fulfil a number of related market requirements.

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	DMWSI
	Device Management Web Services Interface

	DM
	Device Management

	DTD
	Document Type Definition

	ERDEF
	Enabler Requirement Definition

	ERELD
	Enabler Release Definition

	HTTP
	Hypertext Transfer Protocol

	MIME
	Multipurpose Internet Mail Extension

	OBEX
	Object Exchange protocol

	OMA
	Open Mobile Alliance

	SCR
	Static Conformance Requirements

	SyncML
	Synchronization Mark-up Language

	WAP
	Wireless Application Protocol

	WSP
	Wireless Session Protocol

	XML
	Extensible Mark-up Language


4. Introduction
(Informative)

This document outlines the use-cases requirements for Web Services Interfaces for Device Management.  The DM server provides device management services.  External systems, inside the operator’s network or outside the operator’s network, may need to access a device.  To do so, they may have to interact with the DM server, and the DMWSI implementation provides the means for such interactions.  
It should be understood that the OMA DMWSI specifications must be used in conjunction with the OMA Device Management Enabler Release, such as OMA-DM version 1.2. 
5. Use Cases
(Informative)

The following categories of use-cases and requirements are considered relevant within the cope of this requirements document:

· Bulk / Batch Operations, One-to-Many
· External System Interactions

· Customer Care Interactions

· Diagnostics 

· Event Reporting

· Multiple DM Servers

· User Initiated / User Pull
The DMWSI use-cases described in this section are geared towards interaction beween a DM server and an external or internal DM Server or support system.   These use cases recognise the potential need for stronger levels of trust when interfacing with Secondary DM Servers.  

An example of an external interface is between an operator’s DM server and an external enterprise’s DM server/customer support system.   An example of an internal interface is between an head-office DM server and a departmental DM server /customer support system, or between an operator’s customer care system and the operator’s DM server.

  
5.1 Use Case – Bulk Operations

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	
	
	
	
	

	Additional Keywords
	
	
	
	
	


Table 1: Affected Areas for <Title>

5.1.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interaction between Network operations / third party service providers and the DM server to initiate bulk operations, such as updating configuration in more than one device.  For example, all devices of a certain make, model and version may have some configuration updated in a bulk operation, or a certain collection of devices (of different makes, models) may each be instructed to consume device specific content.
The throttling of bulk operations by the DM server / management system is not addressed in this use-case.  The scheduling of bulk operations is supported in one variation.
5.1.2 Actors

Device Management Server

Provides the management services typically operated by a Network Operator. The Network Operator organizes the web services interface so that external systems are able to interact with the device management server in order to access one or more devices.

Network  Operations / Service Provider

May be the Operator, or some other authorized entity.  The Network Operations (NO) / Service Provider (SP) initiates the bulk operations. The NO / SP interacts with the DM server to conduct the bulk operations.  The Service Provider may also package and schedule the content provided by a Content Provider, for delivery to a collection of devices / users.  


Device 

Consumes the configuration, data or content distributed as a Bulk operation by the Service Provider. 

5.1.2.1 Actor Specific Issues

Device Management Server

Needs to provide a WSI to external systems such that bulk operations may be invoked. Needs to return results, either a collected status or individual status as they arrive.
Network Operations / Service Provider

Initiates the bulk operations. Needs to retrieve results or receive results (pull or push mode). Need to determine who the recipient devices / users are.


Device 

Consumes the configuration, data or content distributed as a Bulk operation by the Service Provider. Needs to send by the results, if any.
5.1.2.2 Actor Specific Benefits

Device Management Server

The DM Server benefits from being able to invoke the same or similar operations on more than one device, making it efficient to invoke such operations, such as bulk configuration, bulk updates etc.,

Network Operations / Service Provider

Benefits from being able to invoke bulk operations. 
5.1.3 Pre-conditions

· The Network Operations / Service Provider provides a list of recipient devices or a list of recipient users.

· The DM server is capable of using the list of recipient users or the list of recipient devices to conduct the requested bulk operation.

5.1.4 Post-conditions

The list of recipient devices conducts the requested bulk operations and provides results.  The DM server collates the results and provides it to the Service Provider (pull or push mode)
5.1.5 Normal Flow

1. The Network Operations / Service provider identifies a bulk operation and a list of recipient devices.

2. The Network Operations / Service Provider communicates bulk operation and a list of recipient devices to the DM server via a web services interface.

3.  The DM Server forwards the bulk operation to each of the recipients in the list of devices.

4.  Each of the devices receives the bulk operation and executes it.

5.  Each of the devices communicates the results to the DM server.
6.  The DM server collates the results received from the list of devices.

7.  The Network Operations / Service Provider receives a communication from the DM server indicating availability of results.

8. The Network Operations  / Service Provider retrieves the results from the DM server.

5.1.6 Alternative Flow -1 
In the step 6, the DM server immediately communicates each result received from the list of devices to the Network Operations  / Service Provider.
5.1.7 Alternative Flow - 2
In the step 2, the DM server receives, along with the list of target devices, a schedule, from the Network Operations  / Service Provider.

5.1.8 Operational and Quality of Experience Requirements

The bulk operations invoked by the Network Operations  / Service Provider are an asynchronous operation.  The DM server provides the Network Operations  / Service Provider with a jobid if the Service Provider does not provide one itself, when it invokes the bulk operation.  The DM server subsequently communicates results and associates the jobid with it.
5.2 Use Case – Batch Operations (Multiple DM Servers)

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	
	
	
	
	

	Additional Keywords
	
	
	
	
	


Table 1: Affected Areas for <Title>

5.2.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interaction of an Secondary DM Server (e.g. an enterprise) with a DM server to initiate batch operations, such as updating the configuration of more than one device.  For example, all devices of a certain make, model, version or user-group may have some configuration updated in a batch operation, or a certain collection of devices (of different makes, models) may each be instructed to consume device specific content.
5.2.2 Actors

Primary DM Server

Provides the management services typically operated by a Network Operator. The Primary DM Server organizes the web services interface so that external systems are able to interact with the device management server in order to access one or more devices
.

Secondary DM Server


A secondary DM server that may exist internally or externally to the Primary DM Server. In most cases it would have a trust relationship with the Primary DM Server.  The Secondary DM Server initiates batch operations through interacting with the Primary DM Server.
Device 

Consumes the configuration data or update distributed as a batch operation by the Secondary DM Server. 

5.2.2.1 Actor Specific Issues

Primary DM Server

Needs to provide a WSI to external systems such that batch operations may be invoked. Needs to return results, either a collected status ir individual status as they arrive.

Secondary DM Server

Initiates the batch operations. Needs to retrieve results or receive results (pull or push mode). Need to determine who the recipient devices / users are.
Device 

Consumes the configuration, data or content distributed as a batch operation by the Service Provider. Needs to send back results, if any.

5.2.2.2 Actor Specific Benefits

Primary DM Server

The Primary DM Server benefits from being able to process the same or similar DM operations for more than one device - improving processing efficiency and interfacing efficiency.

Secondary DM Server

Benefits by utilising an efficient interface that does not need to send duplicate management operations for each device.

5.2.3 Pre-conditions

· The Secondary DM Server provides a list of recipient devices or a list of recipient users.

· The Primary DM server is capable of using the list of recipients users or the list of recipient devices to conduct the requested batch operations.

· The Primary DM server is able to refuse management of individual devices listed in a batch operation, or refuse whole batch operations, if it violates policy etc. 

5.2.4 Post-conditions

The list of recipient devices conducts the requested batch operations and provides results.  The Primary DM server collates the results and provides it to the Service Provider (pull or push mode).
5.2.5 Normal Flow

1. The Secondary DM Server identifies a batch operation and a list of recipient devices.

2. The Secondary DM Server communicates the batch operation and a list of recipient devices to the Primary DM server via a web services interface.

3.  If the batch operation has not been rejected, then the Primary DM Server forwards the operation to each of the recipients in the list of devices.

4.  Each of the devices receives the batch operation and executes it.

5.  Each of the devices communicates the results to the Primary DM server.

6.  The Primary DM server collates the results received from the list of devices.

7.  The Secondary DM Server receives a communication from the Primary DM server indicating availability of results.

8. The Secondary DM Server retrieves the results from the Primary DM server.

5.2.6 Alternative Flow

In the step 6, the Primary DM server immediately communicates each result received from the list of devices to the Service Provider.

5.2.7 Operational and Quality of Experience Requirements

The batch operations invoked by the Secondary DM Server are an asynchronous operation.  The Primary DM server provides the Secondary DM Server with a job identification (jobid) if the Secondary DM Server does not provide one itself when it invoking the batch operation.  The Primary DM server subsequently communicates the results with the associated jobid.
5.3 Use Case - Accessing information on the device by an external system
	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	
	
	
	
	

	Additional Keywords
	
	
	
	
	


Table 1: Affected Areas for <Title>

5.3.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interaction between an external system and the DM server.  The external system requests the type of information that it needs to be retrieved from a specified device.  If the DM server agrees to do so, it may retrieve the required information from the specified device and communicate it back to the external system.  The type of information that can be retrieved includes standard managed objects such as DevInfo, DevDetail, and DMAcc objects as well as other non-standard objects and dynamic objects that the external system needs to retrieve.  
5.3.2 Actors

Device Management Server

The DM Server should provide a WSI to external systems to facilitate retrieval of information from a device.

External System
Requires information from a device and employs a DMWSI to retrieve information from the device.
Device 

Has information that an External System needs.

5.3.2.1 Actor Specific Issues

Device Management Server

The DM server receives a device identification and information about one or more managed objects to return the requested data from the device.
External System
Provide information about requested managed objects, etc. and also provides the device identification that a DM server might be able to use to retrieve data.
Device 

Needs to determine if it contains, and if it can provide, the data requested by the External System. Needs to send back the data via the DM server.

5.3.2.2 Actor Specific Benefits

Device Management Server

Can field requests for data from External system and provide information to external systems.

External System

Is able to retrieve information from a device, via the DM server.
Device 

Is able to provide information to external systems in a standard manner.

5.3.3 Pre-conditions

· The External System provides an identification of device and information on data to be retrieved.
· The DM server is capable of using the identification of device to retrieve the requested data.
5.3.4 Post-conditions

The DM server has retrieved the requested data from the specified device and returned it to the External System.
5.3.5 Normal Flow

1.  The External System identifies a device and data to be retrieved from the device.

2. The External System communicates identification of the device and data to be retrieved from it, via a web services interface, to the DM server.

3.  The DM Server retrieves the requested data from the specified device. 

4.  The specified device receives the identification of the required data, retrieves it and communicates it to the DM server.  

5.  The DM server collects the results received from the specified device.

6.  The DM server forwards the retrieved results to the external system.

8. The External System optionally acknowledges the receipt of the results to the DM server.

5.3.6 Alternative Flow

The DM Server sends a notification to the External system that the results are ready for delivery / pickup when the device communicates the results to the DM server.  The External System subsequently retrieves the results from the DM Server.
5.3.7 Operational and Quality of Experience Requirements

The data retrieval operation invoked  by the External System is an asynchronous operation.  The DM server provides the External System with a jobid if the External System does not provide one itself when it invokes the data retrieval.  The DM Server communicates the jobid with the results.
5.4 Use Case – Customer Care Retrieving Information from a Device

5.4.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interaction between an Customer Care System and the DM server, wherein a Customer Care Representative (CSR) handling a user’s customer care call retrieves information from the device, via the DM server, in order to determine the status of the device or of a service subscribed to by the user.  Thus, the Customer Care System is allowed to retrieve a “Device Profile” (that is like a multi-object retrieval), for example, as opposed to retrieving one object at a time by a typical External System.  In addition, the Customer Care System is allowed to retrieve an entire DM Tree. The Customer Care System may also indicate a specific type of information that it needs to retrieve from the specified device.  The DM server retrieves the required information from the specified device to communicate it back to the external system.  The Customer Care System has is expected to have a special trust relationship with the Network Operator, especially if it is managed by the Network Operator.  Similarly, in the case of an enterprise customer care system, a trusted relationship may be assumed between the enterprise customer care system and the DM server.  
5.4.2 Actors

Device Management Server

Needs to provide a WSI to external systems that facilitates retrieval of information from a device.

Customer Care System

Requires information form a device and employs a DMWSI to retrieve information from the device. A trusted relationship is assumed between this system and the DM Server, thereby allowing Customer Care System to retrieve a multi-object device profile, that is perhaps defined by an OEM.
Device 

Has information that the Customer Care System needs.

5.4.2.1 Actor Specific Issues

Device Management Server

Needs to take a device identification and identification about one or more managed objects to return the associated data.

Customer Care System

Needs to provide identification of the device and identification of managed objects, etc. that it needs to retrieve. Has access to a Device Profile or an entire DM Tree, which it can retrieve as a default retrieval.
Device 

Needs to determine if the data requested by Customer Care exists, and return the results, if any.

5.4.2.2 Actor Specific Benefits

Device Management Server

Can provide information to Customer Care System.

Customer Care System
Is capable of retrieving information from a device.
Device 

Is able to provide information to Customer Care System in a standard mechanism.

5.4.3 Pre-conditions

· The Customer Care provides an identification of a device and information on data to be retrieved from the device.
· The DM server is capable of using the identification of the device to retrieve the requested data.
5.4.4 Post-conditions

The DM server has retrieved the requested data from the specified device and returned it to the Customer Care System.
5.4.5 Normal Flow

1.  The Customer Care System identifies a user, and the user’s device and optionally, data to be retrieved from the device.  By default, the Device Profile is returned.  

2. The Customer Care System communicates identification of the device, the user, and optionally, data to be retrieved from the device, via a web services interface, to the DM server. By default, the request is assumed to be for a Device Profile.
3.  The DM Server retrieves the requested data from the specified device. 

4.  The specified device receives the identification of the required data, retrieves it and communicates it to the DM server.  If no specific data is identified, the Device Profile is retrieved and communicated to the DM Server.
5.  The DM server collects the results received from the specified device.

6.  The DM server forwards the retrieved results to the Customer Care System.

8. The Customer Care System optionally acknowledges the receipt of the results to the DM server.

9. The Customer Care System displays the Device Profile or other retrieved data for the CSR.
5.4.6 Alternative Flow

The DM Server sends the entire DM tree (based on ACL) to the Customer Care System by default.
5.4.7 Operational and Quality of Experience Requirements

The data retrieval operation invoked by the Customer Care System is an asynchronous operation, although the user may be online for the duration of such interactions.  The DM server provides the Customer Care System with a jobid if the Customer Care System does not provide one itself when it invokes the data retrieval.  The DM Server communicates the jobid with the results.
5.5 Use Case – Accessing Diagnostics Information
5.5.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interaction between a device and a remote diagnostic server, device manufacturer, or 3rd party software vendor, via the DM server, in order to determine the status of the device or of a service subscribed to by the user.  Thus, the device is assumed to be capable of collection diagnostics information when instructed to do so by the Dm server.  The diagnostics information is subsequently retrieved by the remote diagnostic server, the device manufacturer, 3rd party software vendor, etc.  It should also be possible for the DM server to deliver such collected information in a “push mode” to the remote diagnostic server, device manufacturer, 3rd party software vendor, etc. 
The DM server retrieves the required diagnostics information from the specified device to communicate it back to the remote diagnostic server, device manufacturer, 3rd party software vendor, etc.     The device starts collecting diagnostics information when instructed to do so. The collected diagnostics information may be retrieved by the DM server in order to communicate it to the diagnostic server, device manufacturer, 3rd party software vendor, etc.
5.5.2 Actors

Device Management Server

Needs to provide a WSI to external systems that facilitates retrieval of information from a device.

Diagnostics Server

Requires diagnostics information form a device and employs a DMWSI to retrieve information from the device.
Device 

Has diagnostics information that the remote diagnostic server, device manufacturer, 3rd party software vendor needs.

5.5.2.1 Actor Specific Issues

Device Management Server

Needs to start diagnostics information collected by a device and communicate it to remote diagnostic server, device manufacturer, 3rd party software vendor, either in push mode or in pull mode.

Diagnostics Server

Need to retrieve diagnostics information collected by a device. May want to initiate collection of diagnostics information by the device and terminate it eventually.
Device 

Has diagnostics information that the remote diagnostic server, device manufacturer, 3rd party software vendor needs.  Starts collecting it when instructed to do so.
5.5.2.2 Actor Specific Benefits

Device Management Server

Can provide diagnostics information to diagnostic server, device manufacturer, 3rd party software vendor, etc.
Diagnostics server
Is capable of initiating collection of diagnostics specific information and subsequent retrieval of such information from a device.
Device 

Is able to collect and provide diagnostics information requested.
5.5.3 Pre-conditions

· The diagnostic server, device manufacturer, 3rd party software vendor, etc. provides an identification of a device and diagnostics information to be retrieved from the device.
· The DM server is capable of using the identification of the device to retrieve the requested diagnostics information.
5.5.4 Post-conditions

The DM server has retrieved the requested disgnostics information from the specified device and return it to the diagnostic server, device manufacturer, 3rd party software vendor, etc..
5.5.5 Normal Flow

1.  The diagnostic server, device manufacturer, 3rd party software vendor, etc. identifies a user’s device and specific diagnostics data to be retrieved from the device.    

2. The server, device manufacturer, 3rd party software vendor communicates identification of the device, diagnostic data to be retrieved from the device, via a web services interface, to the DM server.  
3.  The DM Server instructs the device to start collecting diagnostics data requested from the specified device. 

4.  The specified device receives the identification of the required diagnostics data, and starts collecting the requested diagnostics data.

5.  The device subsequently communicates the collected diagnostics information to the DM server.  This can be based on the determination made by the device that it has collected sufficient diagnostics information (based on time or occurrence of events)
6.  The DM server collects the diagnostics data retrieved from the device.

7.  The DM server forwards the retrieved results to the server, device manufacturer, 3rd party software vendor.

8. The server, device manufacturer, 3rd party software vendor optionally acknowledges the receipt of the results to the DM server.

9. The server, device manufacturer, 3rd party software vendor  optionally stores the retrieved diagnostics data.
5.5.6 Alternative Flow

1. The device collects diagnostics information and waits for the DM server to subsequently retrieve it.  The DM server retrieves the collected diagnostics information when the server, device manufacturer, 3rd party software vendor explicitly request it later.

2.  The device continues to collect diagnostics information and reports it periodically to the DM server for subsequent retrieval by the diagnostics server, device manufacturer, 3rd party software vendor.  The DM server delivers the collected diagnostics information when the server, device manufacturer, 3rd party software vendor explicitly request it later. Or the diagnostics server, device manufacturer, 3rd party software vendor receive such diagnostics information when the DM server delivers them periodically. 

3. The device collects diagnostics information and waits for the DM server to subsequently retrieve it.  The DM server retrieves it when retrieval is requested by the diagnostic server, device manufacturer, 3rd party software vendor explicitly after the collection of diagnostics data has been started.  
5.5.7 Operational and Quality of Experience Requirements

The diagnostics data retrieval operation invoked by the diagnostics server, device manufacturer, 3rd party software vendor is typically an asynchronous operation.  The DM server provides the diagnostics server, device manufacturer, 3rd party software vendor with a jobid if the diagnostics server, device manufacturer, 3rd party software vendor does not provide one itself when it invokes the diagnostics data collection for subsequent retrieval.  The DM Server subsequently communicates the jobid with the diagnostics information.
5.6 Use Case - Determining the occurrence of an event in a device
5.6.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interaction between a device and an External System wherein the External System needs to know about the occurrence of an event in the device.  Thus, the device is assumed to be capable of informing the DM server when an event occurs, the DM server assumed to be capable of reporting the occurrence of the event to the External System.

The External System informs the DM Server of it’s interest in a specific event that is expected to occur in the device.  The DM Server informs the device that it needs to report on the specific event.  When the device determines that the specific event has occurred, it reports it to the DM server, which, in turn, reports it back to the External System.
5.6.2 Actors

Device Management Server

Instructs the device to report on a specific event.  Communicates the occurrence of the specific event in the device to an external System. 
External System
Requests the DM Server to report on a specific event that is expected to occur on a specific device.
Device 

Receives instructions on the need to report the occurrence of a specific event in the device.

5.6.2.1 Actor Specific Issues

Device Management Server

Needs to receive device identification and event identification information from the External system, and forward the event identification information to s specific device identified through the device identification.
External System
Provides information to the DM server on device identification and event identification.  Gets notified when the associated event occurs in the device identified.
Device 

Reports when the identified event occurs.

5.6.2.2 Actor Specific Benefits

Device Management Server

Can provide event occurrence notification to an external system.

External system
Is capable of requesting notification on the occurrence of specific events on a specific device, and receives such notification on the occurrence of the event in the specified device.
Device 

Is able to report occurrence of specific events..

5.6.3 Pre-conditions

· The device is capable of determining the occurrence of the specified event.
· The DM server is capable of reporting the occurrence to an External system.
5.6.4 Post-conditions

The device detects the occurrence of a specified event and the DM server reports it back to the xternal System.
5.6.5 Normal Flow

1.  The External system requests the DM server to report back on the occurrence of a specific event on a specific device, and specifies the device identification and an event identification to the DM Server.    

2. The DM server communicates the event identification to the specified device and instructs the device to report when the event occurs.

3.  The device monitors events. 

4.  When the device encounters the specified event, it reports it to the DM server.

6.  The DM server reports the occurrence of the specified event to the External System.

7.  External system acknowledges the receipt of the event occurrence notification to the DM server.

5.6.6 Alternative Flow

1.  The DM server collects the event related data retrieved from the device and reports it to the External System along with the event occurrence notification.
5.6.7 Operational and Quality of Experience Requirements

The event occurrence information requested by the External is typically an asynchronous operation.  The DM server provides the External system making the event occurrence request with a jobid if the External system does not provide one itself when it invokes the DM server.  The DM Server subsequently communicates the jobid with the event occurrence notification.
5.7 Use-Case - User at a portal selecting an update that triggers a firmware download on to the device
5.7.1  ASK  \* MERGEFORMAT Short Description

This use case describes an user-initiated management activity wherein a user at a portal (self-care portal, for example) selects one of several available firmware updates presented by the portal.  In response, the portal interacts with a DM server in the operator’s network to initiate a firmware update onto the device.  Thus, the device is assumed to be capable of informing the portal of device particulars (make, model, version), or the user is expected to provide device particulars at the portal.

The portal is expected to provide the DM server with information identifying:

a) the device;

b) the firmware update selected; and

c) other optional information.

The DM server is expected to provide results of the firmware update activity to either the portal or to an external system.

5.7.2 Actors

Portal

Provides a selection of firmware update to a device / user.  Expected to be capable of interacting with the DM server to invoke a firmware update.

Device Management Server

Receives instructions to initiate a specific firmware update with a specific device.  Instructs the device to conduct the specified firmware update.   

Device 

Receives instructions from the DM server initiating a firmware update in the device.

5.7.2.1 Actor Specific Issues

Portal

Need to be able to provide an identification of the device and an identification of the firmware selected by a user.  

Device Management Server

Needs to receive device identification and firmware identification information from the portal, and forwards an update package associated with the identified firmware to the specified device.

Device 

Receives the update package and conducts a firmware update.

5.7.2.2 Actor Specific Benefits

Portal

Provides a user the opportunity to select a firmware update and initiate it.  Is able to interact with a DM server to initiate a firmware update.

Device Management Server

Provides firmware update service to a portal.  Is able to receive firmware update initiation requests from portals.
Device 

Is able to receive user requests for firmware update generated at a portal..

5.7.3 Pre-conditions

· The device is capable of updating its firmware.
· The DM server is capable of determining that an update package is an appropriate one.
5.7.4 Post-conditions

The device conducts the specified firmware update and the DM server is able to report the results back to the portal or to an external system.

5.7.5 Normal Flow

1.  The user visits a portal and browses for firmware update

2.  The user locates one or more firmware update for the make, model and version of the device.

3.  The user selects one of the available firmware updates and initiates a firmware update.

4.  The portal communicates a device identification and a firmware update identification to the DM server.

5.  The DM server maps the firmware update identification to an update package.

6.  The DM server communicates the update package to the identified device.

7.  The device conducts a firmware update

8.  The device reports success or failure

9.  The DM server reports success / failure, device identification and firmware update identification to an external system or portal.

5.7.6 Alternative Flow

1.  The portal maps the identified firmware update into an appropriate update package.

5.7.7 Operational and Quality of Experience Requirements

The invocation of a firmware update activity by the portal is typically an asynchronous operation.  The DM server provides the portal making the firmware update request with a jobid if the portal does not provide one itself when it invokes the DM server.  The DM Server subsequently communicates the jobid with the results of the firmware update activity to an external system or to the portal. 
5.8 Use-Case - User at a portal initiating a software download and subsequent installation of software on the device
5.8.1  ASK  \* MERGEFORMAT Short Description

This use case describes an user-initiated management activity wherein a user at a portal (self-care portal, for example) selects one of several available software packages presented by the portal.  In response, the portal interacts with a DM server in the operator’s network to initiate a software download and subsequent installation onto the device.  Thus, the device is assumed to be capable of informing the portal of device particulars (make, model, version), software particulars etc. or the user is expected to provide the device and software particulars at the portal.

The portal is expected to provide the DM server with information identifying:

a) the device;

b) the software selected; and

c) other optional information, such as firmware version.

The DM server is expected to provide results of the software installation activity to either the portal or to an external system.

5.8.2 Actors

Portal

Provides a selection of software paclages to a device / user.  Expected to be capable of interacting with the DM server to invoke a software download and subsequent installation.

Device Management Server

Receives instructions to initiate a specific software installation with a specific device.  Instructs the device to conduct the download of the specified software package and its subsequent installation.   

Device 

Receives instructions from the DM server initiating a software package download and installation in the device.

5.8.2.1 Actor Specific Issues

Portal

Need to be able to provide an identification of the device and an identification of the software package selected by a user, and optionally, the firmware version of the device.  

Device Management Server

Needs to receive device identification, software package identification and optionally, firmware identification information from the portal, and forwards an software package associated with the identified software to the specified device.

Device 

Receives the software package and conducts a software installation.

5.8.2.2 Actor Specific Benefits

Portal

Provides a user the opportunity to select a software package and install itIs able to interact with a DM server to conduct software installation.

Device Management Server

Provides software installation service to a portal.  Is able to receive software package identification, firmware identification and installation requests from portals.

Device 

Is able to receive user requests for software installation generated at a portal..

5.8.3 Pre-conditions

· The device is capable of updating its software.
· The DM server is capable of determining that a software package is an appropriate one for the device based on device identification and optionally, a firmware version.
5.8.4 Post-conditions

The device conducts the specified software installation and the DM server is able to report the results back to the portal or to an external system.

5.8.5 Normal Flow

1.  The user visits a portal and browses for software packages available for download and installation.
2.  The user locates one or more software packages for the make, model and version of the device.

3.  The user selects one of the available software packages and initiates a software download and installation.

4.  The portal communicates a device identification, a software package identification, and optionally a firmware identification to the DM server.

5.  The DM server maps the device identification and software identification to an software package / update package.

6.  The DM server communicates the software package / update package to the identified device.

7.  The device conducts a software installation.
8.  The device reports success or failure.
9.  The DM server reports success / failure, device identification, firmware identification and software identification to an external system or portal.

5.8.6 Alternative Flow

1.  The portal maps the identified software package selected into an appropriate software package / update package.

5.8.7 Operational and Quality of Experience Requirements

The invocation of a software installation activity by the portal is typically an asynchronous operation.  The DM server provides the portal making the software installation request with a jobid if the portal does not provide one itself when it invokes the DM server.  The DM Server subsequently communicates the jobid with the results of the software installation  activity to an external system or to the portal. 
5.9 Use-Case – Providing secure communications with a management system and an external system for secure delivery of a container of configuration etc.
5.9.1  ASK  \* MERGEFORMAT Short Description

This use case describes secure delivery of configuration, update packages, provisioning information, etc. to a management system from an external system, wherein the management system and the external system employ mechanisms that ensure integrity, authentication and confidentiality of information delivered to the management system.
Examples of secure delivery to the management system include delivering the parameters that are used in updating a device, receiving one or more configuration settings for the device, receiving a plurality of update packages for a make, model version, etc.
The external is expected to provide the management system with information identifying:

a) the authentication of the external system;

b) the information / data being delivered; 
c) the type(s) of devices that may consume the delivered information / data; and
d) other related information.
The DM server is expected to authenticate the external system before storing or processing the delivered data / information.   

5.9.2 Actors

External System
Securely delivers data / information to the management system.

Management System
Receives data / information from an External system and sends it to one or more devices that consume it..   

Device 

Receives data delivered by an External system from the DM server and consumes it.
5.9.2.1 Actor Specific Issues

External System
Need to be able to provide its own identification that can be authenticated. Needs to securely deliver data / information such as configuration, software, update packages or a combination thereof.  Needs to identify potential consumers.
Management System
Needs to securely receive data / information such as configuration, software, update packages or a combination thereof from an authenticated External System.  Needs to forward it to devices that can  consume it.

Device 

Receives the data / information such as configuration, software, update packages or a combination thereof and consumes it.

5.9.2.2 Actor Specific Benefits

External System
Can securely and efficiently deliver one or more pirces of data / information to management system.

Management system
Can securely received data / information from authenticated external system.

Device 

Is able to receive data that is securely delivered to the management system.

5.9.3 Pre-conditions

· The External system is able to communicate securely with the management system.
· The management system is capable of authenticating the External system.
5.9.4 Post-conditions

The management system is able to receive data / information securely from an external system and subsequently distribute it to one or more devices.
5.9.5 Normal Flow

1.  The External System creates a container of data / information (such as configurations, software, firmware updates, etc.)
2.  The External System communicates the container to the management system.

3.  The management system authenticates the External System.

4.  The management system receives the container and processes it.
5.  The device requests data communicated in the container by the External System..

6.  The management system communicates the requested data / information to the device.

5.9.6 Alternative Flow

5.9.7 Operational and Quality of Experience Requirements

The secure communication of the container of data / information may be a synchronous operation.  The management system  needs to be able to process the container, and verify it’s authenticity / integrity.   
5.10 Open Issues

6. Requirements
(Normative)

<Linkage of requirements to Use Cases is not mandatory>

6.1 High-Level Functional Requirements

<< This clause identifies the high level functional requirements to support the use cases identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title> 
	


Table 2: High-Level Functional Requirements

6.1.1 Customer Care Related
	ID
	Original Set of Requirements
	Comments

	CC1
	The session MUST be identified as customer-care-related. (Use Case 5.4.1)
	

	CC2
	Errors MAY be reported to a Customer Care application. (Use Case 5.4.1)
	


	ID
	New Set of Requirements
	Comments

	CC3
	DM server provides a notification interface to facilitate notification of a device on behalf of an customer care application
	

	CC4
	The customer care application retrieves the result information from the DM server via an interface, after it has invoked an action on the device
	

	CC5
	The customer care application retrieves device specific information
	

	CC6
	The customer care application retrieves inventory of applications / components from the device
	

	CC7
	The customer care invokes bulk operations on the DM server by specifying a DM task / operation, and by providing a list of device identification on which the DM task / operation is to be invoked.
	


6.1.2 DM Sever and External System
	ID
	Original Set of Requirements
	Comments

	ES1
	The Data Link between the Software Originator (or agent) and the Device Management Server MUST maintain data integrity. (Use Case 5.5.1)
	

	ES2
	The Data Link between the Software Originator (or agent) and the Device Management Server MAY maintain data confidentiality. (Use Case 5.5.1)
	

	ES3
	The Device MAY be able to verify, with the help of a Trusted Authority, the validity of the Software Originator of the Software and/or Data downloaded. (Use Case 5.5.1)
	

	ES4
	Interface MUST support traversal of corporate firewalls and Network Address Translators (Use Case 5.1.2)
	

	ES5
	The Device Management Server MUST support secure connectivity via HTTPS. (Use Case 5.1.5)
	

	ES6
	The Device Management Server MUST be able to verify that software and/or data is from an approved Software Originator or agent thereof. (Use Case 5.5.1)
	

	ES7
	Interface SHALL be discoverable (Use Case 5.1.2)
	

	ES8
	The Device Management Server SHALL expose a standard interface for obtaining Network parameters (Use Case 5.1.2)
	

	ES9
	Device Management Server SHALL provide an interface for receiving subscriber data remotely, which is needed to identify the Device or smart card of new subscriber. (UC 5.1.3)
	

	ES10
	Device Management Server SHALL provide an interface that allows the Management Authority to initiate the transfer of (updated) configuration data. (UC 5.2.1)
	

	OES1
	Authentication may be done between the Device Management Server and the external application; depending on the business scenario.  (ES)
	

	OES2
	Integrity of transmitted data: Alternation of transmitted data in both directions (from or to the Device Management Server), caused , for example, by transmission error or deliberate manipulation, must be detected. Thus corrupted data can be discarded by the external application or the Device Management Server.  (ES)
	

	OES3
	Confidentiality of transmitted data: optionally an encryption mechanism may be included in the data stream to protect sensitive data where appropriate. (ES)
	

	OES4
	Device Management Server must be able to initiate service requests to the WSI consuming application (ES)
	

	OES5
	Adding a new version of the Device Management Server WSI must be possible without the need to recompile the external application. (ES)
	

	OES6
	Anonymizing the request should be possible. I.e. without exposing the real MSISDN in the request. (ES)
	

	OES7
	Device Management WS must support granular authorization.  For example, an authenticated external user (application) is authorized to set a browser-favorite on device with MSISDN 1234, but is NOT allowed to read the browser-favorite. (ES)
	

	OES8
	The external application must be able to query (with appropriate security) the Device Mgmt WS for the Management Object parameters which are used to provision the device.  (ES)
	

	OES9
	The external application may be able to provide the Management Object parameters  to the Device Mgmt WS which will subsequently be used for the provisioning of the device. (ES)
	

	OES10
	Completion status of any request MUST be reported to the external application. The WSI SHOULD support synchronous and asynchronous completion status reporting. In order to support group or bulk operations the WSI should support list (possible long) or a series of individual responses associated with the request. Special consideration of long lived or schedule based requests should be taken. (ES)
	

	OES11
	WS must expose the list of available services (represented by management objects).  The application can then choose to configure one or more of the services on the device.  (ES)
	


	ID
	New Set of Requirements
	Comments

	ES11
	The DM Server SHALL facilitate the secure retrieval of device specific information by an External System
	

	ES12
	The DM Server SHALL facilitate the secure retrieval of user-subscription specific information by an External System
	

	ES13
	The DM Server SHALL provide reports to an External System as it relates to services provided by the External Subsystem, when requested by the External Subsystem
	

	ES14
	The DM Server SHALL provide an interface by which an External System can manage a service accessed by a device, that (the service) is provided by or associated with the External System.
	

	
	
	


6.1.3 Exposing Information
	ID
	Original Set of Requirements
	Comments

	EI1
	The Device Management System SHALL provide sufficient information so that queries from the Device Management Server, reports from Devices, data downloads, and acknowledgements MAY be billed and tracked accordingly. (Use Case 5.1.1, 5.1.3, 5.4.1)
	

	EI2
	If transactions are logged, server MUST log transactions with success indicator. (Use Case 5.4.1)
	

	EI3
	The DMS SHALL provide a standardized mechanism for publishing session/message transactions, such as confirmation requests and results, etc.  (Use Case 5.1.1, 5.1.3, 5.4.1)downloaded. (Use Case 5.5.1)
	

	EI4
	Confirmation request messages SHALL be uniquely identified and contain at least the subscriber id, data or data summary, and date/time.  (Use Case 5.4.1)
	

	EI5
	The DMS shall send a notification of the update/upgrade to the appropriate management authority. (Use Case 5.3.1)
	

	EI6
	Interface MUST be discoverable (Use Case 5.1.2)
	

	EI7
	The DMS SHOULD be capable of receiving fault messages from a Device, and if supported the DMS SHALL provide a standardized mechanism for publishing the messages. (Use Case 5.4.1)
	

	EI8
	The Device Management Server MUST report errors in a standardized format. (Use Case 5.4.1)
	

	
	
	

	
	
	


	ID
	New Set of Requirements
	Comments

	EI9
	The DMS MUST provide access to information regarding the success or failure of installation of software provided or managed by external systems
	

	EI10
	The DMS MUST provide access to results of any bulk operations initiated by an external system
	

	
	
	


6.1.4 Multiple DM Server
	ID
	Original Set of Requirements
	Comments

	MDM1
	Whenever there is communication between Device Management Servers the Device Management Servers MUST mutually authenticate (Use Case 5.1.2).
	

	MDM2
	All data communication between Device Management Server MUST be integrity protected. (Use Case 5.1.2)
	

	MDM3
	All data communication between Device Management Servers MUST be confidentiality protected. (Use Case 5.1.2)
	

	MDM4
	If a management authority causes delegation to occur among several Device Management Servers, the Management Authority MAY request from each DMS, and each DMS SHALL provide, reports of the operations performed in a device for tracking purposes (Use Case 5.1.1, 5.1.3, 5.4.1)
	

	
	
	


	ID
	New Set of Requirements
	Comments

	MDM5
	It SHALL be possible for one DM server (secondary) to request another DM Server (primary) to conduct an operation on its behalf and return the results
	

	
	
	


6.1.5 User Pull

	ID
	Original Set of Requirements
	Comments

	UP1
	Device Management Server SHALL provide an interface that allows the user to trigger the transfer of configuration data (UC 5.1.4).
	

	
	
	


	ID
	New Set of Requirements
	Comments

	UP3
	User at a portal SHOULD be able to access the device and retrieve and view inventory and configuration of the device
	

	UP4
	User at a portal SHOULD be able to select a software or firmware and initiate its installation or update.
	Added New


6.1.6 Remote Diagnostics Interface

	ID
	Original Set of Requirements
	Comments

	
	
	

	
	
	


	ID
	New Set of Requirements
	Comments

	D1
	The DM Server SHALL provide an interface by which an remote / External System can retrieve diagnostics information from the device.
	

	D2
	The DM Server SHALL provide an interface by which an remote / External System can request the DM server to initiate the monitoring activities on a device.
	

	D3
	The DM Server SHALL provide an interface by which an remote / External System can request the DM server to cease the monitoring of the activities on a device.
	

	
	
	


6.1.7 One-Many Interactions or Bulk Operations

	ID
	Original Set of Requirements
	Comments

	OM1
	The Device Management Server SHALL support group addressing of Devices in order to transfer the changed management objects for them. (UC 5.2.1)
	

	OM2
	The Device Management Server SHALL support group addressing of Devices in order to query multiple Devices for the purposes of a common update/upgrade to those Devices. (Use Case 5.3.1)
	

	
	
	


	ID
	New Set of Requirements
	Comments

	OM3
	The DM server SHALL provide an interface that facilitates invoking the same operation on more than one device.
	

	
	
	

	
	
	

	
	
	


6.1.8 Framework

	ID
	Original Set of Requirements
	Comments

	OF1
	WSI must provide a well defined framework, it must be easily extendable with new features. (Framework)
	

	OF1
	Backward compatibility shall be provided on the interface. (Framework)
	

	OF3
	The interface must support all the OMA provisioning parameters, current and future registered application parameters, management objects. (Framework)
	

	OF4
	Device Management WSI framework must conform to the WS Framework specified by the OMA WS Framework specification. (Framework)
	

	OF5
	Authentication, integrity, and confidentiality MUST use either underlying bearer security or message based security. OMA WS Framework defines which protocols can be used to provide these security features. (Framework)
	

	OF6
	WS instances may be discoverable by using the technique defined by the OMA WS Framework specification. (Framework)
	

	
	
	


	ID
	New Set of Requirements
	Comments

	
	
	

	
	
	

	
	
	

	
	
	


6.1.9 Security

<< This clause identifies the high level security needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 3: High-Level Functional Requirements – Security Items

6.1.10 Charging

<< This clause identifies the high level charging needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 4: High-Level Functional Requirements – Charging Items

6.1.11 Administration and Configuration

<< This clause identifies the high level administration and configuration needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title,  HLFR>
	


Table 5: High-Level Functional Requirements – Administration and Configuration Items

6.1.12 Usability

<< This clause identifies the usability needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 6: High-Level Functional Requirements – Usability Items

6.1.13 Interoperability

<< This clause identifies the high level interoperability needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 7: High-Level Functional Requirements – Interoperability Items

6.1.14 Privacy

<< This clause identifies the high level privacy needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 8: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>
	


Table 9: High-Level Functional Requirements – Security Items

<text>

6.3 System Elements

<< This section identifies the high level requirements, on each system element in the use cases, identified in this specification, including the user’s device(s) if relevant. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Each subsection should have sub-subsection(s) covering the requirements on interfaces.  DELETE THIS COMMENT >>

	System Element <letter>:
	<System Element Description>
	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>


Table 10: System Elements

6.3.1 System Element A

<This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

	<Nr.>
	


Table 11: Requirements for System Element <A>

6.3.1.1 Interfaces to System Element X

<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

6.3.1.2 Interfaces to System Element Y

<etc>

6.3.2 Network interfaces

<This clause identifies the high level network interface (bearers/protocols) needs to support the requirements identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Nr.>
	<Ref: SE (letter)>
	


Table 12: Requirements for Network Interfaces

Appendix A. Change History
(Informative)
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�Is there any other service, other than a DM Server that would use batch operations?   I don't see a case for customer services.


�Looks like the role of the Content Provider and its relationship with the Externa Domain is out of scope of the WSI - unless a WSI exists between them
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