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1. Scope

This document describes in detail available test cases for <Enabler name and version, insert hyperlink to specification pages>.

The test cases are split in two categories, conformance and interoperability test cases.

The conformance test cases are aimed to verify the adherence to normative requirements described in the technical specifications. 

The interoperability test cases are aimed to verify that implementations of the specifications work satisfactory.

If either conformance or interoperability tests do not exists at the creation of the test specification this part should be marked not available.

2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

The following numbering scheme is used:

xxx-y.z-con-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’con’
Indicating this test is a conformance test case
number
Leap number for the test case

Or

xxx-y.z-int-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’int’
Indicating this test is a interoperability test case
number
Leap number for the test case
<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>

	Term 1
	Definition

	Term 2
	Definition

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	xxx
	xxx

	
	


4. Introduction

The purpose of this document is to provide test cases for OMA-DM Enabler Release 1.2, specifically those related to mutual authentication.
5. Authentication Conformance Test Cases

5.1 DM-1.2-sec-001
	Test Case Id
	DM-1.2-sec-001 

	Test Object
	Client and Server device authentication

	Test Case Description
	Mutual authentication between Client and Server

	Specification Reference
	OMA-TS-DM-Security-V1_2_0, Section 5.3

	SCR Reference
	DM-SEC-C-001

	Tool
	

	Test code
	

	Preconditions
	Client is capable of providing client certificate at the transport layer.

Server is capable of providing a server certificate for transport layer authentication

	Test Procedure
	1. Client initiates a secure transport communications. 

2. Server requests client for it’s certificate while providing it’s own certificate.
3. Client authenticates server using server certificate

4. Server authenticates client using client certificate



	Pass-Criteria
	1. Client authenticates server using server certificate

2. Server authenticates client using client certificate


Table 1: Test Information for Conformance Test

5.2 DM-1.2-sec-002
<This section lists the steps needed for an optional test case>

	Test Case Id
	DM-1.2-sec-002

	Test Object
	Client and Server device authentication

	Test Case Description
	Mutual authentication between Client and Server. Tests support for client authentication at the application layer by server while client authenticates server at the transport layer.

	Specification Reference
	OMA-TS-DM-Security-V1_2_0, Section 5.3

	SCR Reference
	DM-SEC-C-002 and DM-SEC-S-005

	Tool
	

	Test code
	

	Preconditions
	· Client is not capable of providing client certificate at the transport layer.

· Server is capable of providing a server certificate for transport layer authentication

	Test Procedure
	1.  Client initiates communications with server. 

2.  Server requests client for it’s certificate while providing it’s own certificate.

3.  Client authenticates server using server certificate but does not provide server with it’s own certificate

4.  Server challenges client for credentials at the application layers

5. Client provides credentials at the application layer.

6. Server authenticates client at the application layer.

	Pass-Criteria
	1.  Client authenticates server using server certificate

2.  Server authenticates client using credentials provided by the client at the application layer. 


Table 2: Conformance Test Information

5.3 DM-1.2-sec-003

<This section lists the steps needed for an optional test case>

	Test Case Id
	DM-1.2-sec-003

	Test Object
	Client and Server device authentication

	Test Case Description
	Mutual authentication between Client and Server. Tests support for server’s ability to accept challenges from clients that have not yet been successfully authenticated. Also tests client’s ability to accept challenges from server that has not yet been successfully authenticated

	Specification Reference
	OMA-TS-DM-Security-V1_2_0, Section 5.3

	SCR Reference
	DM-SEC-C-009 and DM-SEC-S-010

	Tool
	

	Test code
	

	Preconditions
	· Client fails server authentication at the transport layer.

· Server fails client authentication at the transport layer.

· Client and server have proper credentials for authentication at the application layer

	Test Procedure
	1.  Client initiates communications with server. 

2.  Server requests client for it’s certificate while providing it’s own certificate.

3.  Client fails to authenticate server using server certificate and challenges the server for authentication at the application layer
4.  Server provides its credentials at the application layer and also challenges client for credentials at the application layer
5. Client provides credentials at the application layer while authenticating the server at the application layer.
6. Server authenticates client at the application layer.

	Pass-Criteria
	1.  Client authenticates server using server credentials at the application layer after failing to authenticate server at the transport layer.
2.  Server authenticates client using credentials provided by the client at the application layer after failing to authenticate client at the transport layer.


Table 2: Conformance Test Information

Appendix A. Change History
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The following is a model of a revision table.  DELETE THIS COMMENT

A.1 Approved Version History
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	Date
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	n/a
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If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.
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