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1 Reason for Change

During the DM Profile Bootstrap the bootstrap procedure has full access rights to the management tree, i.e. the ACL values are not used. Therefore the bootstrap message itself contains all ACL values for the bootstrap message. 

There is a security problem during the DM Profile bootstrap due to there is no restriction on what is not allowed in the bootstrap message. For example the bootstrap message may include Replace command and replace existing configuration with full access rights, or replace ACL list on existing configuration in the root or sub-tree. Therefore this CR proposes the following:

1. Only Add command is allowed in the bootstrap.

2. After SC bootstrap, the Server Identifier in the DMAcc owns the exclusive rights to the management root

2 Impact on Backward Compatibility

This does not affect implementations that fulfill the bootstrap specification in the way the feature was intended to be used. This only disallows abuse of the current specification. 

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend that this should be included in DM 1.2 release as future bug-fix update.

6 Detailed Change Proposal

5.4.2 Management tree ACL and bootstrap

During processing of a DM Bootstrap message, the normal behavior of the ACL, as specified in [DMTND], does not apply. Each item in the Add command in the DM Bootstrap message MUST be processed successfully, according to the conditions described in section 5.4.5, in order for the bootstrap to be successful. DM Command Replace MUST be discarded by the device if it is included in the bootstrap message.
5.4.6 Smartcard

If the Device supports a smartcard, the DM Client MUST support detection, retrieval, and processing of bootstrap data from the smartcard as described in Appendix D. The DM Client MAY include configurable security policy to disable smartcard bootstrap functions. If the smartcard bootstrap function is enabled and the smartcard has not been rejected by the device (for example, because of a SIM-locking mechanism), the DM Client SHALL retrieve bootstrap data from the smartcard when the device is switched on and apply it to the device configuration.

After successful bootstrap, the device MUST set exclusive access rights in the root-ACL to the Server Identifier in the DM Account of the bootstrap message. If the bootstrap message contains multiple DM Accounts, then all server identifiers from the DM Accounts shall be added to the root-ACL.

The device SHOULD check that the bootstrap data for all DM servers previously bootstrapped from the smartcard are still available from the smartcard when the device is switched on; if not, the account information for any DM Servers that were previously bootstrapped from the smartcard but are no longer stored on the smartcard SHOULD be removed from the device management configuration.
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